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Abstract
Advancing knowledge regarding online privacy protection has never been so critically
necessary as in this age of big data. The emergence of data capitalism, along with disruptive
technological changes, has induced mass collection and commoditisation of data, giving rise
to restricted freedoms, exploitation of consumer data, and threats to privacy. Firms have a
vested interest in consumer data, due to the unprecedented value it can generate for business
success. However, they must effectively manage their data practices to avoid consumer
backlash from burgeoning ethical, legal, and rights-related concerns. It is now imperative to
maintain a balance between utilising consumer data for commercial purposes and preserving
consumer privacy.
The primary objective of this study is to explore why consumers are increasingly
worried about their privacy and why they behave in manners that can be detrimental to the
consumer-vendor relationship. By exploring this issue, the study aims to understand how to
manage privacy issues effectively in the e-commerce context. To reach this objective, the
study employs the power-responsibility equilibrium theory, which advocates a balance
between social power and social responsibility. As a secondary objective, this study uses
construal level theory to explore the impact of the psychological distance of privacy construct
on consumer privacy-related attitudes and behaviour. Integrating these two objectives, the
study presents a privacy model in business-to-consumer e-commerce. The proposed model
was validated using a quantitative-positivist research design with a cross-sectional survey
method. A qualitative-interview study was also conducted prior to the survey with 30 online
shopping consumers to develop and validate the research constructs and survey
measurements. The respondents for the main survey were recruited via an online research
panel. The sample included 363 online shopping consumers in Australia. The data was
analysed using the partial least squares structural equation modelling.
The study found that lack of corporate privacy responsibility and regulatory protection
can deprive consumers of privacy empowerment, damage consumer trust, and thus trigger
privacy concerns and subsequent defensive responses. Consistent with the powerresponsibility equilibrium theory, this finding indicates that consumers’ defensive actions or
‘power-balancing operations’ are driven by perceived power imbalances or unfulfilled
obligations, wherein power holders fail to ensure protection of privacy. This highlights the
importance of firms balancing power and responsibility evenly for maintaining a healthy
iii

information exchange environment. The results suggest establishing trust and privacy
empowerment through responsible organisational and regulatory mechanisms as key
strategies to manage privacy issues and consumer backlash. The study also found that
psychological distance of privacy negatively impacts privacy behaviour, and negatively
influences the relationship between privacy concerns and privacy behaviour. Psychological
distance of privacy did not have any interaction with trust or privacy empowerment.
This study has several contributions for theory and practice. For theory, a key
contribution of the study emanates from empirically establishing a theory-based ethical and
social responsibility approach to understanding contemporary consumer privacy issues. By
ascertaining the impact of power holders (i.e., corporations and governments) on consumer
privacy and their resultant behaviour, this study formulates consumer-business and citizengovernment privacy relationships within the same framework. This study makes a vital
contribution to privacy and business ethics literature by introducing the concept of perceived
corporate privacy responsibility. The study also examines the impact of both trust and privacy
empowerment on consumer privacy concerns and defensive privacy behaviour, which to date
has received little attention in the privacy literature. This is one of the few studies to apply the
construal level theory in the privacy context. It is also the first study to introduce and
examine the concept psychological distance of privacy. For practice, the findings provide
numerous insights into developing privacy-preserving e-commerce systems and policies for
effective management of consumer privacy and wellbeing. Online firms should consider the
protection of privacy as a competitive advantage. The study also informs regulators about
their role in establishing an environment of trust, and empowering consumers to reduce
privacy issues in the online context. For consumers, the findings suggest that they should be
aware of the adverse effects of psychological distance of privacy. Consumer behaviour which
reflects less consideration for protecting privacy can end up in further exploitation of
consumer data and enactment of relaxed privacy protection mechanisms. Individuals,
knowingly or unknowingly contribute to a larger data ecosystem of which a few online giants
get to reap unprecedented profits to the detriment of the masses. The societal stakeholders
should be more mindful about the ripple effects of their online activities and should demand
stringent regulations and responsible corporate practices. Overall, the study highlights that
ensuring consumer privacy protection can be beneficial for consumers, companies, and to the
e-commerce industry.

iv

Publications from this Research
Journal Articles
Bandara, R., Fernando, M., & Akter, S. (2020). Explicating the privacy paradox: A
qualitative inquiry of online shopping consumers. Journal of Retailing and Consumer
Services, 52, 1-9. doi: https://doi.org/10.1016/j.jretconser.2019.101947
Bandara, R., Fernando, M., & Akter, S. (2019). Privacy concerns in e-commerce: A
taxonomy

and

a

future

research

agenda.

Electronic

Markets.

doi:

https://doi.org/10.1007/s12525-019-00375-6

Conference Proceedings
Bandara, R., Fernando, M., & Akter, S. (2018a). Is the privacy paradox a matter of
psychological distance? An exploratory study of the privacy paradox from a construal
level theory perspective. Paper presented at the Proceedings of the 51st Hawaii
International Conference on System Sciences, Hawaii, USA.
Bandara, R., Fernando, M., & Akter, S. (2018b). Power-responsibility dynamics and
consumer privacy concerns in the data-driven marketplace. Paper presented at the
Proceedings of the 78th Annual Meeting of the Academy of Management, Chicago,
USA.
Bandara, R., Fernando, M., & Akter, S. (2017). The privacy paradox in the data-driven
marketplace: The role of knowledge deficiency and psychological distance. Procedia
Computer Science, 121, 562-567.

v

Doctoral Consortium Papers
Bandara, R. (2018). The privacy paradox and decision-making in the data-driven
digital marketplace: The role of psychological distance. Doctoral Consortium of the
51st Hawaii International Conference on System Sciences, Hawaii, USA.
Bandara, R. (2018). Power–responsibility dynamics and privacy concerns in the data–
driven marketplace. Doctoral Consortium (OCIS Division) of the 78th Annual Meeting
of the Academy of Management, Chicago, USA.

vi

Acknowledgments

First and foremost, I would like to thank my supervisors Professor Mario Fernando and
Associate Professor Shahriar Akter for their continuous support, guidance, and motivation. I
am truly grateful to them for believing in my work and abilities. Their encouragement helped
me to reach heights that I never expected to attain.
I offer my heartfelt thanks to my family. I thank my parents and my wife for their sacrifices,
unremitting support and love. Without them I would not have completed this arduous task, or
taken up this challenge in the first place.
I would also like to thank the people who participated in this study. I value their ideas, time,
and support for this project.
I acknowledge the financial support given by the University of Wollongong through
International Postgraduate Tuition Award (IPTA) and University Postgraduate Award (UPA).
I thank my friends Sagar, Sally O, Steven, Barbara, John, Taufique, Saradhi, Amlan,
Nadeera, Roshini, and Priyantha for sharing their friendship and support.

vii

List of Abbreviations
AVE

Average variance extracted

B2C

Business-to-consumer

CA

Cronbach’s alpha

CB-SEM

Covariance-based structural equation modelling

CLT

Construal level theory

CR

Composite reliability

HTMT

Heterotrait-monotrait ratio

NFI

Normed fit index

PLS-SEM

Partial least squares structural equation modelling

PRE

Power-responsibility equilibrium

SRMR

Standardised root mean squared residual

VIF

Variance Inflation Factor (VIF)

viii

Table of Contents

Abstract .....................................................................................................................................iii
Publications from this Research................................................................................................. v
Acknowledgments....................................................................................................................vii
List of Abbreviations ..............................................................................................................viii
Table of Contents....................................................................................................................... ix
List of Figures ......................................................................................................................... xvi
List of Tables .........................................................................................................................xvii

Chapter 1: Introduction ......................................................................................................... 1
1.1 Overview .............................................................................................................................. 1
1.2 Scope of the Study ............................................................................................................... 3
1.2.1 The meaning of privacy .................................................................................................... 3
1.2.2 The study context: Business-to-Consumer (B2C) e-commerce........................................ 6
1.2.3 The Australian context ...................................................................................................... 7
1.3 Significance of the Study ..................................................................................................... 8
1.4 Theoretical Foundation ...................................................................................................... 16
1.5 Research Objectives and Questions ................................................................................... 17
1.6 Contributions of the Study ................................................................................................. 18
1.7. Research Process of the Study .......................................................................................... 20
1.8 Thesis Structure ................................................................................................................. 21
1.9 Definition of Key Terms .................................................................................................... 23

Chapter 2: Literature Review ............................................................................................... 24
2.1 Chapter Overview .............................................................................................................. 24
2.2 E-commerce Privacy in the Age of Big Data ..................................................................... 25
ix

2.3 Different Views of Privacy ................................................................................................ 28
2.4 Social Power and Social Responsibility ............................................................................ 30
2.5 The Power-Responsibility Equilibrium Theory ................................................................. 32
2.6 Power-Responsibility Equilibrium (PRE) Framework of Privacy..................................... 35
2.7 Privacy Concerns of Online Consumers ............................................................................ 40
2.8 Corporate Privacy Responsibility ...................................................................................... 43
2.9 Regulatory Protection of Privacy ....................................................................................... 46
2.10 Consumer Privacy Empowerment ................................................................................... 48
2.11 Consumer Trust ................................................................................................................ 52
2.12 Consumer-Privacy Behaviour .......................................................................................... 55
2.13 From Rationality to Bounded-Rationality ....................................................................... 58
2.14 Construal Level Theory and Psychological Distance of Privacy..................................... 61
2.15 Summary of Gaps in the Literature .................................................................................. 64
2.16 Chapter Summary ............................................................................................................ 66

Chapter 3: Conceptual Model and Hypotheses................................................................... 67
3.1 Introduction ........................................................................................................................ 67
3.2 Research Model and Hypotheses Development ................................................................ 67
3.3 Impact of Corporate Privacy Responsibility ...................................................................... 69
3.3.1 The relationship between corporate privacy responsibility and privacy concerns ......... 69
3.3.2 The relationship between corporate privacy responsibility and trust ............................. 72
3.3.3 The relationship between corporate privacy responsibility and privacy empowerment . 74
3.4 Impact of Regulatory Protection ........................................................................................ 75
3.4.1 The relationship between regulatory protection and privacy concerns .......................... 76
3.4.2 The relationship between regulatory protection and trust............................................... 77
3.4.3 The relationship between regulatory protection and privacy empowerment .................. 79
3.5 Impact of Consumer Trust ................................................................................................. 80

x

3.5.1 The relationship between trust and privacy concerns ..................................................... 81
3.5.2 The relationship between trust and defensive behaviour ................................................ 82
3.6 Impact of Privacy Empowerment ...................................................................................... 84
3.6.1 The relationship between privacy empowerment and privacy concerns ........................ 84
3.6.2 The relationship between privacy empowerment and defensive behaviour ................... 86
3.7 Impact of Privacy Concerns ............................................................................................... 87
3.8 The Moderating Impact of Psychological Distance of Privacy ......................................... 89
3.9 Additional Analyses ........................................................................................................... 94
3.9.1 Control variables ............................................................................................................. 94
3.9.2 The mediating effects ...................................................................................................... 95
3.10 Chapter Summary ............................................................................................................ 97

Chapter 4: Research Methodology ....................................................................................... 98
4.1 Introduction ........................................................................................................................ 98
4.2 Research Philosophy .......................................................................................................... 98
4.2.1 Philosophical underpinnings of this study .................................................................... 101
4.3 Research Approach .......................................................................................................... 102
4.4 Research Design............................................................................................................... 103
4.5 Research Strategy............................................................................................................. 105
4.5.1 Self-administered survey .............................................................................................. 106
4.6 Data Collection Instruments ............................................................................................ 107
4.6.1 Instrument validation process ....................................................................................... 108
4.6.1.1 Defining conceptual domain ...................................................................................... 109
4.6.1.2 Item generation .......................................................................................................... 110
4.6.1.3 Measurement model specification ............................................................................. 111
4.6.1.4 Scale purification and refinement: Q-sorting, pre-test, and pilot test ........................ 112
4.6.1.5 Evaluate scale reliability, validity and predictive relationships................................. 115

xi

4.6.2 Instruments of the study ................................................................................................ 115
4.7 Sample Design ................................................................................................................. 125
4.8 Time Horizon ................................................................................................................... 129
4.9 Deployment of Final Survey ............................................................................................ 130
4.10 Preliminary Data Analysis ............................................................................................. 131
4.10.1 Missing values and data quality .................................................................................. 131
4.10.2 Outlier analysis ........................................................................................................... 132
4.10.3 Assessment of normality ............................................................................................. 132
4.10.4 Assessment of multicollinearity.................................................................................. 133
4.10.5 Exploratory factor analysis ......................................................................................... 133
4.10.6 Assessment of common method variance (CMV) ...................................................... 134
4.10.7 Assessment of non-response bias................................................................................ 135
4.10.8 Assessment of endogeneity bias ................................................................................. 135
4.11 Main Data Analysis: Partial Least Squares Structural Equation Modelling .................. 136
4.11.1 Justification for using PLS-SEM ................................................................................ 137
4.11.2 PLS-SEM process and algorithm ................................................................................ 140
4.11.3 Evaluation of measurement model.............................................................................. 142
4.11.3.1 Assessment of reflective measurement model ......................................................... 142
4.11.3.2 Assessment of formative measurement model ........................................................ 145
4.11.4 Evaluation of structural model .................................................................................... 146
4.12 Ethical Considerations ................................................................................................... 150
4.13 Chapter Summary .......................................................................................................... 151

Chapter 5: Data Analysis and Results ............................................................................... 153
5.1 Chapter Overview ............................................................................................................ 153
5.2 Descriptive Statistics ........................................................................................................ 153
5.2.1 Sample characteristics ................................................................................................... 153

xii

5.2.2 Descriptive statistics of the constructs .......................................................................... 155
5.3 Assessment of the Measurement Model .......................................................................... 156
5.3.1 Assessment of the measurement model of the main variables ..................................... 156
5.3.2 Assessment of the measurement model of the control variables .................................. 161
5.4 Assessment of the Structural Model ................................................................................ 162
5.4.1 The main effects model ................................................................................................. 163
5.4.2 The interaction effect models........................................................................................ 166
5.4.3 The control effect model ............................................................................................... 168
5.4.4 The model fit ................................................................................................................. 169
5.5 Additional Analyses: Mediation Analysis ....................................................................... 169
5.6 Chapter Summary ............................................................................................................ 171

Chapter 6: Discussion and Conclusions ............................................................................. 173
6.1 Chapter Overview ............................................................................................................ 173
6.2 Summary of Findings ....................................................................................................... 174
6.2.1 Research question 1: What are the determinants of consumer privacy concerns and
privacy related defensive behaviours? ................................................................................... 174
6.2.1.1 Research question 1a: Is there any influence of perceived corporate privacy
responsibility on consumers’ privacy concerns, trust, and privacy empowerment? .............. 174
6.2.1.1.1 The influence of corporate privacy responsibility on consumer privacy concerns 175
6.2.1.1.2 The influence of corporate privacy responsibility on trust ..................................... 175
6.2.1.1.3 The influence of corporate privacy responsibility on privacy empowerment ........ 176
6.2.1.2 Research question 1b: Is there any influence of perceived regulatory protection on
consumers’ privacy concerns, trust, and privacy empowerment? ......................................... 176
6.2.1.2.1 The influence of regulatory protection on consumer privacy concerns .................. 177
6.2.1.2.2 The influence of regulatory protection on consumer trust ...................................... 177
6.2.1.2.3 The influence of regulatory protection on consumer privacy empowerment ......... 178
6.2.1.3 Research question 1c: Is there any influence of trust and privacy empowerment on
privacy concerns?................................................................................................................... 178

xiii

6.2.1.3.1 The influence of trust on privacy concerns ............................................................. 179
6.2.1.3.2 The influence of privacy empowerment on privacy concerns ................................ 179
6.2.1.4 Research question 1d: Is there any influence of trust, privacy empowerment, and
privacy concerns on privacy behaviour?................................................................................ 180
6.2.1.4.1 The influence of trust on privacy behaviour ........................................................... 180
6.2.1.4.2 The influence of privacy empowerment on privacy behaviour .............................. 180
6.2.1.4.3 The influence of privacy concerns on privacy behaviour ....................................... 181
6.2.2 Research question 2: Is there any moderating influence of psychological distance of
privacy? .................................................................................................................................. 182
6.2.2.1 The moderating effect of psychological distance of privacy on the relationship
between privacy concerns and privacy behaviour. ................................................................ 182
6.2.2.2 The moderating effect of psychological distance of privacy on the relationship
between privacy empowerment and privacy behaviour......................................................... 183
6.2.2.3 The moderating effect of psychological distance of privacy on the relationship
between trust and privacy behaviour. .................................................................................... 183
6.2.3 Other findings of the study ........................................................................................... 184
6.3 Theoretical Contributions ................................................................................................ 185
6.4 Methodological Contributions ......................................................................................... 189
6.5 Practical Implications....................................................................................................... 190
6.5.1 Implications for managers and organisations ............................................................... 191
6.5.2 Implications for regulators ............................................................................................ 194
6.5.3 Implications for consumers ........................................................................................... 195
6.5.4 Implications for wider stakeholders .............................................................................. 196
6.6 Limitations of the Study................................................................................................... 197
6.7 Future Research ............................................................................................................... 198
6.8 Concluding Remarks ........................................................................................................ 200
References .............................................................................................................................. 202
Appendices ............................................................................................................................. 248
Appendix 1: Participant Information Sheet ........................................................................... 248

xiv

Other Supplementary Materials ............................................................................................. 252
Supplementary Material A: Semi-structured Interview Guide .............................................. 252
Supplementary Material B: Sample Characteristics of the Qualitative Study ....................... 255

xv

List of Figures
Figure 1.1 Research process of the study................................................................................. 21
Figure 2.1 Power-Responsibility Equilibrium Framework of Privacy (Lwin et al., 2007) ..... 36
Figure 2.2 Thematic areas of e-commerce privacy research ................................................... 42
Figure 2.3 Need for consumerism for market equalisation (Kucuk, 2016). ............................ 47
Figure 3.1 Research model and hypotheses ............................................................................. 69
Figure 3.2 Privacy concerns, trust, and empowerment as mediator variables ......................... 96
Figure 4.1 Instrument development and validation process of the study .............................. 109
Figure 4.2 Types of the measurement model ......................................................................... 111
Figure 4.3 Sample design of the study ................................................................................... 125
Figure 4.4 Sample size calculation based on G* power ........................................................ 129
Figure 4.5 PLS-SEM Process (adapted from Hair Jr et al. (2017)) ....................................... 141
Figure 5.1 Structural Model of the main effects model ......................................................... 166

xvi

List of Tables
Table 1.1 Key research gaps that motivate the need for the study ............................................ 9
Table 1.2 Research questions and corresponding research objectives .................................... 18
Table 2.1 The reasons for applying a power-responsibility equilibrium approach ................. 37
Table 2.2 Summary of gaps in the literature ............................................................................ 65
Table 4.1 Respondents’ feedback from the pilot study.......................................................... 114
Table 4.2 Instruments used for the study ............................................................................... 117
Table 5.1 Sample demographic profile .................................................................................. 154
Table 5.2 Descriptive statistics .............................................................................................. 155
Table 5.3 Criteria and benchmarks to assess measurement model ........................................ 156
Table 5.4 Item loadings, reliability measures, and AVE values ............................................ 157
Table 5.5 Item cross-loadings ................................................................................................ 159
Table 5.6 Discriminant validity: Fornell-Larcker criteria...................................................... 160
Table 5.7 Discriminant validity: Heterotrait-Monotrait Ratio (HTMT) statistic ................... 160
Table 5.8 Inner VIF values .................................................................................................... 161
Table 5.9 Measurement model of control variables............................................................... 162
Table 5.10 Criteria and Benchmarks to assess structural model ........................................... 163
Table 5.11 Structural estimates of the main model and hypotheses results........................... 164
Table 5.12 R2, prediction, and effect sizes of the main model............................................... 166
Table 5.13 Structural estimates of the interaction models and hypotheses results ................ 167
Table 5.14 R2, prediction, and effect sizes of the interaction models .................................... 168
xvii

Table 5.15 Estimated model fit .............................................................................................. 169
Table 5.16 Mediation analysis ............................................................................................... 170
Table 5.17 Specific indirect effects ....................................................................................... 171

xviii

Chapter 1: Introduction
1.1 Overview
Recent transformations of the data ecosystem have upended the power relationships between
consumers, corporations, and governments. With the emergence of data capitalism,
commoditisation of data has encouraged asymmetric redistribution of power, biased and
partisan toward actors i.e., corporations who are able to exploit and make use of data (West,
2019). The convergence of ‘big brother’ and ‘big data’ has generated irreversible social
effects around the mass commoditisation of personal data, leading to discrimination and
restricted freedoms (Flyverbom, Deibert, & Matten, 2019). In this background, the utilisation
and governance of the internet and adjacent disruptive technologies have incited numerous
ethical, legal, and rights-related issues. In particular, threats to consumer privacy have
heightened recently.
Managing privacy issues is critical for online companies as consumer data has become
paramount for business success. On the one hand, use of consumer data enables companies to
generate value through different tactics such as targeted advertising, providing personalised
consumer services, predicting consumer behaviour, and sharing data with third-parties
(Petrescu & Krishen, 2018; Yu & Cude, 2009). On the other hand, these efforts have become
infructuous, due to consumer backlash from increasing vulnerabilities, erosion of trust, and
degradation of wellbeing (Fransi & Viadiu, 2007; Martin, Borah, & Palmatier, 2017).
Therefore, companies need to make choices based on a trade-off between firm profitability
and consumer privacy. Understanding consumer privacy concerns and the resulting backlash
is important in order to balance corporate data practices and privacy protection efforts
efficiently (Palos-Sanchez, Saura, & Martin-Velicia, 2019; Schneider, Jagpal, Gupta, Li, &
Yu, 2017).
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In the light of rising contentions and controversy about online privacy issues, this study
employs the power-responsibility equilibrium theory (Davis, Frederick, & Blomstrom, 1980;
Laczniak & Murphy, 1993; Murphy, Laczniak, Bowie, & Klein, 2005), which advocates the
balance between social power and social responsibility to explicate privacy issues in the
business-to-consumer (B2C) online shopping context. Fear of privacy breaches has become
the biggest impediment and the most formidable barrier for e-commerce growth (Miltgen &
Peyrat-Guillard, 2014; Ponte, Carvajal-Trujillo, & Escobar-Rodríguez, 2015; Son & Kim,
2008). The primary objective of the study is to explore why consumers are increasingly
worried about their privacy and why they behave in manners that can be detrimental to the
consumer-vendor relationship. By exploring this issue, the study aims to understand how to
manage privacy issues effectively in the e-commerce context.
The study employs the power-responsibility equilibrium theory due to two key reasons.
First, it helps to capture the impact power dynamics in the marketplace has on consumer
privacy concerns. This is important, because power and information asymmetry in today’s
digital marketplace widens quickly. Second, this theory provides a substantive ethical and
social responsibility approach to analysing privacy issues. Violation of privacy is considered
one of the most conspicuous ethical predicaments in this digital era. The concept of
responsibility allows addressing wider obligations of corporations and regulators related to
the ethics of privacy. As argued by Stahl (2004, p. 72) “information assurance and privacy is
something that cannot be successfully addressed by individual ethics”. The concept
‘corporate privacy responsibility’ introduced in this study addresses the legal obligations as
well as the moral and ethical ones germane to the use of consumer data.
The internet and new technologies have lessened physical and spatial distance between
sellers and consumers. But in the online context, the same technologies have bolstered other
distances to the detriment of online users. As such, this study focuses on the psychological
2

distance of privacy – the degree of subjective distance of privacy from an individual’s direct
experience or reality, which is conceived abstractly. As a secondary objective, the study uses
the construal level theory of psychological distance to examine the influence of psychological
distance of privacy on consumer attitudes and behaviour.
This study is a positivist quantitative study. The study presents a conceptual model to
capture the research questions through the means of research hypotheses, which is then tested
via an online survey-based questionnaire. The sample includes online shopping consumers in
Australia. Prior to the survey, semi-structured interviews were also conducted as a pre-survey
study to validate the constructs and construct measurements. The proposed model was then
tested with partial least squares structural equation modelling (PLS-SEM) technique.
The aim of this chapter is to introduce the basic tenets of the study. The chapter
discusses the scope in which the study has been implemented – primarily what aspects come
within the study’s purview. Then the chapter highlights what motivates the study or the
significance of conducting this study. Next, the chapter provides the theoretical foundations
of the study. This is followed by introducing the research questions of the study with their
corresponding objectives, and, in the next section, introducing the expected contributions by
addressing those research questions. Then the chapter presents the structure of the remainder
of the thesis. Finally, the chapter is concluded by defining the key terms of the thesis.

1.2 Scope of the Study
1.2.1 The meaning of privacy
It is important to clarify what it means by privacy in this study and also to differentiate
between privacy and other related and sometimes overlapping constructs.
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In general, privacy is discussed in relation to physical space and information (Caudill &
Murphy, 2000). Physical privacy involves physical access to an individual or his/her personal
space, while information privacy involves access to individually identifiable personal
information (Smith, Dinev, & Xu, 2011). This study focuses directly on information privacy
as opposed to physical privacy. In the remainder of this thesis, the term privacy refers to
information privacy, unless mentioned otherwise.
Privacy is examined at different levels, including individual, organisational, group, and
societal. This study is based on individual privacy. The study examines organisational privacy
practices (i.e., corporate privacy responsibility and regulatory protection) – but they are
examined from individual consumers’ perspective.
The concept of privacy and its meaning has been highly debated over the last several
decades in numerous disciplines. Privacy has been conceptualised in several ways such as the
right to be let alone, as control, as having limited access to a person’s information, as a
commodity that can be traded, and as a social contract that is governed by procedural and
moral contracts (Martin, 2016b; Smith et al., 2011). A detailed discussion on different views
of privacy is provided in sections 2.3. This study follows the social contract view of privacy
and views privacy is germane to the flow of information—what, by whom, why, and how
information is collected and used (Martin, 2016b; Nissenbaum, 2009).
Due to the difficulty of measuring privacy itself, measurement of privacy concerns is
widely used as a proxy (Bandara, Fernando, & Akter, 2019; Li, 2011). This study aligns this
discourse and identifies that privacy concerns reflect worries when information is collected
and used by entities for purposes and in ways that are not intended by the individual.
Privacy is closely related to concepts such as security, secrecy, anonymity,
confidentiality, and ethics. Therefore, these concepts are briefly clarified below.
4

Security is associated with protection of users’ information during transmission and/or
storage. Security is concerned with authentication, non-repudiation, confidentiality, and
integrity of data (Bansal & Zahedi, 2014). It is considered that “security is necessary for
privacy, but security is not sufficient to safeguard against subsequent use, to minimise the
risk of […] disclosure, or to reassure users” (Ackerman, 2004, p. 432).
Secrecy involves intentional concealment of information which enables consumers to control
the information sharing environment by denying others vital information about one’s self
(Tefft, 1980). Privacy and secrecy are distinguishable as “privacy need not hide; and secrecy
hides far more than what is private” (Bok, 1989, p. 11).
Anonymity is about concealing one’s personal identity. Individuals can be anonymous,
pseudonymous, or identifiable (Qian & Scott, 2007). According to Smith et al. (2011, p. 996),
“anonymity is not privacy […]. Anonymity exists when someone is acting in a way that
limits the availability of identifiers to others.”
Confidentiality involves sharing of restricted but accurate information with a specific party.
As explained by Smith et al. (2011, p. 996), “confidentiality corresponds to the controlled
release of personal information to an information custodian under an agreement that limits
the extent and conditions under which that information may be used or released further.”
Ethics reflect the moral value system of the society. Privacy is generally integrated in a
society’s moral system and is considered as a topic of ethics. But it should be noted that
“even though philosophical argumentation may imply some normative ethical obligations to
protect or to acknowledge privacy, it is incorrect to equate privacy with ethics” (Smith et al.,
2011, p. 996).

5

1.2.2 The study context: Business-to-Consumer (B2C) e-commerce
Privacy is better understood in a specific context rather than in an abstract sense e.g., privacy
in online social networking versus privacy on the internet. This study focuses on the privacy
issues in e-commerce. E-commerce comprises “the use of the internet, the Web, and mobile
apps and browsers running on mobile devices to transact business. More formally, digitally
enabled commercial transactions between and among organisations and individuals” (Laudon
& Traver, 2017, p. 8).
The literature identifies different types of e-commerce. According to Laudon and
Traver’s (2017) classification, the main types of e-commerce include: business-to-consumer
(B2C), business-to-business (B2B), consumer-to-consumer (C2C), mobile e-commerce (mcommerce), social e-commerce (s-commerce), and local e-commerce. The B2C e-commerce
involves online transactions between online businesses and individual consumers. The B2B
e-commerce is about businesses selling to other businesses. The C2C e-commerce is a way
that consumers sell to each other with the assistance of an online platform provider such as
eBay. M-commerce involves the use of mobile devices to enable online transactions. Scommerce refers to e-commerce that is enabled by social networks and online social
relationships. Local e-commerce refers to e-commerce that focuses to engage consumers
based on their geographic location. This study focuses only on the B2C e-commerce industry.
There are also different business models in B2C e-commerce such as online retailers, service
providers and content providers. This study is based on e-commerce online retailing. The
study uses the general term ‘online shopping’ to refer to online retailing in the B2C ecommerce industry.
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1.2.3 The Australian context
This study is based on online shopping consumers in Australia. E-commerce industry is
growing in Australia as in most countries in the world. Statistics1 show that Australians spent
US$20.3 billion on online shopping in 2018 and overall online shopping accounts for nine
percent of Australia’s retail sales. In terms of e-commerce revenue, Australia ranks 10th in
the global market and the Australian market is expected to reach a market size of US$27.2
billion by 20232. Also, the user penetration is expected to reach 77.4% by 2023 to include
20.4m consumers3.
Privacy issues discourage and impede the growth of e-commerce and in general, use of
online services. This is no different in Australia. The findings of the 2017 Australian
community attitudes to privacy survey by the Office of the Australian Information
Commissioner show that sixty-nine percent Australians are more worried about their privacy
than they were five years ago (OAIC, 2017). Further, it has been found that eighty-three
percent of individuals believe the privacy risks are greater when dealing with online firms
when compared to traditional firms. The findings showed that fifty-eight percent of users
have avoided using online companies due to privacy concerns. Also, only nineteen percent
have mentioned that they trust e-commerce companies. Only very few consumers are
comfortable with sharing their information. Seventy-nine percent have said they are
uncomfortable with businesses sharing their personal information with other businesses. This
was particularly a concern for women and older people. Also, only twenty-one percent
mentioned that they are comfortable with targeted advertising based on their online activities.
These statistics provide impetus to examine privacy concerns among the e-commerce
consumers in Australia.
1

https://www.webalive.com.au/ecommerce-statistics-australia/
https://www.statista.com/statistics/289742/e-commerce-revenue-forecast-in-australia/
3
https://www.statista.com/outlook/243/107/ecommerce/australia
2
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Several laws and regulations have been enacted for the protection of individual
information privacy in Australia. The Privacy Act 1988 is the primary legislation that
regulates and protects the privacy of individuals. The Privacy Act regulates how Australian
government agencies and private organisations handle personal information. The Privacy Act
is based on 13 Australian Privacy Principles that govern: the collection, use and disclosure of
personal information; an agency’s governance and accountability; integrity and correction of
personal information; and the rights of individuals to access their personal information. More
recently, the Notifiable Data Breaches (NDB) scheme was also introduced. It requires an
organisation to notify individuals and the Office of the Australian Information Commissioner
when there is a possibility of a data breach seriously harming an individual whose personal
information is involved in the data breach. Further, Australian businesses also need to
consider the EU General Data Protection Regulation (GDPR) when dealing with EU
nationals’ information privacy.

1.3 Significance of the Study
This study is motivated by several reasons. Particularly, the study identified several
limitations in the literature that necessitate further exploration in the area. The following table
(Table 1.1) summarises the key gaps or/and research areas highlighted in the prior literature
that will be addressed in the study. Chapter 2 of the thesis provides a detailed discussion on
these research gaps.
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Table 1.1 Key research gaps that motivate the need for the study
Limitation/motivation

Supporting literature

Exploration of privacy concerns: Literature Online privacy concerns have become the greatest impediment (Son & Kim, 2008), the most
highlights several reasons to explore privacy formidable barrier (Miltgen & Peyrat-Guillard, 2014), and a menace (Ponte et al., 2015) to
concerns in the e-commerce context.

promote e-commerce, which ultimately impacts firms’ bottom-line performance (Martin et al.,
2017).
“Although the phenomenal transformations produced by online markets reduced the historical
dominance of companies and equalized market structures in favour of consumers, dynamically
evolving digital markets also changed the nature and sources of consumer vulnerabilities”
(Kucuk, 2016, p. 516).
“There is substantial concern about privacy in light of technological advances, greater sharing
of information […], and increased power of state and nonstate actors to collect information
about individuals and institutions” (Rubel & Biava, 2014, p. 2422).
“It is essential to analyze digital data privacy to build trust through sound business practices in
data analytics and to improve marketing activities” (Petrescu & Krishen, 2018, p. 41).

Mediating

effect

of

privacy

concerns: “[R]esearchers must understand both the antecedents to privacy and also the consequences of

Several scholars highlight the necessity of consumers’ privacy concerns in order to fully develop effective marketing policies along with
integrative

models

that

capture

both practices to reduce those concerns” (Krishen, Raschke, Close, & Kachroo, 2017, p. 23).

antecedents and outcomes of privacy concerns. “We argue, however, that a larger integrative model that considers not only the antecedents of
By taking a holistic approach it is possible to privacy concerns, but also examines the dependencies derived from them, would make an even
capture the interaction between the antecedents larger contribution to the literature. We certainly acknowledge that such an undertaking will be
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and consequences of privacy concerns.

an enormous one, and, in fact, it may require some intermediate studies that consider portions
of the supra-model prior to the ultimate test of the entire model” (Xu, Dinev, Smith, & Hart,
2011, p. 814).
“[T]here is a dire need to develop integrated frameworks that identify factors that mitigate or
enhance the influence of privacy concerns on consumer behaviour” (Mahrous, 2011, p. 249).

The importance of power-responsibility The power-responsibility equilibrium is recognised as a useful ethical and social responsibility
equilibrium theory: This study uses power- theory to examine privacy concerns (Caudill & Murphy, 2000; Martin & Murphy, 2017).
responsibility equilibrium theory as the main Martin and Murphy (2017, p. 144) identify that “ethical theory development and analyses to
theory to examine consumer privacy concerns further disentangle contemporary data privacy questions, in an effort to advise how marketers
and behaviour. This study extends the power- should manage those concerns, are needed.”
responsibility equilibrium (PRE) framework of Literature shows that a power-relations approach to understand consumer vulnerabilities and
privacy.

behaviour is beneficial; however, to date, there is paucity of such research efforts:
“Researchers agree that power is a key human concern […] that constantly influences
behaviour […], the omnipresent effects of power shape human behaviour in nearly every
situation” (Labrecque, vor dem Esche, Mathwick, Novak, & Hofacker, 2013, p. 258).
“Yet this concept [of power] is relatively rarely discussed in consumer behaviour contexts […].
Power shapes consumers’ everyday activities in manifold ways […], especially online […].
Therefore, differences in the distribution of power among stakeholders (e.g., consumers,
marketers, online infrastructure) should directly affect how information gets distributed, how
consumers behave online, and how consumers choose among different consumption options in
digital worlds” (Labrecque et al., 2013, p. 258).
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“Stated in the form of a general relationship, it can be said that social responsibilities of
businessmen need to be commensurate with their social power. Though this idea is deceptively
simple on its face, it is in reality rather complicated and is often overlooked by discussants of
social responsibility” (Davis, 1960, p. 71) and this holds true in the privacy context.
The key proposition of power-responsibility equilibrium is the balance between power and
responsibility. This premise is fundamental in consumer-vendor relationships:
“How can marketers balance the firm’s desire to personalise online interactions with
consumers’ privacy concerns in ways that improve consumers’ engagement and response?”
(Taylor, Davis, & Jillapalli, 2009, p. 204).
“Companies cannot survive without customers […].Both sides ought to make a sincere effort
to understand each other’s positions and objectives, especially in the social, ethical and
environmental contexts. A ‘power-responsibility equation’ has to be created to address the
growing criticism of business. Thus, the relationship between business and society can be
defined as a social contract” (Dixit, 2019).
“Governments or businesses are power holders, especially when they hold customers
information, such as their location. Given the importance of consumers’ privacy concerns, a
need exists to address marketing questions relating to privacy and how to effectively
communicate and enhance privacy practices” (Krishen et al., 2017, p. 20).
Need for corporate privacy responsibility It is necessary to identify the changing roles and responsibilities in the face of digital
construct: This study identifies the limitations transformations:
in current research to conceptualise perceived “[T]he roles and responsibilities of public and private actors when it comes to developing,
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responsibility

of

privacy

protection

and operating, and governing digital infrastructures and the resources they command deserve much

introduces the construct ‘perceived corporate more scholarly attention” (Flyverbom et al., 2019, p. 15).
privacy responsibility’.

Today, ensuring the right balance between social vulnerabilities and rewards of data capitalism
has become the biggest challenge for public policy making and corporate responsibility
(Polonetsky & Tene, 2013).
“Our initial finding that organisational practices are linked to individuals’ perceptions of these
practices, which, in turn, raise individuals’ privacy concerns, suggests the need for future
studies to understand organisational privacy issues more fully” (Xu et al., 2011, p. 814).
“The discussion of perceived responsibility in data handling [is] an area that has rarely been
studied in previous privacy literature, despite its importance. This central issue could both
influence the choice of data protection strategies and explain some troubling privacy paradoxes
in consumer behaviours” (Miltgen & Peyrat-Guillard, 2014, p. 117).
Most research, including the PRE framework of privacy, relies on privacy policy to capture
corporate privacy responsibility. This measurement of privacy policy has several limitations,
including the following. Hence, this study uses the construct corporate privacy responsibility as
an alternative measure.
“While almost all U.S. Web sites state some kind of privacy policy, actual corporate policy
pertaining to the level of privacy protection varies widely” (Lwin, Wirtz, & Williams, 2007, p.
574).

Significance of privacy empowerment in the “Although consumer sophistication and empowerment is on the rise as a result of the digital
digital marketplace: Privacy research has revolution, there is insufficient academic exploration with the aim of understanding how this
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paid scant attention to privacy empowerment empowerment functions on the internet” (Kucuk, 2009, p. 327).
of consumers. In general, empowerment plays

“Investigating consumer empowerment and vulnerabilities enables us to see if a market is

a vital role for consumer wellbeing in the functioning in a balanced and/or equal level; and, if not, how consumerism can help achieve a
online context.

mutually more productive balance” (Kucuk, 2016, p. 518).
“Empowerment has been identified as a growing force in marketing […]. As its prevalence
increases, the need to understand its antecedents and consequences also increases” (Hunter &
Garnefeld, 2008, p. 2).
“Investigation using [consumer empowerment and vulnerability] paradigms reveals areas
where more protection is needed because consumers are losing power and becoming more
vulnerable” (Kucuk, 2016, p. 519).
“[I]t is worthwhile to investigate whether emerging technologies empower or else subjugate
consumers in terms of privacy” (Bandara et al., 2019, p. 13).

Impact of regulation: The literature shows the “The power differential between governments and consumers is an important context to study
necessity

of

identifying

the

impact

of because of the prevalence of government initiated policy” (Krishen et al., 2017, p. 20).

government or regulatory protection to provide “Among the important structural determinants of any market for privacy are government and
a complete picture of privacy issues.

government regulation. No treatment of privacy will be complete without explicit recognition
of the role of government” (Stewart, 2017, p. 158).
“There are currently not enough legislative attempts to regulate these consumer vulnerabilities
in the United States and many other nations’ legal systems. Both companies and legislatures
need to look at such potential consumer vulnerabilities carefully in order to enhance consumer
welfare and facilitate well-functioning healthy interactions in digitally mediated markets”
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(Kucuk, 2016, p. 537).
“[D]efining and exploring systematic consumer vulnerabilities and reconceptualising
consumerism for digital markets is indispensable to improving our social welfare” (Kucuk,
2016, p. 516).
“[R]esearchers note that regulations are not in correlation with the advances in the market, due
to information overload, unclear information use, and the speed with which data are
exchanged” (Petrescu & Krishen, 2018, p. 42).
Criticality of trust in e-commerce: Trust is “Given the importance of trust in the e-commerce environment, the factors that produce a
one of the most widely researched themes in e- perception of trustworthiness within consumers need to be identified. Their interactions need to
commerce. However, its relationship with be understood, and their relative importance determined. Understanding the roles of these
privacy and privacy-related constructs is not different factors would allow online retailers to ease consumers’ concerns, and could improve
consistently verified. Therefore, this study customer perceptions of web retailing” (van Dyke, Midha, & Nemati, 2007, p. 70).
clarifies the impact of trust on privacy “[T]he construct of trust has been considered in a number of research models of privacy.
concerns and privacy behaviour.

However, its specific relationship with other privacy-related constructs has not been
consistently examined across studies, with trust serving as an antecedent, outcome, mediator,
or moderator” (Miltgen & Smith, 2015, p. 743).
“The substantial controversy in this area calls for more research to offer a deeper
understanding of the relationship among privacy, trust, and behaviours” (Miltgen & PeyratGuillard, 2014, p. 106).

The controversy of rational behaviour: “Your company has been operating on the premise that people—customers, employees,
Several scholars in numerous disciplines managers—make logical decisions. It’s time to abandon that assumption” (Ariely, 2009, p. 80).
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including privacy argue that consumers do not Ariely (2009) asserts that by embracing behavioural economics, “firms can discover the truth
act rationally or at least consumers’ behaviour underlying their assumptions about customers, employees, operations, and policies”.
showcases a state of bounded rationality. This Information systems (IS) scholars “have ignored the cognitive biases that come into play in
study also supports this view and examines decision-making. IS research has either focused on the technical aspects of such systems […]
how consumers would not act based on their or the economic impact of recommendation systems on sales […] There is a huge opportunity
privacy concerns. For this purpose, the impact here for combining IS research methods (explanatory, predictive, experimentation) with
of psychological distance of privacy is behavioural economics principles to shed light on the issues and inform design science
examined.

research” (Goes, 2013, p. v).
“Future ecommerce privacy research can benefit from looking into areas such as the level of
construal and psychological distance of privacy […], cognitive appraisals […], and framing
effects” (Bandara et al., 2019, p. 9).
“[A]lmost all of the published privacy-related information systems (IS) studies to date—rely
on a covert assumption: responses to external stimuli result in deliberate analyses, which lead
to fully informed privacy-related attitudes and behaviours. […] However, an emerging stream
of IS research demonstrates the importance of considering principles from behavioural
economics (such as biases and bounded rationality) and psychology (such as the elaboration
likelihood model) that also affect privacy decisions” (Dinev, McConnell, & Smith, 2015, p.
639).
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1.4 Theoretical Foundation
This study is primarily based on the power-responsibility equilibrium theory (Davis et al.,
1980; Laczniak & Murphy, 1993; Murphy et al., 2005). This theory advances the balance
between social power and social responsibility. The powerful partner in a relationship is
expected to exhibit power and responsibility equally toward the less dominant partner. Those
who do not use power in a way that the society considers is responsible will lose their power
in the long run. In the business context, firms must balance their power by accepting an equal
amount of responsibility, and inability to do so will result in other forces curtailing corporate
power or demanding more responsible actions or a combination of both, to maintain an
equilibrium.
Based on the power-responsibility equilibrium theory, Lwin et al. (2007) developed the
power-responsibility equilibrium (PRE) framework of privacy. The framework identifies
governments and businesses as power holders who are expected to show responsibility as
they hold consumers’ information. In the privacy context, power-responsibility equilibrium
posits that consumers will take defensive actions (i.e., prevention-focused behaviours) over
perceived power imbalances or unfulfilled obligations where organisations fail to promote
equality in information exchange or protection of privacy. This highlights that power holders
are expected to maintain power and responsibility evenly when dealing with consumer
information. The power-responsibility equilibrium theory and the PRE framework of privacy
are discussed in detail in section 2.5 and section 2.6 respectively.
The study also examines psychological distance of privacy based on the construal level
theory (Liberman & Trope, 2008; Trope & Liberman, 2010). This theory is based on the
premise that the human mind mentally represents things, for instance an object, an event or a
person, based on psychological distance—the ‘‘subjective experience that something is close
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or far away from the self, here and now’’ (Trope & Liberman, 2010, p. 440). Things can be
manifested psychologically distant due to several reasons including spatial, temporal, social,
and hypothetical distance. Based on the level of psychological distance, things can be
construed at different levels (i.e., low construal vs high construal). Psychological distance and
corresponding construal level, impact how consumers form attitudes and behaviours. Based
on CLT, this study examines how psychological distance of privacy influences consumer
attitudes and privacy behaviour. CLT and psychological distance of privacy is discussed in
detail in section 2.14.

1.5 Research Objectives and Questions
As mentioned in section 1.1, the study revolves around two main goals. First, the study aims
to understand why consumers are increasingly worried about their privacy and why they
behave in manners that can be harmful to the consumer-vendor relationship. The study
reaches this aim by exploring how power dynamics in the marketplace forms consumers’
privacy concerns, trust, privacy empowerment and subsequent privacy behaviours. Second,
the study aims to explore the impact of psychological distance of privacy on consumer
attitudes and behaviour. The following table (Table 1.2) summarises the specific research
questions and corresponding research objectives that guide this study.
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Table 1.2 Research questions and corresponding research objectives
Research question 1: What are the determinants of consumer privacy concerns and
privacy related defensive behaviours?
Overall objective: To explore why consumers are increasingly
worried about their privacy and why they behave in manners that can
be detrimental to the consumer-vendor relationship.
Research question 2: Is there any moderating influence of psychological distance of
privacy?
Overall objective: To explore whether psychological distance of
privacy moderates the relationship between (a) privacy concerns and
privacy behaviour, (b) privacy empowerment and privacy behaviour,
and (c) trust and privacy behaviour.

1.6 Contributions of the Study
This study has contributions for theory, practice, and methods. For theory, a key contribution
of the study emanates from empirically establishing a theory-based ethical and social
responsibility approach to understanding consumer privacy based on PRE. The study
provides an integrated-systems view of consumer privacy concerns by identifying both its
antecedents and outcomes. Especially, by ascertaining the impact of power holders (i.e.,
corporations and governments) on consumer privacy and their resultant behaviour, this study
formulates consumer-business and citizen-government privacy relationships within the same
framework. This study makes a vital contribution as it introduces the concept perceived
corporate privacy responsibility to capture consumer perceptions of corporate obligations to
consumer privacy protection. Moreover, the study examines the impact of both trust and
privacy empowerment on consumer privacy concerns and privacy behaviour. Investigation of
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privacy empowerment is nascent in the privacy literature. Also, previous research has
examined trust-promotion-focused behaviour relationships. There is a lack of research to
explicate trust-prevention-focused behaviour relationships, as in this study. The study also
uniquely contributes to the privacy scholarship by establishing the construct psychological
distance of privacy and validating its direct and moderating effects (Bandara et al., 2017,
2018a, 2020). Overall, this study extends the PRE framework of privacy to include four new
psychological constructs; namely corporate privacy responsibility, privacy empowerment,
trust, and psychological distance of privacy, to advance the knowledge on consumer privacy
concerns and privacy behaviour.
This study provides numerous implications for practice. The study provides insights
into why consumers engage in preventive and defensive behaviours. Currently, companies
increasingly depend on collecting valuable and accurate information about consumers. These
efforts can be in vain if consumers decide to withhold or fabricate their information. The
findings imply that corporations need to balance their power with equal responsibility
through proper privacy management practices and approaches. The study also identified that
privacy concerns are heavily influenced by how corporations establish a trusting online
environment, and to what extent consumers are empowered. Therefore, ensuring trust and
empowering consumers are two fundamental strategies that could effectively reduce privacy
concerns as well as consumer defensive responses against companies. The knowledge and
insights from this study can be used to develop privacy preserving e-commerce systems and
policies to battle privacy issues. Companies need to design comprehensive privacy
empowering systems (e.g., online platforms) with adequate control, choice, and power given
to consumers. Overall, for companies, the findings suggest that protection of privacy can be a
competitive advantage or a strategic differentiator. The study informs regulators about their
role to establishing an environment of trust and empowering consumers, to reduce privacy
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issues in the online context. The key implication for consumers is to inform them about the
detrimental effects of psychological distance of privacy. Consumers need to be aware that
behaviour which reflects less consideration for protecting one’s privacy can end up in further
exploitation of consumer data and enactment of relaxed privacy protection policies.
This study contributes to methodology by presenting a unique structural model of the
antecedents and consequences of consumer privacy concerns. This model provides a
methodology to examine a new set of variables modelled in a specific pattern including
direct, mediating, and moderating relationships. Moreover, this study provides estimates of
predictive relevance, effect sizes, and the goodness of fit of the model. This contributes to the
methodological rigour and advances PLS-SEM as a robust and real-world complex modelling
technique.

1.7. Research Process of the Study
The research process of this study is illustrated in Figure 1.1. Each element of this process is
addressed in different chapters of the thesis. The next section provides a summary of the
chapters included in the thesis that captures this research process.
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Figure 1.1 Research process of the study

1.8 Thesis Structure
The remainder of the thesis is structured as follows.
Chapter 2 presents the literature pertinent to this study and sets the theoretical basis to the
proposed model. The chapter begins by discussing privacy issues in the e-commerce context.
This is followed by introducing different approaches to privacy. Then the chapter presents the
power-responsibility equilibrium theory and the PRE framework of privacy. In succeeding
sections, different concepts related to the research model are discussed. Then the chapter
presents arguments as to why individuals’ behaviour showcases limited or bounded
rationality. The final section of this chapter is allocated to introduce construal level theory
and psychological distance of privacy.
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Chapter 3 presents a privacy model in B2C e-commerce, based on the research findings and
gaps identified and synthesised in the previous chapter. The research model aims to answer
the research questions identified in Chapter 1 by developing hypotheses. This chapter
provides the theoretical rationale for the hypothesised relationships.
Chapter 4 explains and justifies the methodological choices taken to examine the research
model and research questions of the study. This chapter begins by introducing the
philosophical underpinnings of the study. This is followed by a discussion on the overall
research design that includes research strategy, sampling, instrument development and
operationalisation, and data collection. After introducing the preliminary and primary data
analysis methods including PLS-SEM, the chapter concludes by discussing the ethical
considerations pertinent to the study.
Chapter 5 presents the results of the data analysis of the main study. The chapter begins with
presenting descriptive statistics of the sample and constructs. Then the chapter presents
findings of the measurement model and validates all the constructs included in the model.
Next, the chapter provides analyses of the structural model and tests the hypotheses. Apart
from hypotheses testing, the chapter provides results of the mediation analysis to generate
additional insights from the data.
Chapter 6 discusses the results and findings identified in Chapter 5. This chapter aims to
answer the research questions identified in Chapter 1 in relation to their hypotheses and
results. The discussion is structured around the theoretical contributions, methodological
rigour, and practical use of the findings of the study. The chapter concludes by identifying
limitations of the study and identifying future research avenues.
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1.9 Definition of Key Terms
This section provides definitions of the key terms used in this thesis.


Privacy: Privacy is germane to the flow of information—what, by whom, why, and
how information is collected and used (Martin, 2016b).



Privacy concerns: Privacy concerns reflect worries when information is collected
and used by entities for purposes and in ways that were not intended by the individual
(Krishen et al., 2017).



E-commerce: “Digitally enabled commercial transactions between and among
organisations and individuals” (Laudon & Traver, 2017, p. 8).



Corporate privacy responsibility: Corporate obligations to consumer privacy
protection.



Regulatory protection: The ways in which various government and industry
agencies devise internet privacy regulations to direct and police the use of consumer
data.



Privacy empowerment: Consumer beliefs that they can produce desired outcomes
and prevent undesired outcomes related to the use of their information.



Trust: Consumer intentions to accept vulnerability based upon positive expectations
of the online retailers’ behaviour.



Psychological distance of privacy: The increased subjective distance of privacy from
consumers’ immediate reality which is then construed abstractly.



PLS-SEM: A component-based method of structural equation modelling which
allows estimating complex cause-effect relationship models with latent variables.
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Chapter 2: Literature Review

2.1 Chapter Overview
There are two key objectives of this chapter. First, the chapter aims to introduce the theories
and concepts pertinent to this study. Second, the chapter aims to identify the research gaps in
the literature relevant to the areas of research in this study. Overall, the chapter sets the
theoretical basis to the research model that will be presented in Chapter 3.
The chapter begins by presenting a discussion on privacy issues in the e-commerce
context. This discussion provides the context for why researchers should focus on emerging
privacy issues. This is followed by introducing different views of privacy in section 2.3 and
discussing in detail the social contract view, which is the viewpoint adopted in this study.
Then the chapter discusses the concepts of social power and responsibility and introduces the
power-responsibility equilibrium theory in sections 2.4 and 2.5, respectively. In section 2.6,
the chapter examines the PRE framework of privacy—the main theoretical framework
employed by this study in examining consumers’ privacy concerns and behaviours. In the
succeeding sections, literature relevant to different aspects of this framework, including
consumer privacy concerns (section 2.7), corporate privacy responsibility (section 2.8),
regulatory protection (section 2.9), privacy empowerment (section 2.10), consumer trust
(section 2.11), and consumer privacy behaviours (section 2.12) are examined. In the
remaining sections of this chapter, the reason individuals’ behaviour showcase bounded
rationality is discussed, and causes identified by previous literature in section 2.13 are
examined. This study investigates how psychological distance of privacy can influence
consumer privacy behaviour based on construal level theory. The next section of this chapter
introduces construal level theory and psychological distance of privacy (section 2.14). The
chapter concludes by summarising the research gaps identified in the overall discussion.
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2.2 E-commerce Privacy in the Age of Big Data
The convergence of e-commerce and disruptive technological advancements such as virtual
reality, artificial intelligence, and big data analytics has remodelled online shopping as we
know it. A common trend that emerged with these technological changes is the dramatic shift
in the collection, storage, analysis, and transmission of consumer data among heterogeneous
actors. For example, the rise of platform-based e-commerce such as Amazon and eBay has
expanded the number of transactions conducted and thereby multiplied the scale and velocity
of data being transmitted. Also, other developments such as virtual try-on apps which
integrate facial recognition technology (e.g., eyeconic.com) have changed the variety of data
being collected (Moorhouse, tom Dieck, & Jung, 2018). This myriad volume, variety, and
velocity of data distinguish traditional e-commerce markets from today’s big data-driven
digital markets (Akter & Wamba, 2016).
The big data landscape has made it simpler for marketers to consolidate consumer data
from multiple sources to produce extensive digital dossiers or profiles of their customers
(Peltier, Milne, & Phelps, 2009). Owing especially to advanced data mining, digital profiles
now contain thousands of data points on each of us. The big data ecosystem also includes
data brokers; third party entities who often do not directly deal with consumers, but that buy,
compile, transform, and resell data on a massive scale (Yeh, 2018). For instance, Walsh,
Parisi, and Passerini (2017, p. 188) cite that the data broker Acxiom4 has “23,000 computer
servers that process more than 50 trillion data transactions per year… It claims to have
records on hundreds of millions of Americans, including 1.1 billion browser cookies, 200
million mobile profiles, and an average of 1500 pieces of data per consumer.” With the
advent of big data, data analytics also grew in sophistication and breadth. Big data analytics
allow companies to “analyse large and complex data sets to identify correlations, produce
4

https://www.nybooks.com/articles/2014/01/09/how-your-data-are-being-deeply-mined/
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business predictions, and monetise the results by trading them as a raw product or using them
to mitigate risks or increase profits” (Yeh, 2018, p. 283).
The large-scale capture of consumer data has benefits for both companies and
consumers. Companies use massive digital traces with automated algorithms and analytics to
derive precise insights about consumers’ interests, relationships, and behaviours, and thereby
inform accurate decisions about consumers. Consumers enjoy highly personalised, selftailored, and high-quality services enabled by accumulation and sophisticated profiling of
their data (Flyverbom et al., 2019). For companies in today’s online marketplace, fixating on
big data has become the norm, rather than the exception. Data has become the ‘new oil’ in the
economy. The value of the big data market in 2018 was valued at USD 36.8 billion and is
expected to reach a value of USD 104.3 billion by 2026 5. Despite the growth in the big data
industry, some scholars argue that the personal data market has faced a significant failure
(Dinev, Hart, & Mullen, 2008). The key reason is that, although the cost of collecting and
processing personal data has significantly gone down, these costs do not reflect the actual
social costs or negative externalities, such as erosion or complete loss of individual privacy.
The same dynamics that contributed to the growth of the data ecosystem, such as mass
collection, storage, and transmission of data, have become the determinants of increased
consumer vulnerabilities in the online space. For instance, privacy violations have surged due
to increasing data breaches. Some major data breaches6,7 in recent times include: Target data
breach exposed 40 million credit and debit card accounts in 2013; hackers stole 145 million
eBay users’ login credentials in 2014; a data breach at Equifax in 2017 affected over 143
million user data; 150 million Under Armour mobile app users’ data was breached in 2018;

5

https://www.fortunebusinessinsights.com/industry-reports/big-data-technology-market-100144
https://www.businessinsider.com.au/data-hacks-breaches-biggest-of-2018-2018-12?r=US&IR=T
7
https://www.businessinsider.com.au/biggest-hacks-2010s-facebook-equifax-adobe-marriott-201910?r=US&IR=T
6
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data records including passport numbers of over 9.4 million passengers of Cathay Pacific
Airways were accessed without authorisation in 2018; and the recent Cambridge Analytica
scandal revealed that over 87 million Facebook user profiles have been affected. The spillover effects of data breaches are pernicious – due to data aggregation and profiling, a data
breach in one company can reveal a host of data that was not originally shared with that
company by a particular consumer. It is even more concerning that privacy threats can reach
to people “whose information has not even been collected” (Petrescu & Krishen, 2018, p. 41).
Datafication involves many parts of individuals’ lives taking the shape of a digital trace
(Flyverbom et al., 2019). The same digital traces have now resulted in a ubiquitous
commercial surveillance around the pillars of ‘data capitalism’. Data capitalism is “a system
in which the commoditisation of our data enables an asymmetric redistribution of power that
is weighted towards the actors who have access and the capability to make sense of
information” (West, 2019, p. 20). In other words, consumer data has become a commodity
which companies use to make an exponential amount of value. Consumers have lost
ownership and power over their data and besides, have to pay a cost for negative
consequences such as algorithmic discrimination, and loss of autonomy and privacy (Noble,
2018). Hence, e-commerce companies in the data capitalist system not only rely on selling
goods and services, but selling audiences, or more precisely trading consumer profiles tied to
user data.
The more the ramifications of big data, online tracking and profiling are confronted by
consumers, the more they have started to show trepidation and backlash towards online firms.
As argued by Tene and Polonetsky (2012), as more consumers become conscious about these
privacy-invasive practices, the chilling effects on consumer behaviour will become
considerable. The e-commerce firms already witness repercussions of privacy violations
through consumer actions such as abandoning online shopping carts, fabrication of data,
27

opting out of promotional materials, and overall avoiding online shopping (Ferrell, 2017;
Mousavizadeh, Kim, & Chen, 2016; Peltier et al., 2009). According to Wilson, Schuetzler,
Dorn, and Proudfoot (2015, p. 2), rising public fallout in the face of privacy violations leaves
online firms with three limited options: “1) cease collecting certain information, (2) collect
information in secret, or (3) assuage user concern regarding the information that is collected.”
This study argues that assuaging privacy issues is the more sustainable choice for both
consumers and firms and the study provides means to reach that goal.

2.3 Different Views of Privacy
The concept of privacy and its meaning has been highly debated over the last several decades
in numerous disciplines. The beginning of the modern-day discussion of privacy can be
traced back to Warren and Brandeis’s (1890) claim of privacy as the right to be let alone.
This is a very popular definition of privacy, and several scholars have maintained privacy as
an absolute right, which must be protected independently of specific circumstances (e.g.,
Rogerson, 1998; Velasquez, 1988). Similarly, some scholars have identified privacy as a
universal value or an extrinsic moral norm (Milberg, Burke, Smith, & Kallman, 1995).
However, it is evident that individuals readily sacrifice their privacy for perceived
benefits. This led to the conceptualisation of privacy as a commodity that can be assigned an
economic value, which is subject to trade-off (Bennett, 1995; Campbell & Carlson, 2002). In
this self-promoting commodity view, privacy becomes a disposable good rather than a
universal right. While privacy as a human right and privacy as a commodity views both take
a value-based approach, the commodity view differs, as it does not claim privacy to be an
absolute right, or having a static value.
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The access-view of privacy maintains that privacy is fulfilled when individuals and
their information are inaccessible or hidden from others (Posner, 1981; Schoeman, 1984).
Therefore, any sort of information disclosure on the internet implies giving up someone’s
privacy. The control-view of privacy suggests that individuals can have a reasonable
expectation of privacy as long they do not concede control of information to another party
(Altman, 1975; Margulis, 1977; Westin, 1967). Information privacy researchers are greatly
influenced by definitions of privacy that claim privacy as control. For instance, Altman
(1975) defines privacy as the selective control of access to the self. Margulis (1977) claims
privacy represents the control of transactions between persons, in which the aim is to enhance
autonomy or reduce vulnerability.
Another important view of privacy focuses on social contracts. This study follows the
social contract view of privacy, which is explained below.
A Social Contract Approach to Privacy
The social contract view of privacy (Culnan & Bies, 2003; Martin, 2012, 2016b) is largely
influenced by the principles of the integrated social contract theory (Donaldson & Dunfee,
1994, 1995). Within this approach, certain assumptions about privacy can be made.
Consumers are privacy pragmatists (Beales & Muris, 2008); they exchange personal
information for certain benefits including the formation of relationships or for shopping
gratification (Culnan & Armstrong, 1999). These exchanges are governed by contracts and
norms (Culnan & Bies, 2003; Martin, 2012) in that particular context or situation of exchange
(Solove, 2006).
The social contract view of privacy claims that individuals discriminately share
information while having reasonable expectations about the protection of privacy to make
relationships, to socialise or even trade, with norms governing what, by whom, why, and how
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their information is used. Hence, the social contract approach contradicts the static and
universal approaches to privacy. As Martin (2016a, p. 60) argues, in static approaches such as
access and control-based views, “individuals are incorrectly assumed to give up a large
measure of privacy” or “mistakenly framed as dispositive of relinquishing an expectation of
privacy” when they share information.
The social contract approach also differs from the commodity view of privacy, which is
predominantly based on privacy calculus theory that suggests individuals rationally weigh the
risks and benefits of information disclosure before taking privacy decisions (Dinev & Hart,
2006). The social contract approach rather argues that individuals in a certain context or
community “develop local privacy norms about what, why, how, and to whom information
flows, while respecting universal social contract principles such as consent, voice, and exit
among others” (Martin, 2012, p. 520). Privacy contracts are governed by both procedural
norms as well hypothetical norms (moral contracts). These privacy norms prevalent in a
particular community, context, or relationship are mutually beneficial and sustainable
agreements that govern sharing and use of information (Martin, 2016b). In summary, privacy
as a social contract view claims information disclosure not as relinquishing one’s privacy but
as a portrayal of sense of community and individual autonomy supported by norms that
govern how, what, and by whom information is collected and used.

2.4 Social Power and Social Responsibility
Human relations are often formed through negotiated interactions between interdependent
individuals who are driven by the need to maximise their gains by means of resource
exchange (Coleman & Coleman, 1994; Emerson, 1962; Molm, Peterson, & Takahashi, 1999).
Based on the control or access a person has over certain resources, varying levels of
30

asymmetry can occur among the parties involved in the interaction. These asymmetric
relationships are engendered by the disproportionate amount of agency and influence one
maintains over another (Emerson, 1962). Agency refers to the discretion or freedom that
enables a person to act in a self-directed and autonomous way, while having influence
provides the ability to change the thoughts and behaviours of another (Galinsky, Gruenfeld,
& Magee, 2003; Sturm & Antonakis, 2015; Tost, 2015).
The role of responsibility has been a major thread running through the theories and
discussions of power. With power comes dependence and responsibility (Biggart &
Hamilton, 1984; Handgraaf, Van Dijk, Vermunt, Wilke, & De Dreu, 2008). Power is a
relational concept that refers to the “asymmetric control over valued resources, which in turn
affords an individual the ability to control others’ outcomes, experiences, or behaviours”
(Tost, 2015, p. 30). This implies that others will depend on power holders to meet their needs
and fulfil their interests, which makes power and responsibility closely connected. For
instance, as argued by the reciprocal influence model of social power (Keltner, Van Kleef,
Chen, & Kraus, 2008), power holders are not entirely set at liberty – they are rather obligated
to act in a socially responsible manner due to social evaluations and pressure. Similarly,
research on freedom-responsibility notion has highlighted that larger freedom is associated
with larger responsibility (Enderle, 2006).
Responsibility of organisations to their stakeholders and wider society is discussed in
both practice and theory. For instance, responsibility is one of the ethical values recognised
by the American Marketing Association. Responsibility is a major facet of stakeholder theory
(Phillips, 2003), and the core of corporate social responsibility (Carroll, 1979; Enderle,
2006). The corporate citizenship theory views organisations as members of society – as
citizens having rights and duties, and not as autonomous entities (Carroll, 1998; Matten &
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Crane, 2005). The integrated social contract theory (Donaldson & Dunfee, 1994, 1995) views
the business-society relationship from a social contract perspective that highlights the
businesses’ responsibility to society. Social responsiveness theories recognise the ability of
organisations to be responsive to stakeholder and societal interests and social pressure,
through monitoring environmental conditions, attending to stakeholder demands, and
developing plans and policies to respond to changing conditions (Frederick, 1994; Norris &
O'Dwyer, 2004). Most of the theories discussed above highlight the reciprocal relationship
between power and responsibility.

2.5 The Power-Responsibility Equilibrium Theory
The power-responsibility equilibrium stems from the power relationship studies in sociology
and social psychology. The notion that power and responsibility go hand in hand has been a
topic of discussion for scholars over the past several years. Bowen (1953, p. 4) asserts that “it
is becoming increasingly obvious that a freedom of choice and delegation of power such as
businessmen exercise would hardly be permitted to continue without some assumption of
social responsibility.” Taylor (1965, p. 126) mentions that “the demand of the law in a wellordered society is that responsibility shall lie where the power of decision lies. Where that
demand is met, men have a legal order; where it is not, they have only the illusion of one.”
Davis (1960, p. 73) quotes Admiral Ben Moreell, Chairman of the Board, Jones and Laughlin
Steel Corporation, who argued that “I am convinced that unless we do [accept social
responsibilities], the vacuum created by our unwillingness will be filled by those who would
take us down the road to complete statism and inevitable moral and social collapse.” The
power-responsibility equilibrium theory advances this notion of the balance between social
power and responsibility (Davis et al., 1980; Laczniak & Murphy, 1993; Murphy et al.,
2005).
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The powerful partner in an asymmetric, unequal-power relationship often maintains
these relationships purposively for self-interested reasons where they can enjoy higher
agency and influence over others (Schaerer, du Plessis, Yap, & Thau, 2018). In contrast,
equal-power relationships may carry strong normative expectations that dishearten selfenhancing motives. In a balanced-power relationship, “people should treat others as equals,
be more concerned about the welfare of others, and give benefits to others non-contingently”
(Schaerer et al., 2018, p. 78). The power-responsibility equilibrium suggests that a powerful
partner in a relationship is expected to exhibit power and responsibility equally toward the
less dominant partner. Those who do not use power in a way that society considers is
responsible will lose their power in the long run (Caudill & Murphy, 2000).
In the business context, firms must balance their power by accepting an equal amount
of responsibility, and inability to do so will result in other forces curtailing corporate power,
or demanding more responsible actions, or a combination of both, to maintain an equilibrium
(Murphy et al., 2005). For instance, if a company practises greater domination and exhibits
lower responsibility, it might benefit in the short run, but the company will fail in the distant
future as consumers will respond by attempting to reduce its domination and power. In the
long run, the company will lose its power to another institution or will be restricted by
increased government regulation. On the other hand, a company that exhibits responsibility
commensurate to the power they hold, will benefit in both the short and long terms.
Therefore, power holders have a fundamental obligation to protect and promote felt equality
to guarantee a trusting and confident environment with all its stakeholders. As Davis (1967,
p. 47) argued, “the prudent course for business is to understand fully the limits of its power
and to use that power responsibly.”
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Unequal-power relationships categorically differ from equal-power relationships in
terms of psychological experiences, consequences, and behavioural schemata. For instance,
the actions of the powerful partner in an unequal relationship will have profound
consequences on the less powerful partner (Schwartz, Tesser, & Powell, 1982; Spiegel &
Machotka, 1974; Van Vugt, 2006). The lower-power individuals will have a lesser tendency
to behave agentically (Galinsky et al., 2003; Magee, Galinsky, & Gruenfeld, 2007). Emerson
(1962) identifies that individuals who are in a lower-power position will engage in processes
such as cost reduction and balancing operations to reach a balance in power. Cost reduction
refers to “a process involving change in values (personal, social, economic) which reduces
the pains incurred in meeting the demands of a powerful other” (Emerson, 1962, p. 35). For
instance, when a power advantage is used, the weaker member will achieve one value (e.g.,
autonomy) at the expense of other values (e.g., gratification). The more fundamental,
balancing operations may produce balance through withdrawal of the weaker member,
initiation of alternative relationships, or formation of coalitions to maintain balance. These
processes can alter the nature of power-relations itself or redefine the boundaries of the
powerful partner.
Application of the power-responsibility equation in the business context suggests that
increased power of business organisations is counterbalanced by greater public scrutiny and
increased expectations by its stakeholders (Dalton & Cosier, 1982; Laczniak & Murphy,
1993). As mentioned by Dalton and Kesner (1988, p. 864) “larger organisations do not have
an ‘immunity’ to public and legal exposure; rather, they are arguably more likely to
encounter closer scrutiny.” Different constituency groups, including consumers, therefore
limit the functional power of organisations and define the conditions for responsible
practices. Such groups “channel organisational power in a supportive way and to protect
other interests against unreasonable organisational power” (Garriga & Melé, 2004, p. 56). For
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instance, when rewards of a business relationship decrease for a consumer, or costs increase,
or when alternative business relationships offer better outcomes (rewards), consumers are
prone to exit the current business exchange. Therefore, power-responsibility equilibrium
upholds the view of a balanced power and responsibility approach to business and societal
progression.

2.6 Power-Responsibility Equilibrium (PRE) Framework of Privacy
Based on the power-responsibility equilibrium theory, Lwin et al. (2007) developed the PRE
framework of privacy (see Figure 2.1). This framework largely focuses implicitly on the ties
of mutual dependence that bind actors together in the exchange of information in the online
market system.
The framework identifies governments and businesses as power holders who are
expected to show responsibility as they hold consumers’ information. Stahl (2004) maintains
that when ascribing responsibility to a subject; for instance, a consumer, the subject must
have knowledge of the consequences of actions, and power to change these consequences
(Stahl, 2004, p. 70). In today’s complex and highly advanced socio-technological systems,
individual consumers lack the knowledge, abilities, power, and freedom to deal successfully
with the ethical challenges pertinent to online privacy (Midha, 2012; Stahl, 2004; Tsai,
Egelman, Cranor, & Acquisti, 2011) and thereby ascription of responsibility to consumers is
unrealistic. Considering the enormous power corporations and regulators retain in the
marketplace, these entities are expected to maintain an approximate level of responsibility.
The PRE framework of privacy posits that consumers will take defensive actions over
perceived power imbalances or unfulfilled obligations where organisations fail to promote
equality in information exchange or protection of privacy. This highlights that power holders
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are expected to maintain power and responsibility evenly when dealing with consumer
information.

Figure 2.1 Power-Responsibility Equilibrium Framework of Privacy (Lwin et al., 2007)

As indicated in Figure 2.1, the authors identify corporations and government on one
side – the power holders who are expected to show responsibility. On the other side are
consumers – the information providers who expect responsible use of power. The imbalance
of power and responsibility induce consumer privacy concerns which will lead to defensive
actions or what power relations studies identify as power-balancing operations (Caudill &
Murphy, 2000; Emerson, 1962). A detailed discussion on these behaviours is introduced in
section 2.12. Such behaviours essentially allow consumers to gain control over their
information (Krishen et al., 2017). A balanced-market is one which provides a fairly
functioning market environment for both consumers and companies (Kucuk, 2016). PRE
framework of privacy advocates a balanced-market or a healthy ‘market equalisation’ in
terms of information exchange for the protection of privacy and fair use of consumer
information for commercial purposes.
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This study identifies the significance of power-responsibility equilibrium theory and
PRE framework of privacy to explore current privacy issues for several reasons. The
motivations and research gaps related to the application of this theory are summarised in the
following table (Table 2.1)

Table 2.1 The reasons for applying a power-responsibility equilibrium approach
Significance

Key arguments and supporting literature

Presents a macro

 PRE framework of privacy provides a macro perspective of

perspective and an

consumer privacy issues in the online marketplace by

integrated view of privacy

identifying the impact of government regulations and
corporate policy.
 This framework imparts an integrated system view by
modelling privacy concerns of consumers as a mediating
variable indicating both of its causal and consequential roles.
 The framework integrates consumer-business and citizengovernment relationships and thereby illustrates a broader
integrated view on the influence of power holder
responsibility on potentially damaging consumer actions.

A useful ethical and social

 The power-responsibility equilibrium theory is recognised as

responsibility approach to

a useful ethical and social responsibility theory to examine

privacy

privacy concerns (Caudill & Murphy, 2000; Martin &
Murphy, 2017).
 Martin and Murphy (2017, p. 144) identify that “ethical
theory development and analyses to further disentangle
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contemporary data privacy questions, in an effort to advise
how marketers should manage those concerns, are needed.”
An important power-

 Literature shows that a power-relations approach to

relations perspective to

understand consumer vulnerabilities and behaviour is

understand consumer

beneficial; however, to date, there is a paucity of such

vulnerabilities and

research efforts:

behaviour

 “Researchers agree that power is a key human concern […]
that constantly influences behaviour […], the omnipresent
effects of power shape human behaviour in nearly every
situation” (Labrecque et al., 2013, p. 258).
 “Yet this concept [of power] is relatively rarely discussed in
consumer behaviour contexts […]. Power shapes consumers'
everyday activities in manifold ways […], especially online
[…]. Therefore, differences in the distribution of power
among stakeholders (e.g., consumers, marketers, online
infrastructure) should directly affect how information gets
distributed, how consumers behave online, and how
consumers choose among different consumption options in
digital worlds” (Labrecque et al., 2013, p. 258).
 Understanding power and responsibility dynamics has
become crucial in the age of big data due to information
asymmetries generated by the data capitalism. As asserted by
Polonetsky and Tene (2013, p. 25): “Privacy advocates are
concerned that the advances of the data ecosystem will
upend the power relationships
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between government,

business, and individuals, and lead to racial or other
profiling, discrimination, over-criminalisation, and other
restricted freedoms.”
 Despite the recognition this theory has received over the
years, to the best of the researcher’s knowledge, apart from
the PRE framework of privacy, only Krishen et al. (2017)
has applied this theory in the privacy context.
Usefulness to examine

 The key proposition of PRE is the balance between power

consumer-vendor

and responsibility. This premise is fundamental in consumer-

relationships

vendor relationships:
 As posed by Taylor et al. (2009, p. 204) “how can marketers
balance the firm’s desire to personalise online interactions
with consumers’ privacy concerns in ways that improve
consumers’ engagement and response?”
 “Companies cannot survive without customers […]. Both
sides ought to make a sincere effort to understand each
other’s positions and objectives, especially in the social,
ethical and environmental contexts. A ‘power-responsibility
equation’ has to be created to address the growing criticism
of business. Thus, the relationship between business and
society can be defined as a social contract” (Dixit, 2019).
 “Governments or businesses are power holders, especially
when they hold customers' information, such as their
location. Given the importance of consumers' privacy
concerns, a need exists to address marketing questions
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relating to privacy and how to effectively communicate and
enhance privacy practices” (Krishen et al., 2017, p. 20).

2.7 Privacy Concerns of Online Consumers
It is generally agreed that privacy as a phenomenon is difficult to measure and quantify; the
construct privacy concerns has become the most widely-used proxy to measure privacy as a
consumer psychological construct (Bandara et al., 2019; Bélanger & Crossler, 2011; Smith et
al., 2011). For instance, Smith et al. (2011, p. 997) in their review of privacy literature,
mention that “because of the near impossibility of measuring privacy itself, and also because
the salient relationships depend more on cognitions and perceptions than on rational
assessments, almost all empirical privacy research in the social sciences relies on
measurement of a privacy-related proxy of some sort. [… And] there has been a movement
toward the measurement of privacy concerns as the central construct.” This study maintains
that privacy is germane to the flow of information—what, by whom, why, and how
information is collected and used (Martin, 2016b). Hence, it is asserted that privacy concerns
reflect worries when information is collected and used by entities for purposes and in ways
that were not intended by the individual (Krishen et al., 2017).
Several scholars have identified different dimensions when operationalising privacy
concerns. Smith, Milberg, and Burke (1996) introduced the concern for information privacy
(CFIP) scale including four dimensions of privacy concerns, namely: information collection,
unauthorised secondary use, improper access, and error protection. Malhotra, Kim, and
Agarwal (2004) adapted CFIP to the internet context and developed the internet users’
information privacy concerns (IUIPC) measurement that consists of collection, control, and
awareness dimensions. Several studies have used these measurements or a simplified version
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of these instruments to operationalise privacy concerns. With the emerging and transforming
privacy issues in the face of digital transformations, it is important to understand what
constitutes privacy concerns of the modern-day online consumers.
Consumers’ privacy concerns have risen due to the extensive amount and diverse
methods of data collection. With the proliferation of big data, large volumes and varieties of
data are seamlessly available to several parties to be readily exploited (Flyverbom et al.,
2019; Yeh, 2018). The apparatus that collects and generates large volumes and varieties of
data is mostly invisible to consumers: the collection of data does not merely depend on direct
interactions anymore (King & Forder, 2016). A survey by Altaweel, Good, and Hoofnagle
(2015) show the breadth of data collection by different parties. By simply surfing the
homepages of the most popular 100 websites, these authors found they could collect users’
data from over 6,000 cookies of which 83% are from third-parties – thirty-two websites were
found to place more than 100 cookies while seven websites had more than 200 cookies in
their homepage alone. Besides collection of large amounts of data, consumers are also
concerned about storing the data—collected data is hardly ever obliterated (Kshetri, 2014).
The secondary uses of data and cases of third parties having access to consumer data
have increased. Companies increasingly share data with tracking firms and sell to data
aggregators. These data aggregators consolidate data from different sources and re-sell data
in the market (Flyverbom et al., 2019; Wilson et al., 2015). Such practices have raised
privacy concerns as the obfuscation of data has made it impossible for consumers to trace
which information, how and from what sources their data is collected. Concerns over
consumer profiling are also increasing. Companies develop extensive profiles of consumers
from gathered and discovered data (King & Forder, 2016; Miltgen, Henseler, Gelhard, &
Popovič, 2016). Consumers rarely have access to these profiles. Decisions are increasingly
being made about consumers based on these profiles, yet these profiles carry inaccurate and
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erroneous information (King & Jessen, 2010). Moreover, the use of discovered data and tools
such as data analytics enable companies to reveal de-identified data including sensitive
personal data that a consumer may not prefer to share or allow to be profiled (Kshetri, 2014).
Several studies have been conducted on consumer privacy concerns. Based on a
systematic literature review, it was found that eight main themes are discussed in relation to
consumer privacy concerns (Bandara et al., 2019). These themes are summarised in Figure
2.2. Certain consumer aspects and characteristics can define the level of privacy concerns
(theme 1). Also, the attributes related to online vendors play a critical role in consumer
privacy (theme 2). The nature of consumer-vendor interaction often becomes the locus of
privacy concerns (theme 3). Moreover, there are factors outside consumers and vendors that
determine the level of privacy (theme 4). Privacy concerns are heavily influenced by the
benefits (theme 5) and risks (theme 6) in the online context. Trust between consumers and
sellers and its impact of privacy is a key theme investigated by privacy scholars (theme 7).
Finally, there is a growing discourse on privacy and information control (theme 8).

Figure 2.2 Thematic areas of e-commerce privacy research
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Although several studies have probed into consumer privacy concerns, the necessity to
further explore this issue is continuously highlighted by researchers. Especially, given that
the transforming nature of online markets has incited greater vulnerabilities, including rising
threats to privacy. For instance, Kucuk (2016, p. 516) maintains that “dynamically evolving
digital markets also changed the nature and sources of consumer vulnerabilities.” Notably,
“there is substantial concern about privacy in light of technological advances, greater sharing
of information […], and increased power of state and nonstate actors to collect information
about individuals and institutions” (Rubel & Biava, 2014, p. 2422). Moreover, this study
addresses several limitations in the privacy research by introducing new concepts,
investigating unexplored relationships, and producing a new model to estimate determinants
and outcomes of privacy concerns. The main concepts that are investigated in amalgamation
with privacy concerns are discussed below.

2.8 Corporate Privacy Responsibility
The PRE framework of privacy identifies corporations as the key power holders who are
expected to display equal responsibility towards consumer privacy. Hence, it is important to
understand the nature of corporate privacy responsibility. Most privacy researchers, to date,
have explored only a limited responsibility or focused only on a specific kind of corporate
responsibility towards consumer privacy. For instance, several studies, including the PRE
framework of privacy, rely on evaluating company privacy policy (e.g., Lwin et al., 2007;
Wu, Huang, Yen, & Popova, 2012). Some other scholars focus on fairness or transparency of
corporate information practices (e.g., Awad & Krishnan, 2006; Culnan & Armstrong, 1999).
Few scholars have presented broader views in this regard. For instance, Pollach (2011), based
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on the motives of corporate social responsibility, argues that a company should address
privacy due to moral motives, relational motives, and instrumental motives.
This study introduces the concept perceived corporate privacy responsibility that is
defined as consumer perceptions of corporate obligations to consumer privacy protection.
This is important as “the discussion of perceived responsibility in data handling [is] an area
that has rarely been studied in previous privacy literature, despite its importance. This central
issue could both influence the choice of data protection strategies and also explain some
troubling privacy paradoxes in consumer behaviours” (Miltgen & Peyrat-Guillard, 2014, p.
117).
Several aspects of corporate privacy responsibility, although in isolation, are discussed
in the literature. Current privacy practices, principally based on Fair Information Practices
(FIPs), render primary focus on providing notice (e.g. privacy policy) to consumers. The
privacy notices impart how user data is collected and used and mechanisms in place to
protect user privacy. Lwin et al. (2007, p. 574) assert that privacy policy indicates “how a
firm exercises ownership and power over the use of consumer data.” Therefore, it is
identified that providing clear and understandable terms about how consumer information is
used is a key responsibility of online sellers. Another obligation of corporations that works in
tandem with providing notice is obtaining user consent. For instance, after the enforcement of
General Data Protection Regulation (GDPR) in May 2018, any website based in the EU or
any website getting traffic from users from an EU member state, is required to display the
cookie policy clearly and allow a user to take an action, which indicates user acceptance of,
and consent to, the use of cookies.
Information asymmetries prevalent in the online context hinder consumers from taking
informed privacy decisions. Corporate responsibility to ensure transparency in their data
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practices is increasingly discussed (Awad & Krishnan, 2006). Most companies limit the
boundaries of transparency to imparting a privacy policy. However, privacy policies are
criticised for being less targeted toward consumers as they are highly time-consuming,
include misleading information, and are hardly understood by consumers (Leon, Cranor,
McDonald, & McGuire, 2010; Leon et al., 2012; McDonald & Cranor, 2008).
Consumer information exchanges are driven by fairness expectations. Especially,
justice theory-based privacy studies have identified that consumers expect organisations to
fairly use their information (Son & Kim, 2008). Personal information trade-offs are governed
by principles of distributive justice—proportional relationships between rewards and costs
(Colquitt, Scott, Judge, & Shaw, 2006) and procedural justice—adherence to established
procedures (Culnan & Armstrong, 1999). Moreover, corporations have inherent ethical
responsibilities for protecting consumer privacy based purely on their size and power (Caudill
& Murphy, 2000; West, 2019). These ethical responsibilities include adhering to moral
standards that extend legal boundaries of consumer data use. As argued by social contract
theorists of privacy, corporations are expected to adhere to hypothetical contracts and moral
norms governing information use.
Privacy scholars who support self-regulation (i.e., companies protecting privacy), argue
that this method allows companies to create strong self-imposed privacy protection
mechanisms to protect user data. It is imperative that companies fulfil consumer expectations
of data protection in order to avoid customer churn and negative public backlash (Walsh et
al., 2017). Hence, consumer data should be protected from unauthorised access and use,
regardless of the costs.
The above discussion identifies diverse consumer expectations of corporate privacy
responsibility. These expectations can vary from catering to legal and procedural expectations
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(e.g., notice and transparency) to economic and fairness expectations, to ethical expectations.
By introducing the concept ‘corporate privacy responsibility’, this study coalesces diverse
corporate obligations to consumer privacy into an overarching concept. Flyverbom et al.
(2019, p. 15) maintain that “the roles and responsibilities of public and private actors when it
comes to developing, operating, and governing digital infrastructures and the resources they
command deserve much more scholarly attention.” The conceptualisation of corporate
privacy responsibility construct addresses this limitation in the literature in the privacy
context.

2.9 Regulatory Protection of Privacy
Deficiencies of corporate self-regulation may cause consumers to prefer state interventions or
regulatory responses. Regulatory protection refers to how various government and industry
agencies devise internet privacy regulations to direct and police the use of consumer data
(Lwin et al., 2007). Government regulations are significant structural determinants of any
market for privacy, and no treatment of privacy will be complete without explicit recognition
of the role of government (Stewart, 2017). Apart from the government regulatory protection,
industry regulators and third-party watchdogs, which are usually formed by industry groups
or certifying agencies (e.g., TRUSTe and Direct Marketing Association), work to substitute
and complement government regulations. Given the scope of the privacy issues in the online
marketplace, governmental enforcement is outmatched and the necessity of third-party
regulatory systems is essential to maintain a fairly functioning information transmission
(Kucuk, 2016). These regulatory bodies issue certificates or seals assuring that online firms
have adhered to information practices they have agreed to act upon (Kim, Steinfield, & Lai,
2008).
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The state or government as a key power holder has a critical role to ensure consumer
wellbeing when power imbalances are prevalent in the market (Goldring, 1990). For instance,
consumerism and consumer law seek “to establish a more equitable and socially responsible
capitalist democracy” (Cohen, 2010, p. 235). Regulation plays a vital role to reach market
equalisation to balance corporate power and ensure corporations are responsible. For
instance, consumerism emphasises on the “creation of consumer protection by raising market
awareness of the vulnerabilities of consumers, market inequalities, and the subsequent
regulation of business misbehaviours, deceptions, and marketing malpractices with legislative
support” (Kucuk, 2016, p. 515). Regulations are expected to balance consumer empowerment
and vulnerabilities to maintain a functional market. For instance, Kucuk (2016) shows how
deviation from market equalisation must be compensated by consumer rights, protection, and
regulation to reach a balanced functioning market (see Figure 2.3). Kucuk further argues that
consumerism should have constant checks and balances to minimise consumer harm and
augment market efficiencies.

Figure 2.3 Need for consumerism for market equalisation (Kucuk, 2016).

A similar argument is presented by the power-responsibility equilibrium of privacy.
Consumer perceptions of regulatory protection stimulated by legislative and third-party
privacy safeguarding mechanisms are considered significant determinants of consumer
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privacy concerns. These regulatory mechanisms are expected to ensure that organisations are
responsible for consumer privacy protection and maintain a market equalisation in terms of
information privacy and security. With the rapidly changing technological environment,
consumers are limited in their knowledge in dealing with online privacy and security issues
and rely upon laws for protection (Kim & Kim, 2011). Lack of regulation can cause the
consumers to be more concerned about their data protection. On the other hand, an adequate
and effective regulatory system can precipitate less harm and vulnerability for consumers and
more trustful and functional information exchanges among consumers and vendors.
Similar to the PRE framework of privacy, this study identifies the necessity to explore
the impact of regulatory protection due to several reasons. First, the study stands with Stewart
(2017, p. 158) that “no treatment of privacy will be complete without explicit recognition of
the role of government.” In the same standing, Krishen et al. (2017, p. 20) maintain “the
power differential between governments and consumers is an important context to study
because of the prevalence of government-initiated policy.” Second, research identifies the
impact of regulations on exploring systematic consumer vulnerabilities and level of consumer
empowerment. But to date, no study has investigated the impact of regulatory protection on
consumer privacy empowerment. Third, PRE framework of privacy argues that power
holders are expected to ensure a trusting environment for consumer privacy protection.
However, there is paucity of empirical research exploring the impact of regulation in
establishing trust and its effect on consumer privacy and behaviour.

2.10 Consumer Privacy Empowerment
The concept of empowerment has been examined in numerous contexts and its definitions
abound. At a social level, empowerment can be a process by which individuals gain control
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over their lives, democratic participation in their community, and critical understanding of the
environment (Perkins & Zimmerman, 1995). At a consumer level, empowerment refers to a
state in which consumers are free to enact citizenship roles in the marketplace where it is
possible to pursue their economic and other broader interests (McShane & Sabadoz, 2015).
Learned helplessness has been identified as the polar opposite state of empowerment
(Campbell & Martinko, 1998). Helplessness is a belief in which an individual considers he or
she is ineffective and powerless to prevent negative outcomes or to obtain desired outcomes
(Cohen, Rothbart, & Phillips, 1976; Maier & Seligman, 1976).
Developments in the internet and the diffusion of internet-based technologies have
attracted discussions on consumer power, control, and empowerment in the online context
(Amichai-Hamburger, McKenna, & Tal, 2008; Kucuk, 2016; Labrecque et al., 2013). A few
scholars have also highlighted the significance of online privacy empowerment (Midha,
2012; van Dyke et al., 2007).
To date, privacy empowerment remains under-theorised and its scope narrowly
conceived. van Dyke et al. (2007, p. 73) identify that “perceived privacy empowerment is a
psychological construct related to the individual’s perception of the extent to which they can
control the distribution and use of their personally identifying information” and privacy
empowerment is “simply delegating some control over personal information to the
consumer.” Other scholars also followed this definition and consider privacy empowerment
as control (Kim & Kim, 2011; Midha, 2012).
The review of psychological and consumer empowerment literature reveals
empowerment to be extensive beyond, for instance, the control aspect (Spreitzer, 1995;
Thomas & Velthouse, 1990; Zimmerman, 1995). In order to advance the privacy
empowerment concept, this study uses psychological empowerment theory (Spreitzer, 1995;
Zimmerman, 1995). Psychological empowerment involves analysis of empowerment at the
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individual level and several aspects of empowerment are discussed. According to some
findings, empowerment involves processes and outcomes related to control, critical
awareness, and participation (Perkins & Zimmerman, 1995), or it can be manifested in four
cognitions; namely, meaning, competence, self-determination, and impact (Spreitzer, 1995).
Psychological empowerment theory asserts that psychological empowerment and its facets
must be defined based on the context—empowerment takes different forms in different
contexts and requires contextual analysis to be properly understood.
In this study, privacy empowerment is defined as consumer beliefs that they can
produce desired outcomes and prevent undesired outcomes related to the use of their
information. Privacy empowerment is reflected in several cognitions. Control reflects one’s
ability to exert influence over decisions, which, according to Spreitzer (1995), is a key
element of empowerment. As mentioned earlier, individuals’ perceived control over their
information is considered a significant factor of privacy empowerment. Due to repeated
exposure to uncontrollable events, individuals feel less likely to associate their actions with
positive outcomes and avoid responding to external demands (Seligman, 1975). When
consumers’ privacy boundaries are continually invaded and they are compelled to perceive
they have no more control over their personal information, they can display a state of
resignation or passivity about protecting their privacy (Choi, Park, & Jung, 2018).
Self-determination or autonomy is an essential component of empowerment that makes
individuals feel a sense of choice over initiating and regulating their actions (Thomas &
Velthouse, 1990). Choice is one of the main Fair Information Practices that enables
individuals to choose how their information is used (Midha, 2012) and should be considered
a crucial aspect of privacy empowerment as well. Literature shows that consumers have very
limited choices as to how their information is used: consumers have become a captive
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audience without functional opt-out methods, and choice of privacy has become an illusion
(Popescu & Baruh, 2013; Sloan & Warner, 2014).
Having critical awareness about the environment or context in which the decisions are
made is a precursor to being empowered (Zimmerman, 1995). Critical awareness involves
having cognizance about the norms and values of that context, having the understanding of
the resources needed to achieve a desired goal (e.g., making decisions), having knowledge
about how to acquire those resources, and the skill for managing the resources once they are
obtained (Zimmerman, 1995, p. 589). Lack of critical awareness can hinder consumers from
taking informed privacy decisions. Consumers are found to have a very limited awareness
about the processes behind massive data collection, aggregation or profiling, indicating lack
of privacy empowerment.
Individuals’ self-efficacy or belief in their ability to perform certain actions to achieve
desired goals (Bandura, 1986), reflects their level of empowerment (Perkins & Zimmerman,
1995). Individuals’ notion about their ability to protect privacy is instrumental to perceive
higher levels of privacy empowerment. Current state of privacy in the big data environment
indicates a state of learned helplessness that signifies lack of privacy empowerment among
consumers which is followed by consumer beliefs that they are ineffective and powerless to
prevent threats to privacy or to maintain a certain degree of privacy (Choi et al., 2018; Eastin,
Brinson, Doorey, & Wilcox, 2016; Kshetri, 2014).
This study identifies exploring privacy empowerment as highly relevant and necessary
in today’s data-driven marketplace: “it is worthwhile to investigate whether emerging
technologies empower or else subjugate consumers in terms of privacy” (Bandara et al.,
2019, p. 13). As asserted by Kucuk (2009, p. 327), “although consumer sophistication and
empowerment are on the rise as a result of the digital revolution, there is insufficient
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academic exploration with the aim of understanding how this empowerment functions on the
internet.” Particularly, there is a dearth of empirical research on privacy empowerment. Only
a few scholars have attempted to seek the antecedents and outcomes of privacy
empowerment. Such research is highly necessary: “Empowerment has been identified as a
growing force in marketing […]. As its prevalence increases, the need to understand its
antecedents and consequences also increases” (Hunter & Garnefeld, 2008, p. 2). Privacy
empowerment is also important to this study as this concept enables researchers to capture the
level of consumer power that is missing in the PRE framework of privacy.

2.11 Consumer Trust
Trust is crucial to maintain all forms of social exchange and to manage stakeholder
relationships. This is not different in the online shopping context where trust exhorts buyerseller transactions and assuages the risks consumers perceive when conducting e-commerce
(Gefen & Pavlou, 2012; Pavlou & Gefen, 2004). Trust has been examined in various contexts
and its definitions abound. For instance, trust can be identified as the willingness of a person
to be vulnerable to the actions of another party (Mayer, Davis, & Schoorman, 1995), the
likelihood one expects other parties to be cooperative (Klang, 2001), or the expectations that
the other party will behave in a predictable manner (Luhmann, 1979). Overall, most
definitions emphasise that trust involves a perception of risk that depends on the actions of
another party (Hu, Wu, Wu, & Zhang, 2010; Luo, Li, Zhang, & Shim, 2010; Pavlou, 2003).
This study stands with Midha (2012, p. 199) and identifies that “trust is a psychological state
comprising the intention to accept vulnerability based upon positive expectations of the
intentions or behaviour of another.” This means that trust creates willingness to expose one’s
self to risk without the ability to control the behaviour of the other party. In the study context,
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consumer online trust reflects consumer intentions to accept vulnerability based upon
positive expectations of the online retailers’ behaviour.
Trust driven by individual perceptions to accept vulnerability has been found to be
particularly significant in contexts where greater uncertainty, complexity, interdependency,
and a fear of opportunism exist (Mayer et al., 1995). Hence, trust in the online context takes
preponderance due to the complexity, uncertainty and diversity of online interactions
emanating from unpredictable and insincere behaviour of the powerful party—the online
companies (Gefen, Karahanna, & Straub, 2003). This is only worsened by the lack of rules
and customs regulating consumer-vendor relationships. Due to this, trust is considered one of
the most critical determinants that persuade consumers to transact online. Therefore, trust
facilitates e-commerce growth by developing long-term consumer-vendor relationships
(Gefen, 2000; Hart & Johnson, 1999), motivating consumers to pay price premiums
(Brynjolfsson & Smith, 2000), diminishing concerns for information sharing (Kim, 2008;
Luo et al., 2010), minimising perceived risks (Hu et al., 2010; Jarvenpaa, Tractinsky, &
Vitale, 2000), and reducing transaction complexities and costs (Hart & Johnson, 1999). Due
to these benefits, trust can further augment consumers’ intentions to revisit an online seller
and even recommend the seller to others (Liu, Marchewka, Lu, & Yu, 2005).
Several studies have considered that trust reflects consumers’ overall perception on
their willingness to depend on online sellers’ benevolence, integrity, competence,
predictability, and dependability of the enabling technological environment (i.e., the internet)
(Heyns & Rothmann, 2015; Hong & Cho, 2011; McKnight & Chervany, 2001; McKnight,
Choudhury, & Kacmar, 2002; Mou, Shin, & Cohen, 2017). Perceptions about competence are
elicited from vendors’ abilities, skills and expertise to satisfy consumer needs and expected
level of service (Gefen & Straub, 2004; McKnight et al., 2002). In the privacy context,
consumers will evaluate sellers’ ability to deliver what is expected in terms of the protection
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of consumer privacy. Consumer perceptions of vendor integrity reflect their expectations that
vendors will act honestly and that they will follow a set of accepted standards or principles
(McKnight & Chervany, 2001). Therefore, consumers expect that sellers will keep their
promises and be honest in keeping their personal information secure and confidential within
the relationship. Benevolence highlights that vendors want to do good for the consumers and
have their best interests in mind. Hence, consumer evaluation that vendors use their
information for the best interest for both parties rather than solely making profit, will incite
perceptions of trust. Predictability reflects perceptions of consistent behaviour of sellers or
their reputation for providing a consistent service. In terms of their privacy, consumers expect
vendors to be predictable and consistent in the collection and use of their information. Some
scholars also argue that dependability of the enabling technological environment—mainly the
internet—is also a critical aspect of online consumer trust. For instance, if a consumer is
inexperienced in using the internet or perceives that there are no adequate regulations
protecting their privacy online, their trust evaluation of online vendors will also be negatively
affected.
Over the course of the widespread use of online shopping, sellers have used numerous
methods to persuade consumers to trust them. Regarding privacy, these methods vary from
establishing secure and encrypted communication to providing comprehensive privacy
policies to integrating third-party privacy seals and certificates. Trust is assured when
consumers perceive favourable conditions exist to enable successful transactions (Mou et al.,
2017). Hence, companies and public policymakers both have a vested interest in establishing
trust in the online environment as trust is critical to fuel the growth in e-commerce. This is
understandable as power-responsibility equilibrium highlights that power holders are
expected to assure a fair and less vulnerable market environment to develop trusting
relationships.
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Despite the wide attention paid by privacy scholars to examine trust, this study
identifies and addresses some limitations in the extant literature. As argued by Miltgen and
Smith (2015, p. 743), “the construct of trust has been considered in a number of research
models of privacy. However, its specific relationship with other privacy-related constructs
has not been consistently examined across studies, with trust serving as an antecedent,
outcome, mediator, or moderator.” This study identifies trust as a mediator and identifies
important antecedents and outcomes of trust. Especially, most studies have focused trust as
an antecedent of promotion-focused behaviours such as information sharing or purchasing
behaviour, but there are scant empirical studies on the relationship between trust and
prevention-focused privacy behaviours. Moreover, literature shows that “as customers
develop both trust and privacy beliefs […] these aspects [should] be studied together to fully
comprehend possible combinations between them, capable of explaining their behaviour”
(Pappas, 2018, p. 1683). Particularly, this study aims to investigate the controversial
relationship between trust and privacy concerns: some scholars identify trust as a determinant
of privacy concerns while others consider it as an outcome.

2.12 Consumer-Privacy Behaviour
In the e-commerce privacy context, several consumer behavioural outcomes are examined.
For instance, transactional behaviours, information disclosure, and protective behaviours are
examined in relation to privacy issues. In concert with PRE framework of privacy, this study
examines consumer defensive or prevention-focused behaviours.
The literature identifies different defensive strategies used by consumers, including
protection, fabrication of information and withholding information (Mosteller & Poddar,
2017; Phelps, D'Souza, & Nowak, 2001; Sheehan, 1999). These behaviours can also be
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identified as prevention-focused behaviours that focus on avoiding negative outcomes (Lwin,
Wirtz, & Stanaland, 2016; Mosteller & Poddar, 2017; Wirtz & Lwin, 2009). In the privacy
context, prevention motives can be driven by protection, security and safety needs to
minimise, prevent or avoid personal information from being collected or used in ways that
are harmful to the consumer. According to Wirtz and Lwin (2009, p. 192), “the presence and
absence of negative outcomes are salient for people who are prevention-focused. That is,
goals and standards that drive behaviours are associated with the absence of negative
outcomes.” Similar to Lwin et al. (2007), this study defines defensive behaviours as
balancing operations or behaviours adopted by consumers to defend their privacy due to
perceived imbalance in the power–dependence relationship.
Individuals take protective behaviours using tools and privacy-enhancing technologies
such as using virtual private networks, software to eliminate cookies and pop-ups, private
browsing, and identity anonymisers (Lwin et al., 2016). These measures can be identified as
deflective behaviours as they are mostly individuals’ personal responses to information
collection efforts and do not involve proactive interactions with the firm. Protection strategies
allow consumers to maintain their privacy while still dealing with online firms. The main
purpose of using privacy-enhancing tools and technologies is to limit exposure and reduce the
risk associated with information disclosure.
The fabrication of information is another defensive mechanism that involves
misrepresenting or disguising one’s identity by using fictitious and false information (Wirtz,
Lwin, & Williams, 2007). This strategy allows consumers to experience the benefits of
disclosure while maintaining their privacy. For instance, a consumer might still want to enjoy
the benefits from shopping online but had previous negative experience with sharing
information with online retailers such as receiving spam messages. Also, a consumer can be
concerned that sellers are sharing their information with third parties and therefore, they
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might falsify some of the information rather than withholding or terminating the relationship
while still retaining the ownership of their information. As argued by Metzger (2007, p. 340),
“when customers are forced to provide personal information to complete a transaction online,
they may falsify information, which allows the customer to keep his/her information private
while fulfilling the retailer’s expectation for co-ownership of the information.” Consumers
can be motivated to fabricate their information as self-defence and not necessarily consider it
as an act of deliberate deception (Petronio, 2002). This is also considered a more convenient
and less costly choice for consumers in comparison to complaining to companies or a thirdparty organisation. In the online shopping context, fabrication can often occur when
companies request too much information beyond the transaction purpose. A 2013 Pew
Research Centre report revealed that 86% US consumers had falsified or misinterpreted their
information (Rainie et al., 2013).
When consumers perceive companies are overpowering, or if they want to avoid the
risk of information misuse, they tend to withhold their information and withdraw from the
relationship. Hence, consumers can refuse to provide the information requested by online
sellers or can entirely withdraw from transacting with the seller. Consumers tend to refuse to
share information when the perceived threat level is high and relationship quality can suffer
when no information is shared among parties (Choi et al., 2018; Lee, Park, & Kim, 2013).
Information disclosures often help in developing relationships, and absence of disclosure can
result in termination of relationships. Power is “not a property of the organisation but of the
relationship” (Palmatier, Stern, & El-Ansary, 2016, p. 308). Terminating or leaving a
relationship is considered a power rebalancing act when one party in the relationship
considers the exchange to be inequitable. Withholding or refusing to provide information
might restrain a consumer from processing transactions. Therefore, it can be costly in one
way but also very effective in responding to power imbalances in the marketplace.
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When power holders exercise high-power lower-responsibility practices, it creates a
distrustful and harmful market environment, where less dominating parties end up taking a
defensive stance. The above discussed behavioural responses are counter-measures widely
used by consumers to curb power imbalances over their data. In an imbalanced exchange,
unless the powerful party does not relinquish some power to the dependent party, the
dependent party’s actions can often culminate in power-balancing operations as discussed
above. In the online context, these behaviours can be considered as power-enhancing actions
that help to balance power asymmetries in terms of consumer privacy.

2.13 From Rationality to Bounded-Rationality
The power-responsibility equilibrium asserts that consumers will take defensive actions over
perceived privacy concerns. This assertion is underlined by a key assumption that individuals
will always take a rational and effortful decision based on their privacy concerns to act
defensively. This assumption actually underlies in many theories and conceptual models used
in privacy research (Bélanger & Crossler, 2011; Li, 2011; Smith et al., 2011). The majority of
studies share the tacit view that economic theory and rationality drive consumer behaviour
which assumes that individuals are “capable of making decisions by engaging in effortful,
deliberate information processing in forming privacy-related perceptions” (Dinev et al., 2015,
p. 640).
This view of rational and effortful behaviour is influenced by neoclassical economics
that is based on utility maximisation, equilibrium, and efficiency (Goes, 2013). Accordingly,
in the privacy context, the decision outcome is determined by the rationally made calculus or
the trade-off between the potential gains and losses of information disclosure (privacy
calculus theory; Dinev & Hart, 2006). Individuals strive to maximise utility and satisfaction
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and to minimise risk (rational choice theory of human behaviour; Simon, 1955). They
exchange resources (e.g., personal information) for other resources such as time,
convenience, and financial gains (resource exchange theory; Foa, 1971). Or else, they may
take preventive actions when perceived risks are higher (regulatory focus theory; Higgins,
1997).
These linear and rational decision processes are challenged by the findings that
individuals engage in contradictory and sometimes even self-damaging behaviours in terms
of privacy and security. It has been found that at times, despite their concerns over threats to
their privacy, consumers readily divulge their personal information, accept being tracked and
profiled, and fail to take adequate protective measures (Baruh, Secinti, & Cemalcilar, 2017;
Berendt, Günther, & Spiekermann, 2005; Dienlin & Trepte, 2015; Kokolakis, 2017; Norberg,
Horne, & Horne, 2007). This anomaly is popularly known as the privacy paradox in the
privacy literature. The rational consumer thinking that is supposed to be “logical, cause and
effect, rule-based, hierarchical, sequential, process-oriented, slower to implement but quicker
to change, high effort, oriented toward delayed action, [and] conscious” (Novak & Hoffman,
2008, p. 57) becomes contentious with such paradoxical behaviour.
The assumption that rationality is limited by cognitive biases despite individuals’ best
efforts is emerging in many fields, including general business research, marketing, and
privacy. For instance, in a Harvard Business Review article, Ariely (2009, p. 78) argues that:
“Your company has been operating on the premise that people—customers, employees,
managers—make logical decisions. It’s time to abandon that assumption.” Ariely (2009, p.
80) further asserts that by embracing behavioural economics, “firms can discover the truth
underlying their assumptions about customers, employees, operations, and policies”. Goes
(2013, p. v) argues that information systems (IS) scholars “have ignored the cognitive biases
that come into play in decision making. IS research has either focused on the technical
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aspects of such systems […] or the economic impact of recommendation systems on sales
[…] There is a huge opportunity here for combining IS research methods (explanatory,
predictive, experimentation) with behavioural economics principles to shed light on the issues
and inform design science research.” Similarly, in marketing, Mishra and Olshavsky (2005)
identify the significance of behavioural economics and psychology in accurately
understanding consumer decisions. They mention assuming perfect rationality and assuming
people having perfect knowledge about their choice sets and outcomes associated with these
choices can be misleading.
Based on behavioural economics and psychology theories, studies have emerged to
capture the influence of mental biases, heuristics, affect, and limited cognitive resources. The
central thesis of this approach is that decisions are not always made consciously and
analytically. They can be preconscious, emotional, immediate and experienced-based (Novak
& Hoffman, 2008). Individuals’ rationality is bounded by their basic cognitive capabilities
(theory of bounded rationality; Simon, 1982). These cognitive limitations can further create
biases and lead decisions to rely on heuristics – mental shortcuts or simplified mental models.
Therefore, individuals, rather than being rational and following optimal choice rules, can
follow less effortful and less accurate heuristics when decisions are made (Payne, Bettman, &
Johnson, 1993). In the real world, consumers are faced with information asymmetries, time
constraints, knowledge deficiencies, high task complexity, various response modes, and close
similarities between alternatives (e.g., theory of incomplete information; Harsanyi, 1967).
In this background, some scholars have identified the criticality of embedding nonrational aspects of decision making to the privacy models (Dinev et al., 2015; Goes, 2013;
Kokolakis, 2017). Privacy literature provides some valuable insights into some areas. For
instance, individuals underestimate the risks when they come across websites that can elicit
positive cognitive appraisals and liking. This effect leads to more disclosure which
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undermines their originally stated privacy concerns (affect heuristic; Kehr, Kowatsch,
Wentzel, & Fleisch, 2015; Li, Luo, Zhang, & Xu, 2017). Likewise, consumers might believe
their privacy is safe due to the appearance of a privacy policy (transparency heuristic; Sundar,
Kang, Wu, Go, & Zhang, 2013) and believe privacy is intruded by seeing a personalised
advertisement in a different website (fuzzy boundary heuristic; Gambino, Kim, Sundar, Ge,
& Rosson, 2016). Moreover, biases such as immediate gratification (O'Donoghue & Rabin,
2001) and hyperbolic discounting (Laibson, 1997) may lead consumers to inordinately
discount low probability-high future privacy risks over more immediate benefits (Acquisti,
2004; Acquisti & Grossklags, 2003). Overall, these examples verify that privacy decisions
are not rational and linear as most privacy models suggest. With a similar purpose in mind,
this study illuminates the impact of psychological distance of privacy, based on construal
level theory.

2.14 Construal Level Theory and Psychological Distance of Privacy
Researchers have shown keen interest in individuals’ mindsets and mental representation of
things to understand why one’s behaviour fails to be consistent with their values, traits, and
attitudes (Eyal & Liberman, 2012). Construal level theory (CLT) (Liberman & Trope, 2008;
Trope & Liberman, 2010) is a prominent theory that helps elucidate human cognitions and
behaviours based on how individuals mentally encode things, or else based on the level of
construal. CLT has advanced “new understanding of cognitions and behaviours such as
prediction, evaluation, and decision making in the fields of psychology and consumer
behaviour” (Wiesenfeld, Reyt, Brockner, & Trope, 2017, p. 367). Therefore, construal level
theory can generate promising new insights on consumer privacy and related behaviours.
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The CLT relies on the premise that the human mind mentally represents things, for
instance an object, an event or a person, based on psychological distance—the ‘‘subjective
experience that something is close or far away from the self, here and now’’ (Trope &
Liberman, 2010, p. 440). Based on how close or distant the object is from the immediate
reality, these mental representations can vary from abstract to concrete construals. Things that
are psychologically distant form abstract, decontextualised, coherent, and superordinate
mental representations or involve high-level construal. These abstract construals are more
inclusive but less detailed— ‘they capture the forest; not each individual tree’. On the
contrary, things that are perceived psychologically proximal represent more concrete,
contextual, and incidental features and involve low-level construal. These concrete construals
are focused and detailed— ‘they capture individual trees but lose the sight of the forest’.
According to construal level theory, the relationship between psychological distance and the
level of construal is reciprocal: “more distant objects will be construed at a higher level, and
high-level construal will bring to mind more distant objects” (Trope & Liberman, 2010, p.
444).
Things can be manifested as psychologically distant due to several reasons. Spatial
distance is manifested when individuals encounter something that is far away in space (Fujita,
Henderson, Eng, Trope, & Liberman, 2006). Temporal distance indicates things that are
farther away in time from the present – things that belong to past or future (Wakslak, Trope,
Liberman, & Alony, 2006). Social distance relates to the level of personal closeness to
something (Liviatan, Trope, & Liberman, 2008). Hypothetical distance is determined by the
likeliness or probability of things (Wakslak et al., 2006). Therefore, something that happened
in the past or is happening in the future, in a spatially faraway place, related to other people,
and that is less likely to happen, is considered psychologically distant and results in higher
construal that forms abstract mental representations.
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There is a gap in our understanding of how psychological distance works in relation to
consumers’ privacy decisions. Only two studies including this have applied CLT in the
privacy context. Hallam and Zanella (2017) employed CLT to understand how temporally
distant privacy risks undermine temporally-near social networking rewards. Literature
provides a limited but interesting application of CLT in the general online context. Some
recent studies include: impact of abstract versus concretely framed advertising messages
(Kim, Sung, Lee, Choi, & Sung, 2016); influence of temporal and spatial distance on virtual
service separability (Hartley & Green, 2017); and impact of spatial distance on online distrust
and reluctance to purchase (Darke, Brady, Benedicktus, & Wilson, 2016).
This is the first study to introduce psychological distance of privacy (Bandara,
Fernando, & Akter, 2017, 2018a, 2020). Psychological distance of privacy can be defined as
the increased subjective distance of privacy from consumers’ immediate reality which is then
construed abstractly. This study argues that the less immediacy of privacy harms (temporal
aspect), fewer personal privacy experiences and less personal relevance of privacy (social
aspect), less likeliness of privacy violations (hypothetical aspect), and intangibility of privacy
values or harms (spatial aspect) can induce consumers to perceive privacy as a
psychologically distant concept.
Several contentions of CLT can be considered important to elucidate consumer privacy
conundrums. Due to their abstract, superordinate, and broadly applicable nature, values are
considered high-level construals that guide individuals’ decisions and behaviours in distant
situations (Eyal & Liberman, 2012). When the action gets real, values become weak
determinants, and incidental and situational aspects have a greater impact on behaviour,
which suggests values predict distant intentions or attitudes rather than actual behaviours
(Ledgerwood, Trope, & Chaiken, 2010). CLT studies have also found that when individuals
are faced with value conflicts, the central values of a person, which constitute a higher
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construal, guide individuals in psychologically distant situations, and when the situation is
more immediate, secondary values prominently influence the choices one makes (Liberman,
Trope, & Stephan, 2007). Another important contention of CLT is that individuals consider
the desirability of an action (i.e. why we do something) rather than the feasibility of that
action (i.e. how we do something) as the psychological distance of the activity increases
(Liberman & Trope, 1998).
Based on the above contentions, if privacy is perceived as psychologically distant, it
will be construed at a higher level, and thereby appeal to individuals’ distant future attitudes
(e.g., privacy concerns) but be less attractive to their privacy behaviours. Also, the study
argues that privacy as a central value may appeal to individuals when they form attitudes (i.e.,
privacy concerns) but secondary values such as shopping gratification may impact their
behaviour more strongly. On the other hand, in the online context, consumers may have the
desire to protect privacy in their distant thinking, but feasibility becomes eminent in the
actual use of online services. As discussed earlier, with the proliferation of privacy-invasive
technologies, consumers’ ability to protect their privacy and the feasibility of doing so are
becoming increasingly strenuous. Based on these arguments, it is possible to argue that
psychological distance will play a significant role in forming privacy-related attitudes and
privacy behaviours. Therefore, it is imperative to investigate the impact of psychological
distance of privacy within the power-relations of consumers and power holders.

2.15 Summary of Gaps in the Literature
The following table summarises the key gaps in the literature identified in previous sections
of this chapter.
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Table 2.2 Summary of gaps in the literature
Theoretical gap

Section

Given the transforming nature of online markets and associated Section 2.2 and
technological advancements, the necessity of methodically investigating Section 2.7
consumer vulnerabilities including rising threats to privacy is
increasingly highlighted.
Power-responsibility equilibrium theory is recognised as a useful ethical Section 2.5 and
and social responsibility theory to examine privacy concerns. However, Section 2.6
only few scholars (two studies) have applied this theory in empirical
investigations.
Literature shows that a power-relations approach to understanding Section 2.5
consumer vulnerabilities and behaviour is beneficial; however, to date,
there is a paucity of such research efforts.
There is a limitation in conceptualising corporate responsibility toward Section 2.8
consumer privacy.
To date, no study has investigated the impact of regulatory protection on Section 2.9
consumer privacy empowerment.
There is paucity of empirical research exploring the impact of regulation Section 2.9
in establishing trust.
There is a dearth of empirical research on privacy empowerment. Only a Section 2.10
very few scholars have attempted to investigate the antecedents and/or
outcomes of privacy empowerment.
Consumer trust is more often investigated as a determinant of Section 2.11
promotion-focused behaviours. There are scant empirical studies on the
relationship between trust and prevention-focused privacy behaviours.
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A majority of the privacy studies rely on the assumption that consumers Section 2.13
act rationally or make logical decisions. This assumption is now being
heavily criticised and scholars maintain that future studies need to focus
on factors that mitigate rational behaviour of consumers.
The privacy literature lacks understanding of how psychological Section 2.14
distance impacts consumers’ privacy-related attitudes and decisions.

2.16 Chapter Summary
This chapter discussed the literature pertinent to this study. The chapter provided a detailed
discussion of the key theories, including the social contract view of privacy, powerresponsibility equilibrium theory, PRE framework of privacy, and CLT. The chapter also
discussed several concepts that are related to the study, such as consumer privacy concerns,
trust, privacy empowerment, regulatory protection, corporate privacy responsibility,
defensive behaviour, and psychological distance of privacy. The chapter also identified
research gaps in the literature relevant to the areas of research in this study. Overall, the
chapter sets the theoretical basis to the proposed research model presented in the next
chapter.
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Chapter 3: Conceptual Model and Hypotheses

3.1 Introduction
The aim of this chapter is to propose a privacy model in B2C e-commerce based on the
research findings and gaps identified and synthesised in the previous chapter. The research
model aims to answer the research questions identified in Chapter 1 by developing
hypotheses that are to be tested using empirical data. This chapter provides the theoretical
rationale for the hypothesised relationships.
The section 3.2 presents the research model of the study. Overall, the proposed model
examines eleven direct relationships between corporate privacy responsibility, regulatory
protection, trust, privacy concerns, privacy empowerment, and defensive behaviours. The
section 3.3 provides hypotheses related to corporate privacy responsibility. This is followed
by discussing hypotheses related to regulatory protection (section 3.4), trust (section 3.5),
privacy empowerment (section 3.6), and privacy concerns (section 3.7). In addition, the study
examines the moderating effect of psychological distance of privacy (section 3.8). Additional
analyses are also conducted to examine the impact of control variables and mediation
analysis to generate further insights. They are presented in section 3.9 of the chapter.

3.2 Research Model and Hypotheses Development
The focus of this study is on consumer privacy concerns. This study presents a research
model that identifies the sequential interaction between causes and consequences of
consumer privacy concerns. This approach is an attempt to answer calls for research that
provides an integrated and overarching view of privacy. As argued by several scholars (e.g.,
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Li, 2011; Smith et al., 2011), despite numerous multi-disciplinary approaches to explore
privacy concerns, the fragmented nature of different approaches and theories has resulted in
findings that are overlapping and less confined to a cohesive nomological network. Benamati,
Ozdemir, and Smith (2017, p. 585) report that “[t]o date, few researchers have attempted a
test within one study of a set of antecedents that might impact privacy concerns, coupled with
one or more behavioural outcomes (either observed or self-reported) that may flow from the
concerns themselves.” The implication here is that much can be learned by investigating the
mediating effect of privacy concerns—compared to positioning privacy as an independent
variable or an outcome variable. This study addresses this gap by applying the powerresponsibility equilibrium to include both power and responsibility dynamics that drive
privacy concerns and resulting behavioural outcomes.
This study presents the following research model (Figure 3.1) primarily based on theory
and previous research findings. This study also conducted a brief exploratory qualitative
study to verify study constructs and construct measures. Given the positivist quantitative
nature of the study, this thesis focuses only on establishing the proposed relationships
through the quantitative analysis of survey data.
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Figure 3.1 Research model and hypotheses

The following sections provide a discussion on hypotheses identified in the above
research model.

3.3 Impact of Corporate Privacy Responsibility
This study examines the consumer perceptions of corporate obligations to consumer privacy
protection or corporate privacy responsibility as a determinant of consumer privacy concerns,
trust, and privacy empowerment.

3.3.1 The relationship between corporate privacy responsibility and privacy concerns
The PRE framework of privacy asserts that power holders are expected to maintain power
and responsibility evenly when dealing with consumer information. Consumers delegate the
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responsibility of protecting privacy to sellers who are more informed, equipped, and powerful
in the information exchange process. Based on the PRE framework, it is possible to argue
that when consumers perceive lack of corporate responsibility towards privacy it will induce
worries over consumer privacy.
Protection of privacy is largely based on self-regulation of companies. Consumers are
increasingly becoming uncertain and despondent about company self-regulation due to seller
opportunism, widening spatial and temporal separation, and information asymmetries
(Pavlou, Liang, & Xue, 2006). Companies use different assurance mechanisms to mitigate
uncertainty and the main point among them is privacy assurance statements or notices e.g.,
privacy policy. A comprehensive privacy statement provides consumers with information on
the ability of a company to fulfil privacy expectations, thereby enabling consumers to decide
on providing informed consent. This allows avoiding pre-contractual misrepresentation of
sellers’ attributes such as the hidden uses of consumer data and post-contractual sellers’
actions such as selling consumer data to third parties. For instance, Andrade, Kaltcheva, and
Weitz (2002) show that completeness of the privacy policy decreases the concerns of
consumers about information disclosure. Most consumers, however, have become pessimistic
about mechanisms such as notice and consent for the protection of their privacy. Privacy
policies are less targeted toward consumers, include misleading information and are hardly
understood by consumers (Leon et al., 2012; McDonald & Cranor, 2008). Consumers barely
have functional choices for their privacy and unless they provide consent to any given terms
and conditions, they can hardly use an online service including shopping online.
With the explosion of big data, information asymmetries have magnified in recent
times. In this background, consumers are becoming more worried about their privacy due to
lack of transparency, and their inability to predict whether sellers will treat their information
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fairly and whether they may suffer negative consequences in the future (Awad & Krishnan,
2006; Petrescu & Krishen, 2018). Transparency of data practices is considered a key
responsibility of corporations that can diminish consumer privacy concerns (Krishen et al.,
2017).
Consumer privacy concerns are heavily influenced by the fairness assessment of the
information exchange (Ashworth & Free, 2006; Culnan & Bies, 2003). Consumers share their
information and risk their privacy for expected benefits. Therefore, information exchanges
are not inherently value-free; they carry expectations that companies will use information
fairly for given purposes and that consumers will not suffer from negative outcomes. Fairness
is achieved when consumers have the right to know why their information is collected and
when they have the right to control information uses (Mousavizadeh et al., 2016). Therefore,
companies that are responsible and establish fair information exchanges can greatly reduce
risks perceived by consumers.
The exchange of information can be considered as a social contract. Consumers will not
worry about their privacy so long as companies uphold their side of the social contract.
Within this contract both expressed contracts (i.e., privacy policy) as well as hypothetical and
moral norms are important (Dhillon & Moores, 2001; Faja & Trimi, 2006; Ferrell, 2017;
Martin, 2016b). Violation of privacy has emerged as the most critical ethical issue in the
data-driven marketplace (Markus, 2015; Zwitter, 2014). Consumers divulge their information
with the expectation that organisations will maintain minimal ethical and moral standards of
information use. Hence, corporations need to incorporate not only procedural and legal
responsibilities but ethical responsibilities into their data privacy management practices to
overcome consumer privacy issues.
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Research reveals that consumer privacy decisions follow a calculus of risks and
benefits (Dinev & Hart, 2006). Hence, this study argues that several company responsibilities
towards privacy, such as providing clear and comprehensive privacy statements, establishing
fairness in the information practices, ensuring transparency, and upholding ethical and
procedural contracts, which are well within the control of these companies, can reduce
consumer privacy concerns. On the contrary, firms’ inability to fulfil these responsibilities
will increase worry among consumers. Hence, the following hypothesis is proposed:
H1: Corporate privacy responsibility has a negative impact on consumer privacy concerns.

3.3.2 The relationship between corporate privacy responsibility and trust
The corporations as the more powerful partner in the information exchange process can
establish an environment of trust by being responsible in their privacy practices. Given the
fact that trust potentially propagates intentions to accept vulnerability based upon positive
expectations of the online retailers’ behaviour, companies have an incontrovertible obligation
to fulfil privacy expectations of consumers when dealing with their data.
Currently, consumers have to make privacy decisions based on limited information
(Mousavizadeh et al., 2016). Sellers exploit information asymmetry in the marketplace and
behave opportunistically, resulting in distrust among consumers. Bélanger, Hiller, and Smith
(2002) maintain that providing assurance statements is the first step to building trust. This is
because provision of privacy statements itself is a public acknowledgement of privacy
concerns (Lowry et al., 2012). It is a key measure and a signal to inform consumers about the
acceptable behaviour of sellers regarding their personal data. Kucuk (2016, p. 534) argues
that, “a majority of the consumer privacy problems are caused by consumer ignorance and
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misconceptions about company policies. The problem is not only collecting consumers’
personal information without their consent, but also how to educate and inform these
consumers about the legality or illegality of such data collection practices.” Consumers
perceive proper communication of privacy practices as a signal of integrity (Midha, 2012)
and an indication of sellers’ benevolence (Mousavizadeh et al., 2016) to sustain consumer
welfare.
In a similar vein, scholars who propose transparency as a privacy management strategy
contend that consumers tend to trust online sellers with their information when they are aware
of intended uses and measures of information protection (Arli, Bauer, & Palmatier, 2018;
Bernard & Makienko, 2011). This is because transparency and familiarity enable consumers
to measure how reliable and competent sellers are on keeping their information safe.
Familiarity is also a precursor to have trust in others (Bhattacherjee, 2002; Wu et al., 2012).
Research shows that proper communication and transparency of information collection
procedures incite fairness perceptions (Li, Sarathy, & Xu, 2011; Malhotra et al., 2004). As
indicated by previous research, when consumers are aware that an online seller implements a
privacy policy manifesting fair information practices, it contributes to increasing privacy
protection beliefs, reducing privacy risk beliefs and increasing the overall degree of trust (Li
et al., 2011; Liu et al., 2005). Poddar, Mosteller, and Ellen (2009) show that consumers who
used to have pseudo identities are more likely to disclose true details in a trusting
environment where they perceive a fair exchange is happening.
It is understood that companies become the custodians who are responsible for the
safety and privacy of consumer information (Petronio, 2002). Sellers’ failure to fulfil their
obligations to consumer privacy is a breach of social contract that results in erosion of trust.
Overall, the companies which are able to showcase responsible handling of consumer data by
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being informative and transparent, fair, and ethical can evoke low-risk and high trust
consumer perceptions. Therefore, this study argues that consumers’ positive perceptions
about corporate privacy responsibility will lead to higher levels of trust. Hence, the following
hypothesis is proposed:
H2: Corporate privacy responsibility has a positive impact on consumer trust.

3.3.3 The relationship between corporate privacy responsibility and privacy
empowerment
This study aims to explore the impact of corporate privacy responsibility on consumer
privacy empowerment. By being responsible in their information practices, companies are
able to share or shift their power with consumers. Companies who share power with their
stakeholders are found to develop long lasting relationships by gaining trust and empowering
stakeholders (Kucuk, 2009).
Privacy empowerment enables consumers to produce desired outcomes related to the
use of their information by others. Corporate privacy practices can induce several cognitions
of consumer empowerment. Privacy notices are meant to assure that sellers have taken steps
to reduce perceived risk and empower consumers with adequate control (Li et al., 2011; Xu et
al., 2011). According to Midha (2012), in order to empower consumers, sellers need to adopt
policies that can delegate control to consumers and communicate these policies in a manner
that incites a sense of empowerment in the minds of consumers.
Similarly, transparency of information practices can lead to greater critical awareness
about data practices and mechanisms in place to protect privacy. For instance, consumers are
then informed about the secondary uses of their data, which third parties have access to their
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data, and what user control mechanisms are in place. Especially, transparency allows
consumers to become familiar with the context of exchange and anticipate sellers’ behaviour
regarding their privacy expectations. Research shows that familiarity induces increased
perceptions of privacy empowerment (Midha, 2012).
Informed consent assures that consumers have choice over the collection and use of
data which results in consumers having autonomy and self-determination (Sloan & Warner,
2014; Wilson et al., 2015). Having choice is an important aspect of empowerment. For
instance, enabling consumers to choose which third-parties can access their data or choose
the level of accuracy of collected data, can increasingly empower consumers. Individuals’
notion about their ability to protect privacy is instrumental to whether they feel empowered or
feel ineffective and powerless to maintain a certain degree of privacy (Eastin et al., 2016;
Kshetri, 2014). Such perceptions are heavily influenced by the practices of the information
sharing partner – the online companies. This study argues that companies through their
responsible data practices can induce consumers to feel empowered as they will have better
awareness, the ability to protect themselves, and choices that assure safe information sharing.
Hence, the following hypothesis is proposed:
H3: Corporate privacy responsibility has a positive impact on consumer privacy
empowerment.

3.4 Impact of Regulatory Protection
Other key power holders in the marketplace are the regulators. Especially, regulation plays a
vital role in reaching market equalisation to balance corporate power to achieve a healthy
interaction among market players. This study explores the impact of consumer perceptions of
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regulatory protection, including government and industry regulation on privacy concerns,
trust and privacy empowerment.

3.4.1 The relationship between regulatory protection and privacy concerns
Similar to the PRE framework of privacy, this study posits that consumer perceptions of
regulatory protection stimulated by legislative and industry self-regulation are significant
determinants of consumer privacy concerns.
In general, research reveals that government regulations mitigate consumer concerns
over privacy on the internet (Dinev et al., 2008; Xu, Teo, Tan, & Agarwal, 2012). The
judicial and legislative branches of governments enact necessary regulations and laws to
address information asymmetries, seller opportunism and other consumer vulnerabilities with
regard to information privacy. The overall goal of such regulatory mechanisms is to ensure
that consumer information is not abused and to induce a sense of safety and less risk.
Regulatory authorities have the power to punish offenders and maintain effective online
systems (Xu, 2010). Consumers’ notions of perceived protection depend on the structure of
the regulatory approach. For instance, Mahrous (2011) argues that consumer concerns can
vary from comprehensive laws (omnibus laws) to sectoral or no formal privacy protection
laws. Cross-country studies of privacy show that more concerned consumers are found in
countries that provide lower legislative protections for privacy (Bellman, Johnson, Kobrin, &
Lohse, 2004).
Moreover, some scholars argue that it is naïve to assume that the government is the
only protector of privacy. As argued by Stewart (2017, p. 158), “it is certainly the case that
the generally slow response of government to technological innovation means that regulation,
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especially regulation related to information technology, is dated and incomplete.” Therefore,
the importance of industry and other third-party regulators are identified. Industry selfregulations are generally based on voluntary contractual relationships between third-party
groups and sellers that provide a means of assurance and recourse for consumers. These
third-party gatekeepers often operate to mitigate consumer privacy concerns via promulgating
and enforcing explicit standards and conditions to protect privacy, and by monitoring to
ensure compliance. For instance, third-party privacy seals and certificates (e.g., Trust Mark,
BBB online) indicate to the consumers that a seller has adopted proper measures and
practices to ensure confidentiality of data, protect against unauthorised use and access of
data, and ensure overall privacy (Kim, Yim, Sugumaran, & Rao, 2016; Mousavizadeh et al.,
2016). Several studies indicate that a wide variety of privacy seals and certificates reduces
consumer-perceived risks in e-commerce, and thereby will help to reduce privacy concerns
(Kim, Tao, Shin, & Kim, 2010; Kim, Steinfield, et al., 2008; Miyazaki & Krishnamurthy,
2002; Xu, 2010).
Collectively, this study argues that positive perceptions of consumers about regulatory
protection will lower their level of privacy concerns. Hence, the following hypothesis is
proposed:
H4: Regulatory protection has a negative impact on privacy concerns.

3.4.2 The relationship between regulatory protection and trust
Regulatory protection mechanisms provide a safety net that ensures companies are
responsible for consumer privacy protection and assure market equalisation in terms of
information privacy and security. As mentioned previously, regulatory protection reduces
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perceived risk in the online context. Reduction of risk helps to lower consumer vulnerability.
As trust perceptions are based on consumers’ intention to become vulnerable on the reactions
of others, this study argues that increased regulatory protection will enhance consumer trust
in the online context.
The government as a power holder in the marketplace has a major role in establishing a
trusting environment. Regulations are able to minimise privacy concerns mainly because they
can increase online trust. Regulations not only ensure reliable and safe transactions but can
ensure privacy rights of citizens and safeguard potential loss of and harm for individuals’
personal information. However, enactment of regulations might not be an automatic route to
greater trust. Consumers can be pessimistic about its implementation, especially regarding the
ability of the public entities to properly regulate personal data (Miltgen & Peyrat-Guillard,
2014).
Industry self-regulations substitute and complement government regulations to build a
trusting market environment. Trust is developed through “effective compliance procedures
and enforcement mechanisms so that consumers will have the confidence that an organisation
is playing by the rules, and that there will be negative sanctions for those that do not” (Culnan
& Bies, 2003, p. 333). Therefore, third-party seals and certificates provide legitimacy and
trustworthiness to companies through compliance. Kim, Steinfield, et al. (2008) show that
privacy seals are able to decrease risk when transacting online even if a consumer has not
previously engaged directly with a particular seller. According to these authors, adopting
third-party regulatory mechanisms is a cue that a seller is making a sincere effort to protect
consumer privacy. Besides, third-party watchdogs limit a firm’s ability to opportunistically
exploit consumer data. Hence, consumers become more confident about sellers’ behaviour
and this can thereby enhance the level of consumer trust. Kucuk (2016) maintains that by
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demonstrating partnerships with third-party regulators, companies can build more trust by
being transparent and reliable about their privacy practices. It allows companies to signal
their integrity, competency, and benevolence toward dealing with consumer data.
Therefore, this study proposes that consumers’ positive perceptions about regulatory
protection can enhance trust about e-commerce sellers. Hence, the following hypothesis is
proposed:
H5: Regulatory protection has a positive impact on consumer trust.

3.4.3 The relationship between regulatory protection and privacy empowerment
With the rapidly changing technological environment, consumers are limited in their
knowledge and power in dealing with online privacy and security issues and rely upon laws
and institutional safety mechanisms for protection of their privacy (Kim & Kim, 2011;
Krishen et al., 2017). In the e-commerce context, consumers seek efficient and secure
regulations to offset power imbalances (Miltgen & Peyrat-Guillard, 2014). Regulations are
able to curtail information asymmetries, reduce seller opportunism, and delegate power and
control to consumers. This study argues that regulatory protection can have a significant
impact on elevating consumer power and privacy empowerment.
Miltgen and Peyrat-Guillard (2014) argue that consumers show a dire need for secure
and more efficient regulatory mechanisms to reduce power imbalances. Having control over
data is a significant factor that determines consumer acceptance of online systems including
e-commerce. Government regulations have been found to critically influence consumer
perceptions of control (Xu, 2010; Xu & Teo, 2004). Comprehensive regulatory actions can
also increase social awareness and enable consumers to make informed privacy decisions.
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Third-party privacy assurance can complement gaps in the regulatory systems to
manage consumer risk and control perceptions. Xu et al. (2011) argue that perceived
effectiveness of the industry self-regulations fosters consumers’ perceptions of privacy
control. Those consumers with less knowledge, confidence, and self-efficacy have been
found to seek third-party assurance. Rifon, LaRose, and Choi (2005) claim that a consumer
with low privacy self-efficacy may trust a privacy assurance seal even though he or she may
not understand what those seals really are. They claim that consumers will have more trust in
a website bearing that privacy seal. Similarly, it can be argued that the regulatory mechanism
can increase consumer awareness about sellers’ information practices, which is important for
privacy empowerment. Especially, it is critical that consumers are aware about the choices
they have over the flow of information as it increases autonomy over the use of information.
Overall, this study argues that consumers’ positive perceptions about regulatory
protection can increase consume privacy empowerment. This is mainly because regulatory
mechanisms delegate power to consumers who are deprived and powerless over their
information use by companies. Hence, the following hypothesis is proposed:
H6: Regulatory protection has a positive impact on consumer privacy empowerment.

3.5 Impact of Consumer Trust
Consumer trust is one of the most widely researched topics in privacy research. Trust reflects
consumer intentions to accept vulnerability based upon positive expectations of the online
retailers’ behaviour regarding consumer data. This study postulates trust as a significant
determinant of privacy concerns and defensive behaviour.
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3.5.1 The relationship between trust and privacy concerns
A critical review on the trust-risk relationship (Mou et al., 2017) reveals that the literature
lacks a general conclusion about the nature of trust and privacy concerns relationship. One
stream of research identifies trust as a solution to lessen risk perceptions – trust lowers
perceived risk (e.g., Kim, Ferrin, & Rao, 2008; van Slyke, Shim, Johnson, & Jiang, 2006) and
privacy concerns (e.g., Pavlou et al., 2006; Taylor et al., 2009). The other stream argues
lower levels of privacy concerns leads to higher levels of trust (e.g., Eastlick, Lotz, &
Warrington, 2006; van Dyke et al., 2007; Wakefield, 2013). This study focuses on the former
and argues that in an environment where trust is established, consumers will develop lower
privacy concerns.
Owing to the spatial and temporal distance in the online context, the lack of trust
between consumers and vendors has become a major barrier to e-commerce. Research over
the years shows that many consumers don’t trust the internet and online technologies to
facilitate secure transactions. Neither do they trust their personal data with online sellers
(Mou et al., 2017; Taylor et al., 2009; van Dyke et al., 2007). Hence, establishing trust is a
major concern if not the main concern for sellers. Sellers’ responsible privacy practices, both
pre-contractual and post-contractual, can establish trust. For instance, if sellers send positive
signals of being fair and ethical, consumers will trust the sellers and that will alleviate their
privacy concerns.
Trust reflects consumers’ overall perception on their willingness to depend on online
sellers’ benevolence, integrity, competence and predictability, and dependability of the
enabling technological environment (i.e., the internet) to meet their privacy expectations
(McKnight et al., 2002; Mou et al., 2017). Perceptions of integrity would reflect consumer
expectations that sellers will keep their promises and be ethical in keeping their personal
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information secure and confidential within the relationship (McKnight & Chervany, 2001).
For example, when consumers trust that their online activities are not monitored by
companies, they are found to have lesser privacy concerns (Spake, Finney, & Joseph, 2011).
Similarly, perceptions about competence are elicited from sellers’ ability to deliver what is
expected in terms of protection of consumer privacy (McKnight et al., 2002). For instance,
when consumers believe that an online seller has the ability to deal with data breaches and the
unauthorised secondary use of data, they will have lower privacy concerns. Overall, when a
consumer perceives that the threshold of trust surpasses perceived level of risk, they will have
lesser privacy concerns. This highlights that trust is a mitigator of risk (Kim, Ferrin, et al.,
2008; van Slyke et al., 2006).
Based on the above arguments, this study argues that increased trust will result in lower
privacy concerns. This direction of the trust-privacy relationship is appropriate for the study
as the focus is on what contributes to consumer privacy concerns and how consumers behave
correspondingly. Hence, the following hypothesis is proposed:
H7: Trust has a negative impact on consumer privacy concerns.

3.5.2 The relationship between trust and defensive behaviour
Trust is widely researched as a significant positive determinant of several promotion-focused
consumer behaviours in e-commerce including online purchasing (Kim, Ferrin, et al., 2008;
Liao, Liu, & Chen, 2011), interacting (Mukherjee & Nath, 2007) and disclosing personal
information (Lee, Lim, Kim, Zo, & Ciganek, 2015; Premazzi et al., 2010; Shih, Hsu, Yen, &
Lin, 2012). However, there is a paucity of research on the relationship between trust and
prevention-focused behaviours such as defensive behaviours (e.g., Wirtz et al., 2007). Based
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on the PRE framework of privacy, it is possible to ascertain that consumers will end up acting
defensively when faced with high power-lower responsibility strategies of companies that
create distrust and concerns for consumers.
Trust prompts consumers to accept vulnerability based on positive expectations about
online sellers’ privacy practices. Trust also outweighs risk and privacy issues and helps
consumers to perceive that sellers will safeguard their information with consumer best
interests in mind (Dinev et al., 2008). This can cause consumers to expand the boundaries of
information flow because trust guarantees that consumers are unperturbed about directly
disclosing their information (Mou et al., 2017). Moreover, when companies hold power and
responsibility equally, it assures a fair and trusting market environment, mitigating consumer
risk perceptions. Hence, it can be assumed that consumers will be more engaged and will
display fewer preventive actions when high trust conditions are established.
Under conditions of higher risk and minimal trust, information boundary protection
rules are likely to predominate (Metzger, 2007; Petronio, 2002). This leads to withholding
information to minimise exposure. When consumers cannot depend on sellers to protect their
privacy, they can become distressed and can resort to defensive behaviours due to perceived
vulnerability. Consumers avoid the risk of information misuse by deciding not to disclose
information (Choi et al., 2018). Consumers can also misrepresent their data or provide false
information so that they can mitigate negative consequences from actual disclosure. For
instance, a consumer who mistrusts a seller due to sharing information with third parties, can
provide fictitious information to prevent third parties violating their privacy. In instances
where consumers completely distrust sellers or fear transacting online, they can completely
quit interacting with online sellers.
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Trust is essential to maintain e-commerce growth. While increased trust levels will
motivate consumers to share more and engage with sellers, lack of trust can persuade
consumers to take numerous defensive actions. Hence, the following hypothesis is proposed:
H8: Trust has a negative impact on defensive behaviours.

3.6 Impact of Privacy Empowerment
In this study, privacy empowerment is defined as consumer beliefs that they can produce
desired outcomes and prevent undesired outcomes related to the use of their information by
others. This study proposes that privacy empowerment is a crucial mitigator of privacy
concerns as well as defensive behaviours.

3.6.1 The relationship between privacy empowerment and privacy concerns
The current state of privacy in the big data environment challenges consumers to reach
desired goals or avoid undesired outcomes in terms of their privacy. In other words,
consumers experience dearth of privacy empowerment and it is a key reason for consumers to
become more concerned about their privacy. This issue can be better understood by looking
into different facets of privacy empowerment.
Consumers can feel more vulnerable when they do not have control over their data
(Dinev & Hart, 2004). Control engenders a reduced sense of having the risk of losing their
information and the perception of being invaded (Culnan & Armstrong, 1999; Wang, Duong,
& Chen, 2016). It is argued that companies provide only limited control to consumers (e.g.
temporary opt-out) due to strategic reasons (Labrecque, Markos, & Milne, 2011) but research
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shows that having more control can lessen individuals’ privacy concerns (Choi et al., 2018;
Dinev & Hart, 2004). Lack of autonomy over the choices of data has encouraged consumers
to feel powerless to manage or determine the uses of their own personal information (Kim &
Kim, 2011). Some scholars argue that choice of privacy has become an illusion – consumers
lack real opt-in and opt-out options and thereby consumers are increasingly worried as they
cannot self-determine what is optimal with regards to their privacy.
The level of privacy awareness, knowledge, and literacy are essential ingredients for
privacy empowerment. Consumer knowledge and awareness about corporate privacy
practices, technologies that deal with consumer data, and players involved in the data
exchange process can determine the level of privacy concerns (Lee et al., 2015; Malhotra et
al., 2004). For instance, threats to privacy are among the greatest fears for less technology
savvy people (Hann, Hui, Lee, & Png, 2002). This is mainly due to perceptions of risks and
vulnerability when using a particular technology (Dinev & Hart, 2006). Currently, big data
analytics and AI are good examples. On the contrary, consumers who have internet literacy
are found to have lesser privacy concerns (Dinev & Hart, 2005). Moreover, knowledge and
awareness impact privacy self-efficacy – individuals’ confidence in their ability to manage
and protect privacy. Self-efficacious individuals consider themselves competent in solving
issues on the internet, including matters of privacy. Therefore, privacy concerns have been
found to become minor when consumers have higher self-efficacy (Akhter, 2014; Zorotheos
& Kafeza, 2009).
The above aspects of privacy empowerment collectively indicate that the lack of
privacy empowerment can cause consumers to become highly concerned about their privacy.
Based on power-responsibility equilibrium theory this study claims that privacy
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empowerment reflects the level of consumer power with regard to their privacy. Deficits of
power will make them more concerned. Hence, the following hypothesis is proposed:
H9: Privacy empowerment has a negative impact on privacy concerns.

3.6.2 The relationship between privacy empowerment and defensive behaviour
The literature on privacy lacks evidence of how privacy empowerment can lead to privacy
behaviours. In the backdrop of the earlier discussion, if lack of privacy empowerment is
causing higher privacy concerns, it is arguable that the lack of privacy empowerment will
also cause higher defensive behaviours. Findings on the different aspects of privacy
empowerment can be used to support this argument.
Research shows that withholding information is a key measure some consumers use to
control the flow of information (Dinev & Hart, 2004). Thereby, consumers get to offset
potential risks and negative outcomes that can emerge due to exposure of their data. On the
contrary, privacy control leads consumers to disclose more information online (Li et al.,
2017; Mothersbaugh, Foxx, Beatty, & Wang, 2012) and can positively influence purchasing
behaviours (Mahrous, 2011). Therefore, consumers having control over their information will
have a lower need to fabricate their information or withhold from disclosing it (Yun, Lee, &
Kim, 2018).
Lack of choice can also create negative responses. For instance, consumers negatively
react to personalised advertising when they do not have freedom of choice over this (Feng &
Xie, 2019; Limpf & Voorveld, 2015). This study argues that under these circumstances
consumers will show a higher propensity to fabricate their data or completely withdraw from
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sharing their information. On the contrary, vendors who provide more choices over
information will make consumers willing to disclose more and engage with them.
Individuals with high internet self-efficacy succeed in executing activities online
including conducting online shopping transactions (Akhter, 2014; Lian & Lin, 2008; O’cass
& Fenech, 2003). Self-efficacy is a positive belief that one can execute difficult tasks and
show persistence in the face of difficulties. For instance, Yao, Rice, and Wallis (2007, p. 712)
based on social cognitive theory (Bandura, 1986), show that consumers who “can exercise
control over potential threats experience a much lower level of anxiety than those who
believe they cannot cope with the environment.” Therefore, self-efficacy can negatively
influence the level of anxiety related to privacy concerns. Thus it can be argued that
consumers with high self-efficacy hardly have a need to take preventive actions but will have
a tendency to engage and conduct more online transactions.
The PRE framework of privacy asserts that consumers end up in taking defensive
behaviours over perceived power deficiencies. This study provides a similar argument and
proposes that lack of privacy empowerment will cause a higher level of defensive behaviours
and vice versa. Hence, the study hypothesises that:
H10: Privacy empowerment has a negative impact on defensive behaviours.

3.7 Impact of Privacy Concerns
The relationship between privacy concerns and defensive behaviour
Similar to the PRE framework of privacy, this study argues that consumers will respond to
their privacy concerns with defensive behaviours. These behavioural responses are
countermeasures and a form of reactance that displays consumer resistance to what they find
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coercive (Feng & Xie, 2019; Laczniak & Murphy, 1993). Thereby, consumers behave in
ways that are contrary to what is expected by online sellers (Goodrich, Schiller, & Galletta,
2015; Murphy et al., 2005). Companies are more eager to develop customer engagement,
long-term relationships, and loyalty. However, consumers can turn towards defensive and
preventive behaviours when they perceive their privacy is at threat.
Research indicates that lack of privacy concerns lead consumers to build positive
attitudes towards online shopping (Lian & Lin, 2008) and marketing organisations (Wilson et
al., 2015), spend more online (Spake et al., 2011; Zviran, 2008), disclose more information
(Bansal, Zahedi, & Gefen, 2016; Gupta, Iyer, & Weisskirch, 2010; Li, Sarathy, & Xu, 2010;
Meinert, Peterson, Criswell, & Crossland, 2006; Shih et al., 2012; Wakefield, 2013), use
personalised services (Yan, Liu, & Jin, 2014; Zhu & Chang, 2016), be profiled (Awad &
Krishnan, 2006), purchase (Alhouti, Johnson, & D'Souza, 2016; Kim, Yim, et al., 2016;
Mousavizadeh et al., 2016; Ponte et al., 2015) and repurchase online (Bélanger et al., 2002;
Chiu, Chang, Cheng, & Fang, 2009; McCole, Ramsey, & Williams, 2010).
When concerned over their privacy, consumers take on prevention-focused behaviours
and are less inclined to take on promotion-focused behaviours discussed above. As
hypothesised earlier, lack of corporate responsibility, deficiency of regulatory protection, lack
of trust and control can increase feelings of loss over data. Geared by perceived privacy
boundary turbulence, consumers act more defensively, protecting their data from potential
risks and harm (Mousavizadeh et al., 2016; Xu et al., 2011). In this background, consumers
can use different strategies to counterbalance sellers’ desire for more information and their
own desire for the protection of privacy.
Individuals commonly use protective actions including tools and privacy-enhancing
technologies. Consumers have a mental threshold for sharing information. Consumers also
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fabricate their information to establish a sense of distance between them and sellers. As true
information can create negative consequences due to sellers exploiting data for secondary
uses or sharing with others, fabrication is found as a common strategy to avoid unexpected
outcomes (Wirtz et al., 2007). Another preventive action often taken by consumers is refusing
to share or withholding information due to high perceived threats. The relationship quality
between vendor and consumer can suffer when no information is shared among them and can
result in the termination of relationships. Some consumers can completely terminate or
abandon a relationship with a seller due to privacy concerns. Exit is considered a power
rebalancing act when one party in the relationship considers the exchange to be inequitable
(Krishen et al., 2017).
Based on the PRE framework of privacy, this study asserts that consumers will follow
different defensive strategies including protection, fabrication of information and withholding
information to tackle privacy concerns. Hence, the following hypothesis is proposed:
H11: Privacy concerns have a positive impact on defensive behaviours.

3.8 The Moderating Impact of Psychological Distance of Privacy
Moderation explains how the strength and/or direction of the relationship between two
constructs is altered due to the presence of a third variable or a moderator variable (Hair Jr,
Hult, Ringle, & Sarstedt, 2017). This means that the relationship between two variables is not
the same when it involves a moderator. The importance of moderation is that it accounts for
heterogeneity in the data. This study explores the moderating effect of psychological distance
of privacy.
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The privacy literature reveals that there is a contentious relationship between privacy
attitudes and privacy behaviour. This is mainly because several factors can mitigate or
moderate this relationship. This study explores whether psychological distance of privacy
moderates the privacy concerns-behaviour relationship. In addition, the study also explores
the moderating impact of psychological distance of privacy on privacy empowermentbehaviour and trust-behaviour relationships.
Psychological distance of privacy or the degree of subjective distance of privacy from
an individual’s direct experience or reality is driven by temporal, spatial, social, and
hypothetical distances. An event that happened in the past or may be happening in the future
is perceived psychologically distant and hence conceived abstractly (Trope & Liberman,
2003). Hallam and Zanella (2017) showcase how a privacy breach, not yet experienced in
time (i.e., temporally distant), is overwhelmed by more immediate and proximal social
networking benefits. Research on immediate gratification bias substantiates temporal distance
of privacy as present benefits of information disclosure are found to supersede future risk of a
privacy violation (Acquisti, 2004).
Individuals can form different construals of the same object when removed from space.
For instance, Darke et al. (2016, p. 288) argue that “the mere presence of a physical store,
even at great physical distance, should be sufficient to create a reduced sense of
psychological distance relative to a purely virtual retailer.” The authors then exhibit how
initial trust of an unfamiliar seller (a local hybrid retailer vs a pure etailer) is perceived
differently due to psychological distance geared by physical distance. Similar to Darke et al.
(2016), this study argues that privacy will be perceived more abstractly and psychologically
distant in the virtual online context.
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Social psychological distance distinguishes between the self versus others, similar
versus dissimilar others, or in-group versus out-group individuals (Hallam & Zanella, 2017;
Liviatan et al., 2008). Hallam and Zanella (2017) argue that social networking rewards
cultivated through close ties with family and friends (i.e., low social distance) can override
people’s privacy values and needs. Moreover, research on comparative optimism bias reveals
that individuals feel less susceptible, meaning they feel their privacy is fine but that of others
is endangered (Baek, Kim, & Bae, 2014). These findings clarify individuals’ tendency to
differentiate the effects of privacy between self and others–the personal effects of privacy can
be judged to be lower compared to social effects.
Hypothetical distance is determined by the likeliness of things, or how close something
is to reality. Privacy research on optimism bias, hyperbolic discounting and immediate
gratification identifies probability of distribution or occurrence as an underlying impetus
behind undermining privacy risks over benefits (Acquisti & Grossklags, 2003; Krasnova,
Kolesnikova, & Guenther, 2009). In the online shopping context, completing a transaction or
obtaining goods and services can be highly probable and realistic but the significance of
privacy can be inordinately discounted due to hypothetical distance.
Due to above reasons, the psychological distance of privacy can be increased due to
lower immediacy, tangibility, personal closeness, and likeliness. Psychologically distant
things are construed at a higher level and valued more in forming attitudes or intentions
(more abstract and high-level constructs) rather than determining actual and immediate
behaviours (Eyal & Liberman, 2012; Trope & Liberman, 2010). Therefore, this study argues
that the psychological distance of privacy has the potential to moderate the relationship
between privacy attitudes (i.e. privacy concerns and privacy empowerment) and privacy
behaviours.
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First, this study proposes that high psychological distance of privacy will influence
consumers to take fewer defensive actions despite their concerns over privacy. Previous
studies indicate that perceiving privacy as temporally distant drives consumers to disclose
more information risking their privacy (Hallam & Zanella, 2017). This is mainly because
more immediate things such as shopping benefits influence consumer decisions. Research on
immediate gratification shows similar effects – present benefits are valued over a future
privacy risk and thereby consumers will not consider adopting protective behaviours
(Acquisti, 2004). Research also indicates that moral principles and values (i.e., abstract and
superordinate high-level construals) appeal to individuals more in their distant thinking than
actual decision choices (Eyal, Liberman, & Trope, 2008). Therefore, the value for privacy
will appeal relatively less to consumers in their actual behaviours. In this backdrop, this study
proposes that increased psychological distance of privacy leads consumers to become less
protective and defensive in their privacy behaviours despite their concerns over privacy.
Hence, the following hypothesis is proposed:
H12a: Psychological distance of privacy moderates the relationship between privacy
concerns and defensive behaviours.
Second, this study previously proposed that lack of privacy empowerment leads to
higher defensive actions. As mentioned earlier, higher psychological distance will also cause
consumers to take fewer defensive actions. Some studies in other research domains help to
clarify this proposition. For instance, some studies have found a bidirectional relationship
between control and psychological distance influencing one’s decision choices – low control
will increase the psychological distance and vice versa (Wakslak & Kim, 2015). Hence, the
negative relationship between privacy empowerment and defensive behaviour can be
conditioned upon the level of psychological distance. Although lack of privacy empowerment
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can lead consumers to take more defensive behaviours, lack of control over information can
augment higher psychological distance and influence consumers to take lesser defensive
behaviours than expected. This indicates that psychological distance of privacy can
potentially condition the relationship between privacy empowerment and defensive
behaviours. Hence, the following hypothesis is proposed:
H12b: Psychological distance of privacy moderates the relationship between privacy
empowerment and defensive behaviours.
Third, this study proposes that consumer trust will lead to fewer defensive behaviours.
However, considering the proposed negative impact of psychological distance of privacy, this
study claims that psychological distance of privacy will moderate the above relationship.
Darke et al.’s (2016) study reveals the higher psychological distance in the virtual context –
consumers experience higher levels of psychological distance when shopping online when
compared to visiting physical shops. Authors claim that psychological distance should be
addressed to overcome distrust with unfamiliar online sellers. This suggests that higher
psychological distance can increase distrust among consumers. Similarly, this study argues
that psychological distance of privacy in the online shopping context is higher. This poses a
possible interaction between the level of psychological distance of privacy, consumer trust,
and their behaviours. Consumers might very well take fewer defensive actions when they
trust online sellers, but they might not very well trust the sellers if they do not feel the
immediacy or closeness of privacy in their experiences (i.e. psychologically distant), because
this might question how reliable and competent sellers are dealing with consumer data. For
instance, when online sellers provide proximal privacy experiences (e.g. privacy seals, cookie
notices, and privacy dashboards), consumers will trust sellers more. Therefore, this study
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argues that psychological distance of privacy can potentially moderate the trust-behaviour
relationship. Hence, the following hypothesis is proposed:
H12c: Psychological distance of privacy moderates the relationship between trust and
defensive behaviours.

3.9 Additional Analyses
3.9.1 Control variables
This study includes several control variables based on the previous literature. The control
variables are extraneous factors that are not linked to the hypotheses and theories that are
investigated in a study (Spector & Brannick, 2011). Adding control variables is useful as they
enable researchers to rule out alternative explanations of research findings as well as reducing
error terms and increasing statistical power (Becker, 2005). The study controls the effect of
following variables.
Some studies reveal the impact of gender on consumer behaviour in the online context
(Mousavizadeh et al., 2016; Pavlou et al., 2006). For instance, Sheehan (1999) found women
rarely adopt protective behaviours. Similarly, age can also influence consumer behaviour
(McCole et al., 2010; Miltgen & Peyrat-Guillard, 2014; Zhang, Chen, & Wen, 2002). Age
has found to negatively correlate with willingness to share information (Zhang et al., 2002).
E-commerce frequency also impacts on privacy behaviours, including information disclosure
(Lee et al., 2015). Education level of consumers could also influence the way they behave
online (Wang et al., 2016). Internet experience of consumers becomes critical for their online
decisions (McCole et al., 2010; Miyazaki & Fernandez, 2001; Ward, Bridges, & Chitty,
2005). The perceived level of sensitivity of the information consumers share can become a
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crucial factor in their privacy behaviours (Lee et al., 2015; Li et al., 2011). Past privacy
experiences can determine consumers’ current and future privacy behaviours (Awad &
Krishnan, 2006; Li et al., 2010; Li et al., 2011). Hence, this study controls for past privacy
experiences.

3.9.2 The mediating effects
This study conducts mediation analysis apart from the hypothesised direct and moderating
analysis to generate additional insights. Mediation analysis examines whether a third variable
(i.e., a mediator) intervenes between two other related constructs (Hair Jr et al., 2017). In
mediation, a change in the exogenous construct can change the mediator construct which in
return can change the endogenous construct. Zhao, Lynch Jr, and Chen (2010) identify five
possible outcomes of mediation analysis. Direct-only nonmediation occurs when the direct
effect is significant, but the indirect effect is non-significant. No-effect nonmediation results
when there is neither a direct nor an indirect effect. Complementary mediation takes place
when both direct and indirect effects are significant and point in the same direction.
Competitive mediation occurs when both direct and indirect effects are significant but point
in opposite directions. Finally, indirect-only mediation results when only the indirect effect is
significant. Mediation analysis is important as it helps answer the how or why of a
relationship between two variables and also describes the process through which an effect
occurs between two variables.
First, the study proposes that privacy concerns will act as a mediator between corporate
privacy responsibility and defensive behaviours. It can be argued that lack of corporate
privacy responsibility can lead consumers to take defensive actions (i.e. direct effect) or lack
of corporate privacy responsibility can cause privacy concerns, which will cause more
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defensive actions (i.e. indirect effect). Second, the study proposes a similar mediation effect
of privacy concerns with regulatory protection. The nature of regulatory protection can lead
consumers to take defensive actions (i.e. direct effect) or regulatory protection can cause
privacy concerns, which will lead to defensive behaviours (i.e. indirect effect). Third, lack of
trust can cause consumers to behave defensively (i.e. direct effect). However, lack of trust
can also increase privacy concerns, which will lead to more defensive behaviours (i.e.
indirect effect). Fourth, lack of privacy empowerment will cause more defensive behaviours
(i.e. direct effect). Lack of privacy empowerment can cause higher privacy concerns and that
can cause more defensive behaviours as well (i.e. indirect effect). Fifth, lack of corporate
privacy responsibility can lead consumers to take defensive actions (i.e. direct effect) or lack
of corporate privacy responsibility can reduce trust or privacy empowerment, which will
cause more defensive actions (i.e. indirect effect). Finally, lack of regulatory protection can
lead consumers to take defensive actions (i.e. direct effect) or lack of regulatory protection
can reduce trust or privacy empowerment, which will lead to defensive behaviours (i.e.
indirect effect). These proposed mediated relationships are depicted in Figure 3.2.

Figure 3.2 Privacy concerns, trust, and empowerment as mediator variables
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3.10 Chapter Summary
This chapter introduced the research model of the study with relevant hypotheses. These
hypotheses aim to answer the research questions of the study, address gaps in the literature as
well as verify some of the previous findings in the literature. This study examines several
direct linear relationships and moderating relationships. In addition, mediation analyses and
several control variables are included to provide a comprehensive picture of consumer
privacy concerns and behaviour. The next chapter provides the methods employed to test the
proposed research model.
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Chapter 4: Research Methodology

4.1 Introduction
The objective of this chapter is to explain and justify the methodological choices taken to
examine the research model proposed in Chapter 3. Methodology refers to the systematic
approach taken to address a research problem (Dudovskiy, 2016; Easterby-Smith, Thorpe, &
Jackson, 2015). This includes the sequence of steps, as well as the methods, tools, and
techniques that are required to reach the research aims (Creswell, 2013).
This chapter begins by introducing the philosophical underpinnings of the study
(Section 4.2). After briefly introducing different philosophical paradigms, the chapter reasons
why positivist philosophy was selected and how it shapes the rest of the study. Next, in
section 4.3, the chapter explains the deductive research approach employed in the study. This
is followed by a discussion on the overall research design (section 4.4) and research strategy
of the study (section 4.5). The next section focuses on developing, validating and introducing
data collection instruments of the study (section 4.6). The next few sections discuss the
sampling (section 4.7), time horizon (section 4.8) and deployment of the final survey (section
4.9). Sections 4.10 and 4.11 present the preliminary and main data analyses techniques of the
study. The chapter concludes by discussing the ethical considerations relevant to the study in
section 4.12.

4.2 Research Philosophy
Research philosophy is concerned with the fundamental nature and development of
knowledge (Saunders, Lewis, & Thornhill, 2012). It reflects the worldview or the belief
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system of how a researcher perceives reality and its relationship with knowledge, and
provides the justification for pursuing a particular problem (Denzin & Lincoln, 2008; Guba &
Lincoln, 1994). Easterby-Smith et al. (2015) highlight four key uses of having a clear
understanding about philosophy. First, philosophy provides a clear sense of researchers’
reflexive role in research methods. Second, it helps clarify research designs – what kind of
data is gathered and how it is interpreted and ultimately, how the research design will answer
the questions being investigated. Third, it enables researchers to diagnose different designs
and identify an appropriate workable design. Fourth, it prompts researchers to adapt, and
even create, research designs that may overcome the constraints in different research areas or
knowledge structures. Overall, philosophical assumptions play a crucial role in the research
strategy and the methods used in a study.
A research philosophy can be understood by four key aspects; namely ontology,
epistemology, axiology, and methodology (Guba, 1990; Saunders et al., 2012). Ontology
deals with the nature of being, reality, and truth (Bryman, 2016). Ontology explains what
constitutes reality and helps to perceive social or natural reality as objective or subjective
(Dudovskiy, 2016). According to Saunders et al. (2012), objectivism assumes that social
phenomena and their meanings exist in reality, but are outside or independent of social actors.
Thereby, the researcher and social phenomena are separated from each other. Subjectivism,
on the other hand, assumes that social phenomena are created from the perceptions and
consequent actions of social actors and thereby the reality is socially constructed.
Epistemology deals with the discussion of knowledge—what constitutes knowledge, its
sources, possibilities, and limitations in a particular field of study (Dudovskiy, 2016;
Saunders et al., 2012). Epistemology is important for organising and explaining knowledge
on theories (Johnson & Duberley, 2000). Axiology is concerned about the judgements about
values (Saunders et al., 2012). A researcher’s values play an important part in all stages of the
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research process from research topic selection, to methods of investigation, to interpreting
results. Axiology defines whether a researcher is attempting to explain or predict the world,
or simply seeking to understand it (Dudovskiy, 2016; Lee & Lings, 2008). Methodology is
concerned with the technique(s) or approach used to acquire knowledge or discover the
reality (Guba, 1990). The ontology, epistemology, and axiology guide the researcher to select
the most suitable approach or methodological strategy to discover knowledge or reality.
Literature identifies several research philosophies or research paradigms. The positivist
and interpretivist philosophies have traditionally been the most popular while later
developments have also increased the interest in realism and pragmatism philosophies
(Dudovskiy, 2016). The positivist philosophy assumes that the world operates by laws of
cause and effect and that the social world can be studied in the same ways as the natural
world. The researcher and the researched object or situation are independent from each other,
and observation and measurement are at the core of knowledge creation. The interpretivist
philosophy distinguishes between the social and natural physical world. It argues researchers
are social actors and they interpret the social realities through their own set of meanings,
using social constructions such as language, shared meanings and consciousness. The realism
philosophy, which is based on the scientific inquiry to the development of knowledge,
assumes that reality exists independent of the human mind. Two aspects of realism are
discussed: direct realism maintains that ‘what you see is what you get’ – i.e. that human
senses and experiences portray the world, and critical realism maintains that what humans
experience are sensations – images of the real world and not the things directly. Pragmatist
philosophy maintains that there can be multiple realities and multiple ways of interpreting the
world. The pragmatists may combine different methods and use concepts and derive
meanings when answering research questions. Its focus is on practical applied research.
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4.2.1 Philosophical underpinnings of this study
This study aims to develop and test a theoretical model which comprises several hypotheses
using scientific inquiry. Hence, the fundamentals of positivist philosophy serve best to reach
this aim.
Positivistic studies are based on the creation of new knowledge through quantifiable
measurement and observation (Orlikowski & Baroudi, 1991). The interpretation of the
situation or reality is value-free and objective as the researcher and the reality are considered
independent; thereby the results are replicable (Creswell, 2013). These studies are based on
predetermined relationships, hypotheses, or formal propositions and investigated using
structured methods of inquiry such as surveys or laboratory and field experiments (Mingers,
2003; Sekaran & Bougie, 2016). Use of quantifiable measurement and statistical analysis is a
key attribute of positivist research (Punch, 2003). Use of scientific inquiry in verification of
hypotheses and causal relationships provide strong reliability and validity to positivist
research findings, which also enable researchers to make accurate inferences from the
selected sample to the larger population (Amaratunga, Baldry, Sarshar, & Newton, 2002;
Cavana, Delahaye, & Sekaran, 2001).
The fundamentals of this study align with the above parameters of positivist research.
This study aims to test the research model presented in Chapter 3, which includes a specific
number of constructs and clearly defined relationships (i.e., independent, dependent,
mediating, and moderating) as required in positivist studies. This study used a questionnaire
survey and quantitative analysis of data to gauge constructs objectively and to test the
hypotheses and thereby confirm or reject theory (Saunders et al., 2012). The key aspects that
determined the philosophical basis of this study, including the research approach, strategy,
and the methods, are discussed in detail in the following sections.
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4.3 Research Approach
The research approach plays a crucial part in determining the role of theory in a research
study (Bryman & Bell, 2015). Induction and deduction are two widely discussed approaches
in the literature, and some scholars have also discussed a third approach; namely abduction
(Saunders et al., 2012). In very simple terms, a study is deductive when it starts off with a
theory, develops a strategy, and then collects data to test the theory. A study is inductive
when it starts off by collecting data to investigate a certain phenomenon and then generates or
develops a theory based on that data. A study is abductive when it starts off by collecting data
to explore a certain phenomenon, then identifies themes and pattern in the data to develop a
new theory or to revise an existing theory, and then collects additional data to test it.
This study employed the deductive approach in alignment with the positivist
philosophical underpinnings of the research. The aim of the study is to test theory –
examination of power-responsibility equilibrium theory and construal level theory in the
privacy context. For this purpose, the study developed hypotheses based on prior literature
and created a conceptual framework and tested it using survey data. Hence, several principles
of deduction are applicable here. First, it involves a rigorous test of theory using a series of
hypotheses or testable propositions (Bryman & Bell, 2015). Second, by using constructs and
hypotheses, the study aims to understand the theory by reducing it to simple elements; in
other words the study follows the principle of reductionism (Saunders et al., 2012). Third, it
aims to clarify the causal relationships between the constructs (Collis & Hussey, 2013).
Fourth, it operationalises concepts which can be measured using appropriate data collection
methods (Saunders et al., 2012). Fifth, the findings are used to reject, modify, or corroborate
theory (Dudovskiy, 2016). Sixth, by using appropriate sampling methods, it generalises the
findings to the larger population (Zikmund, 2003).
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4.4 Research Design
Research design is the general plan or the blueprint that is used to achieve aims of the study
(Bryman, 2016; Sekaran & Bougie, 2016). Saunders et al. (2012) categorise the nature of
research designs as exploratory, descriptive, and explanatory. Exploratory research aims to
explore issues in varying levels of depth in order to become familiar with the research area or
question to be studied. This may include a thorough review of the literature, conducting focus
group discussions or individual interviews, or interviewing subject experts. Exploratory
research “can even help in determining the research design, sampling methodology and data
collection method” (Singh, 2007, p. 64). However, exploratory research does not aim to
provide conclusive answers to the research question but provides basis for conclusive
research. The next two research designs – descriptive and explanatory, according to
Dudovskiy (2016) are two aspects of conclusive research design. Descriptive designs are
aimed at describing or providing an accurate profile of elements, persons or situation, causes,
or phenomena related to the research. The main purposes of descriptive designs are
considered as describing, explaining, and validating research findings (Dudovskiy, 2016).
Although descriptive designs shed light on a problem by describing it, these designs do not
establish or explain causal relationships. Explanatory or causal research, on the other hand, is
aimed at answering ‘why some variables have an effect on other variable/s’. Explanatory
research is used to determine the extent and the nature of cause and effect relationship
between variables. Causal study designs are instrumental in identifying causes behind
different processes and also assessing the impacts of change. Based on prior theories,
researchers hypothesise the direction and strength of causal relationship between variables.
Explanatory studies measure these variables and relationships and provide evidence to reject
or accept developed hypotheses.
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The study design: Both exploratory and explanatory designs are relevant to the current
study. First, the study employed a sequential exploratory research design. Initially, an
extensive review of literature was conducted to explore the research question. This
exploratory phase assisted in identifying previous literature, including research models,
theories, and findings related to the research question. This also facilitated development of
the research objectives, conceptual framework, and hypotheses. Further, this review assisted
in identification of instruments available for construct measurement. This was followed by
another exploratory stage, which was based on semi-structured interviews with individual
consumers in order to develop new measures for constructs that were not available in the
literature, and to adapt existing measures to the study context. This study is also exploratory
as it extends the existing PRE framework of privacy by including new constructs such as
corporate privacy responsibility, privacy empowerment and psychological distance of
privacy. There is a lack of knowledge on the directions and nature of causality (e.g.,
mediating or moderating) between these newly explored variables.
Second, this study is explanatory in nature as it tests and establishes the constructs and
hypotheses developed through the exploratory findings. The hypothesised cause and effect
relationships were measured based on objective and quantifiable methods. The data was
analysed using PLS-SEM. The PLS-SEM technique allows testing of complex theoretical
models that consist of multiple independent and dependent constructs (Hair Jr, Sarstedt,
Ringle, & Mena, 2012). It is a useful method for explaining variance and prediction of
relationships (Gefen, 2000). According to Hair Jr et al. (2017) the use of PLS-SEM is suitable
when the research is exploratory in nature and when the aim is to extend an existing structural
theory, or to predict key target constructs or identify key ‘driver’ constructs. The use of PLSSEM in this study is discussed further in section 4.11.
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4.5 Research Strategy
The research strategy of a study explains how the research questions are answered or research
aims are achieved (Collis & Hussey, 2013; Sekaran & Bougie, 2016). It depends on the
choice of research paradigm and the research approach taken by the researcher (Neuman,
2013). Research strategy is also determined by practical concerns such as amount of time,
financial capacity and other resources, access to potential data sources, and knowledge
capacity of the researcher (Bryman & Bell, 2015; Hair Jr, Wolfinbarger, Money, Samouel, &
Page, 2015). According to Denzin and Lincoln (2008), strategy is the methodological link
between the philosophical standpoint and subsequent choice of research methods. Literature
identifies several quantitative and qualitative strategies. Quantitative strategies usually align
with the positivist approach, which relies on quantitative measurement and statistical analysis
of data (Neuman, 2013). Experiments and surveys are two common strategies used in
quantitative research designs. Qualitative strategies align with the interpretivist approach,
where researchers are interested in collecting non-numerical empirical data for investigating a
social phenomenon in detail (Creswell, 2013). Use of ethnography, action research, grounded
theory, and narrative inquiry are some of the popular strategies used by qualitative
researchers (Conboy, Fitzgerald, & Mathiassen, 2012; Merriam & Tisdell, 2016; Sofaer,
1999).
Any particular research strategy is not considered superior or inferior. As mentioned
earlier, selection of a particular strategy should be rather based on the study aims,
philosophical standpoint, and resources available to the researcher. This study adopts a
quantitative survey strategy to address the research questions due to several reasons. As
mentioned earlier, this is a positivist study based on a deductive research approach.
Therefore, a quantitative strategy facilitates the positivist approach by allowing the researcher

105

to gather quantifiable data that can be analysed using descriptive and inferential statistics
(Saunders et al., 2012; Singh, 2007).
A popular method of collecting quantifiable data is using surveys. Survey
questionnaires are beneficial in gathering standardised data, in a short period, in an
economical way, providing accurate, valid, and reliable data for easy comparison, gathering
higher response rate, and addressing respondents’ queries instantaneously (Bryman & Bell,
2015; Easterby-Smith et al., 2015; Neuman, 2013). The survey data is widely used to explain
the relationships among variables and model these relationships (Saunders et al., 2012, p.
176). Hence, this is a popular strategy used in descriptive and explanatory research designs
(Johnson & Duberley, 2000). Surveys are also popular in social sciences in understanding
individuals’ perceptions—especially to capture attitudes and behaviours (Zikmund, 2003). By
using appropriate sampling methods, surveys are used to draw conclusions and generalise
findings to the whole population (Cavana et al., 2001; Dudovskiy, 2016). Therefore,
following a quantitative survey strategy is highly useful and duly appropriate for this study.

4.5.1 Self-administered survey
A survey-based questionnaire can be administered in two ways; namely self-completed and
interviewer-completed (Saunders et al., 2012). The self-administered questionnaires are
completed by the respondent without the presence of the researcher. The structured selfadministered surveys can be computer-based where surveys can be electronically sent via the
internet or intranet, or paper-based-surveys where survey is posted to respondent (mail or
postal survey) or delivered and collected by hand from individual respondents (delivery and
collection surveys). The interviewer-completed questionnaires involve the researcher to
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record the responses, either using a telephone survey or structured interviews where the
respondent is met on person face-to-face to record the responses.
This study employed a web-based self-administered questionnaire i.e., internet survey,
for data collection. Self-administered questionnaires are generally appreciated for their high
convenience to the respondent, which helps them to complete the survey at a convenient time
without interrupting their daily routines. It also enables the respondents to complete the
survey freely and anonymously, which helps to avoid social desirability bias or interviewer
bias (Baldauf, Reisinger, & Moncrief, 1999; Van de Mortel, 2008). In general, selfadministrated surveys are easy to implement, and time and cost efficient (De Vaus, 2002).
Internet surveys are placed on a particular website and are shared with relevant respondents.
Internet surveys have several advantages such as ability to reach diverse and large
populations, higher convenience, low costs (e.g., no travel costs), and being time saving (Hair
Jr et al., 2015).

4.6 Data Collection Instruments
Designing an accurate, relevant, and proper data collection instrument is an essential yet a
complex process in a research study (Zikmund, 2003). A key quality of a proper instrument is
that it should clearly indicate what is measured and how it is measured in relation to the
research questions of a study (Sekaran & Bougie, 2016). A researcher can either directly use
data collection instruments from the existing literature, adapt instruments from previous
literature to suit the study, or develop new instruments. This study adapts instruments for
most constructs, including privacy concerns, trust, regulatory protection, privacy
empowerment, and defensive behaviour from previous privacy studies. For some other
constructs such as psychological distance of privacy, new measurement instruments were
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developed. For this purpose, the study conducted a qualitative interview study prior to the
survey study. The full survey instrument of the study went through a rigorous validation
process.

4.6.1 Instrument validation process
This study adapted guidelines given by Churchill Jr (1979), Malhotra and Birks (2007) and
MacKenzie, Podsakoff, and Podsakoff (2011) for instrument development and validation.
The instrument validation procedure is illustrated in Figure 4.1 below and explained in the
following sections.
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Figure 4.1 Instrument development and validation process of the study

4.6.1.1 Defining conceptual domain
The first step of instrument development process involves defining the conceptual domain of
the constructs included in the study. It is essential that a clear and concise definition is given
to specify the nature of the construct in ensuring it is consistent with prior research, if any
(Hinkin, 1995; MacKenzie, 2003). MacKenzie et al. (2011) suggest two aspects of defining
the nature of a construct. First, it should specify the domain or the general type of property to
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which the construct belongs (e.g., a feeling, a perception, an action). Second, it should
specify the entity or the object to which it applies (e.g., a person, a process, a relationship).
Overall, a definition should be clear and concise without multiple interpretations, and should
not be overly technical.
A construct can be either specified as a single layer or a multiple layer higher-order
model, also known as a hierarchical component model, based on whether a focal construct
has sub-dimensions (Ringle, Sarstedt, & Straub, 2012). All the constructs included in the
study are unidimensional.

4.6.1.2 Item generation
The next step of measurement development includes generating a set of items to represent the
constructs. A researcher has multiple ways of developing items for the survey. These include,
selecting already existing items from the literature, developing items by reviewing literature,
deducing items from theoretical definitions of the construct, suggestions from the experts in
that particular field, and through conducting interviews or focus group discussions with a
sample of the representatives of the study population (Churchill Jr, 1979; Haynes, Richard, &
Kubany, 1995; Nunnally & Bernstein, 1994). Whatever the path a researcher takes to develop
measurement items, the final goal should be to: capture all aspects of the domain of the
construct, avoid items overlapping concepts outside the domain of the construct, be simple
and precise, avoid ambiguous and unfamiliar terms, and avoid items that consist of obvious
social desirability (MacKenzie et al., 2011).
For most constructs (i.e., privacy concerns, trust, privacy regulations, and defensive
behaviours), items were adapted from the literature. For the psychological distance of privacy
construct, new items were developed based on interviews with online consumers. The study
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conducted 30 semi-structured interviews with online shopping consumers in Australia.
Interview participants were selected based on convenient sampling. The semi-structured
interview guide can be found in Supplementary Material A. The characteristics of the sample
are indicated in Supplementary Material B. For the remaining constructs of the study (i.e.,
privacy empowerment and consumer perceptions of corporate privacy responsibility) some
items were partly adapted from previously validated instruments, and some items were newly
developed based on interviews.

4.6.1.3 Measurement model specification
A related theoretical exercise related to developing the conceptual definition of a particular
construct is establishing its measurement model (Christophersen & Konradt, 2012; Roy,
Tarafdar, Ragu-Nathan, & Erica, 2012). Measurement theory specifies the way a latent
construct is measured – either as reflective or formative based on the causal relationship
between the latent variable and its observed indicators (Hair Jr et al., 2017; Wong, 2013). As
depicted in Figure 4.2, the direction of causality of indicators differs.

Figure 4.2 Types of the measurement model

A reflective model decides its indicators; thereby the items are reflective of the
conceptual domain of the construct (Finn & Wang, 2014; Roy et al., 2012). As reflective
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indicators (also known as effect indicators) are caused by the same construct or as they stem
from the same theoretical domain, these indicators are highly correlated and indicate higher
internal consistency (MacCallum & Browne, 1993). Therefore, reflective items are mostly
interchangeable, and removing an item from the pool would not change the construct
meaning (Hair Jr et al., 2017).
In a formative model, causality takes the opposite side from construct to the manifest
indicators. Therefore, the causal or formative indicators cause or form the latent construct
(MacKenzie, Podsakoff, & Jarvis, 2005). In general, formative indicators do not co-vary and
they are not interchangeable (Henseler, Ringle, & Sinkovics, 2009). This is because causal
indicators capture a specific aspect of the latent construct. Omitting an indicator could change
the meaning of the construct (Hair Jr et al., 2017).
All the main constructs except control variables in this study are reflective in nature.
Further discussion on reflective and formative model evaluation can be found in section
4.11.3.

4.6.1.4 Scale purification and refinement: Q-sorting, pre-test, and pilot test
Several procedures were followed for scale purification and refinement, including Q-sorting,
pre-testing and conducting a pilot test.
First, the Q-sorting technique was used to establish the content validity of the
constructs (Brown, 1993; Nahm, Rao, Solis-Galvan, & Ragu-Nathan, 2002). Content validity
is concerned as to whether the items reflect the theoretical domain of the construct. On the
one hand, an individual measurement item should represent an aspect of the construct
domain. On the other, items collectively should represent the entire content domain of the
construct (Straub, Boudreau, & Gefen, 2004). Q-sorting is a subjective process in which a
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forced rank order procedure is used to cluster items into dichotomised categories. Q-sorting is
subjective in the sense that it depends on the judges’ point of view and it is a forced method
as it provides a specific number of categories in which items can be ranked. This is
considered a cost-effective, simple, and insightful method in assessing the content adequacy
and reliability of measurement development (Nahm et al., 2002). In this study, three judges
rated the measurement items under specific content categories based on the given theoretical
definition for each category. The judges were subject experts and also, they represented the
population of the study—online consumers. The Q-sorting process was required only for
three constructs; i.e., psychological distance of privacy, privacy empowerment and corporate
privacy responsibility, in which judges had to rate 17 items only. The responses of the Qsorting process ensured that stated items clearly represent the targeted constructs. The slight
word changes suggested for some items by three expert judges were incorporated into the
study.
Another step of the instrument scale purification included conducting a pre-test of the
questionnaire. The aim of instrument testing is to recognise and eliminate flaws and
weaknesses in the instrument (Hair Jr, Black, Babin, & Anderson, 2014; Malhotra, 2012). A
poorly constructed questionnaire might cause respondents to misinterpret questions, and
falsify answers. It can increase missing responses, and even offend the respondents (Bowden,
Fox-Rushby, Nyandieka, & Wanjau, 2002).
For the pre-testing stage, the survey questionnaire was distributed among 21
respondents, including subject experts, PhD students in a Business Faculty, and online
consumers. Feedback was requested on the representativeness, understandability, clarity, item
wording, appropriateness of instructions, item sequence, length and completion time,
familiarity with respondents, readability, and layout (MacKenzie et al., 2011; Malhotra,
2012). Table 4.1 identifies some of the feedback received from the pre-test stage.
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Table 4.1 Respondents’ feedback from the pre-test
“The introduction provided at the beginning of the survey is too long. Make it
shorter.”
“Would like to see a progress bar indicating completion level of the survey.”
“Include only few questions in a page. Otherwise readers have to scroll down all
the time.”
“Make the questions shorter. See the highlighted questions.”
“Giving examples is helpful in some cases. For instance, questions on privacy
concerns are easy to comprehend (e.g., Online sellers share my personal
information with different parties without my agreement e.g. with marketers).

After revising the survey instrument reflecting the comments and feedback collected
from the pre-test, it is recommended to conduct a pilot study (Clark & Watson, 1995). The
aim of the pilot study is to ensure reliability and validity of the construct measurements,
ensure the instrument contains only the most parsimonious items, assess response rate, test
targeted data analysis techniques, and identify any further flaws or difficulties in completing
the survey questionnaire (Bailey & Pearson, 1983; Zikmund, 2003). This can be considered a
dry run of the main survey. The pilot study was conducted using a web-based questionnaire.
Respondents were recruited via a third-party research panel and the sample consisted of 75
online shopping consumers. After checking for scale reliability and validity via the pilot
study, the final survey was conducted (see section 4.9 for details).
Overall, above scale purification and refinement procedures helped to establish the
content and face validity, clarity, and feasibility of the survey questionnaire.
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4.6.1.5 Evaluate scale reliability, validity and predictive relationships
Further scale validation was conducted using the final dataset. Initially, an exploratory factor
analysis (EFA) was performed to examine the factor structure and unidimensionality of the
theoretical constructs (Tabachnick & Fidell, 2013). A detailed discussion on EFA is provided
in section 4.10.5. Confirmatory factor analysis (CFA) provides superior methods of
evaluating unidimensionality and scale reliability (Anderson & Gerbing, 1988). This study
used SEM as the main data analysis technique and CFA is embedded in the SEM
measurement (Schreiber, Nora, Stage, Barlow, & King, 2006). SEM includes evaluating the
internal consistency reliability (i.e., Cronbach’s alpha, composite reliability) and validity (i.e.,
convergent and discriminant validity) of the measurement model. The proposed constructs
and measures were further evaluated by assessing the linear relationships between latent
constructs (i.e., structural model) (Chin, 2010; Wong, 2013). The measures included the
estimation of path coefficients (β), the coefficient of determination (R2), effect size (f2), and
predictive relevance (Q2). A detailed discussion on the evaluation of these measures can be
found in section 4.11.3 (measurement model) and 4.11.4 (structural model).

4.6.2 Instruments of the study
The following table (Table 4.2) provides all the measurement instruments used in the study.
The table also provides the source and scale for each indicator. As can be seen in Table 4.2,
all the constructs were measured using multiple items to capture the theoretical domain of
each construct (Churchill Jr, 1979). In this study, the items were operationalised using the
Likert scale (Likert, 1932) as it is considered one of the best scales to measure latent
variables (Clason & Dormody, 1994), an easy way to gather data from the survey method
(Viswanathan, Sudman, & Johnson, 2004), and highly appropriate for data analysis using
SEM (Tabachnick & Fidell, 2013). Other advantages of Likert scale measures include
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simplicity, ease, and being straightforward to answer (De Vaus, 2002; Neuman, 2013).
Another reason to use Likert scale is that it is being applied widely in privacy research,
especially to measure constructs involved in this study.
This study used a seven-point Likert scale e.g., strongly disagree (1) to strongly agree
(7) for all the main constructs for several reasons. First, it provides a more accurate measure
of respondents’ true evaluation or captures the subtle degrees of their responses (Cox III,
1980). A study evaluating a range of Likert-scales (e.g., two-point, five-point, seven-point)
by Diefenbach, Weinstein, and O'reilly (1993) found that seven-point scale performed best in
terms of ease of use and accuracy and was better with subjective opinions. Second, the
adding of higher-order scales is found to be high in reliability—some scholars consider
seven-point to be the optimal number in this matter (Nunnally & Bernstein, 1994; Preston &
Colman, 2000). Third, seven-point can be more accurate in capturing moderator effects; other
scales, for instance, the five-point scale, are found to be too coarse for this purpose (Russell
& Bobko, 1992). Finally, some scholars consider seven-point scales are more appropriate for
unsupervised questionnaire surveys; for instance, electronically distributed surveys (Finstad,
2010).
Apart from the Likert scale items, a few other questions in the survey included a choice
to be selected from a list of options such as gender, education level, and employment status.
These questions were related to the control variables of the model.
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Table 4.2 Instruments used for the study
Construct

Measurement Items

Source

Privacy

I am concerned that: My online behaviour and activities (Lee et al., 2015; Miltgen et al., 7-point

Concerns

can be monitored/tracked without my permission

2016; Mousavizadeh et al., 2016)

I am concerned that: Online sellers are collecting
personally identifiable information without my permission
(e.g. behavioural data)
I am concerned that: Online sellers could use my personal
information for other purposes without my authorisation
(e.g. for advertising)
I am concerned that: Online sellers share my personal
information with different parties without my agreement
(e.g. with marketers)
I am concerned that: Online sellers could store my
personal information for years without my permission
I am concerned that: Online sellers could create a detailed
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Measurement Scale

(strongly

Likert

scale

disagree

strongly agree)

–

profile about me using personal data from various sources
(e.g. social media data) without my knowledge
Privacy

I have control over what happens to my personal (Cheshire,

Empowerment

information once it is given to online sellers

Antin,

&

Churchill, 7-point

2010; Kim & Kim, 2011; Xu et al., (strongly

I have choices as to how my personal information is used 2011; Youn, 2009)

Likert

scale

disagree

–

strongly agree)

by online sellers beyond transactions
I am highly aware of technologies or practices used by
online sellers which may invade my privacy
I feel confident protecting my online privacy
I have significant influence over how my personal
information is used by online sellers*
Overall, I feel helpless about how online sellers collect and
use my personal information (reverse coded)*
Consumer

Online sellers provide clear and understandable terms and (Awad & Krishnan, 2006; Lwin et 7-point

Perceptions of

conditions about how my information is used (e.g. clear al., 2007; Son & Kim, 2008)

(strongly

Corporate

privacy policy)

strongly agree)
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Likert

scale

disagree

–

Privacy

Online sellers always take my consent before collecting or

Responsibility

using my personal information for different purposes
Online sellers’ use of my information is transparent
Online sellers’ use of my information is ethical*
Online sellers’ use of my information is fair
Online sellers act responsibly in protecting my privacy*

Privacy

Existing laws in Australia are sufficient to protect my (Dinev, Xu, Smith, & Hart, 2013; 7-point

Regulations

online privacy

Lwin et al., 2007; Xu et al., 2011)

The government is doing enough to ensure consumers are
protected against online privacy violations
The law is capable of governing practices of how online
sellers collect, use, and protect my information
There are strong international laws to protect personal
information of individuals on the Internet
Third-party seals

and

certificates (e.g. TrustMark,

TRUSTe, SSL) are able to ensure my online privacy
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(strongly

Likert

scale

disagree

strongly agree)

–

Trust

I trust online sellers keep my best interests in mind when (Dinev et al., 2006; Malhotra et al., 7-point
dealing with my information

2004)

Online sellers handle my personal information in a

(strongly

Likert

scale

disagree

–

strongly agree)

competent manner
Online sellers are honest in using my information
Online sellers are predictable regarding the usage of my
information
The Internet is a safe and reliable place to exchange
information with online sellers
Defensive

Refuse to give information to online companies when you (Lwin et al., 2016; Lwin et al., 7-point

Behaviours

think it is too personal

2007; Youn, 2009)

Use online sellers who do not ask for too much
information
Falsify some of your personal information when asked by
online companies
Provide incomplete information
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Likert

(never – always)

scale

Use measures to avoid sellers tracking your browsing
behaviour (e.g. delete cookies)
Use software or applications (e.g. ad blockers or VPN
tools) to protect online privacy
Psychological

At the time of online shopping, how distant is the concept Developed for the study

7-point Likert scale (very

Distance

of privacy in your mind?

close – very distant)

When shopping online, how real or hypothetical does the

7-point Likert scale (very

risk to your privacy seem in your mind?

real – very hypothetical)

When compared to physical shopping, how abstract do you

7-point Likert scale (very

feel the concept of privacy is when shopping online?

concrete – very abstract)

Do you consider, privacy as a significant thing for

7-point Likert scale (very

people…

similar to you – very
dissimilar to you)

Overall, how abstract do you feel the concept of privacy is

7-point Likert scale (very

when shopping online? (concrete= easy to imagine,

concrete – very abstract)

abstract= difficult to imagine)
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E-commerce

On average, how often do you shop online?

(Lee et al., 2015)

at all – almost every day)

Frequency
Internet

7-point Likert scale (not

How long have you been using the internet?

(Li et al., 2010)

7-point Likert scale (less
than a year – more than

Experience

10 years)
Past Privacy

How often have you experienced what you felt was an (Lee et al., 2015)

7-point Likert scale

Experience

invasion of privacy?

(never – always)

Sensitivity of

How sensitive is the information requested or collected by (Kehr et al., 2015)

5-point Likert scale (not

Information

online sellers?

sensitive at all –
extremely sensitive)

Employment

What is your current employment status?

Choice set (Employed
full-time, Employed part-

Status

time, Casual work, Selfemployed, Student,
Carer, Unemployed/
unable to work, Retired)
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Ethnicity

What ethnicity do you most strongly associate yourself

Choice set (Caucasian/

with?

White, Asian, Black,
Arab, Pacific Islander,
Hispanic, Indigenous or
Aboriginal, Latino,
Multiracial, Would rather
not say, Other)

Age

How old are you?

Choice set (Under 18, 18
– 24, 25 – 34, 35 – 44, 45
– 54, 55 – 64, Over 65
Years)

Gender

What is your gender?

Choice set (Male,
Female, Other)

Education

Please indicate your education level

Choice set (No schooling
completed, School

Level

certificate (Year 10),
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High school certificate
(HSC Year 12),
Trade/technical training
(e.g. TAFE), Some
university completed,
Undergraduate degree
(e.g. Bachelors),
Postgraduate degree (e.g.
Masters/PhD))
* indicates items developed for this study
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4.7 Sample Design
The population of a research is associated with either an entire group of people, events, or
things of interest with the aim of investigating these (Sekaran & Bougie, 2016). A sample is a
carefully identified segment of the population, selected to draw conclusions that are
generalisable to the population from which it was taken (Dudovskiy, 2016; Sekaran &
Bougie, 2016). Sampling refers to the process of selecting a segment from a large population
to represent the target population. As shown in Figure 4.3, this process includes several
important steps (Malhotra & Birks, 2007; Singh, 2007).

Figure 4.3 Sample design of the study

The first step of sampling includes identifying the target population of the study. This
study focuses on consumer privacy concerns in the e-commerce context. Therefore, the target
population of this study is the e-commerce users or online shopping consumers. There are
different kinds of online shopping and this study is based on the B2C online shopping
context, which is the sampling unit of this study. A unit of analysis is referred to as “the
person who answers an interviewer’s questions or provides answers to written questions in a
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self-administered survey” (Zikmund, 2003, p. 175). The unit of analysis of this study is the
individual online shopping consumers. The extent of the population refers to the
geographical boundaries of the sample unit; in this case, online shopping consumers in
Australia.
The next step involves determining the sampling frame. It is the list of all the cases or
the ‘working population’ from which the samples can be drawn (Easterby-Smith et al., 2015;
Saunders et al., 2012). Some scholars identify sample frame as the investigator’s own
operational perspective of the target population (Kalleberg, Marsden, Aldrich, & Cassell,
1990). According to Sekaran and Bougie (2016), social science researchers rarely have access
to the whole target population in which a sample can be drawn. In this study, the researcher
does not have a complete list of online shopping consumers in Australia to randomly select a
set of samples. This study collects data using a third-party online research panel. Therefore,
the study relies on the sampling frame of this online recruitment panel from which the
samples are randomly selected.
The next step of sampling process is to identify the sampling technique. From a
generalisability standpoint, a researcher needs to decide between probability and nonprobability sampling. Probability sampling allows each sample e.g., an individual in the
population, the equal chance of being selected, whereas non-probability sampling does not
(Cavana et al., 2001). When compared to non-probability or convenient sampling, probability
sampling provides a better representation of the target population and research findings can
be accurately generalised across the population. This sampling method is preferable from a
statistical point of view, considering the quantitative nature of the data analysis. Several
random sampling techniques are available, including unrestricted probability sampling i.e.,
simple random sampling and restricted probability sampling methods such as systematic,
stratified, and cluster random sampling (Sekaran & Bougie, 2016).
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This study used the simple random sampling technique which allows all elements in the
population the equal chance of being selected as a subject. In this technique, an element is
selected independently of all other elements from the sampling frame and therefore, it is
considered the least biased and most generalisable method for sample selection. As
maintained by Gravetter and Forzano (2011, p. 90) “the logic behind simple random
sampling is that it removes bias from the selection procedure and should result in
representative samples.” The use of simple random sampling technique was highly feasible in
this study due to the use of a research panel. This research company distributes the survey
link to their members and anybody who qualifies to participate gets the chance to complete
the survey. Once the targeted number of survey questionnaires were completed, the research
company stopped collecting further responses.
The next step of the process is to select an appropriate sample size. This is an important
step in order to make accurate inferences about the population. Inability to select an adequate
number of samples can have detrimental effects on the sampling error, statistical power, and
parameter estimates (Hair Jr, Black, et al., 2014; Tabachnick & Fidell, 2013). The decision to
select a specific number of samples is based on several factors including research model (e.g.,
number of constructs), data analysis technique, and feasibility (e.g., cost) (Hair Jr et al., 2015;
Saunders et al., 2012). Considering the data analysis method of this study, which is PLSSEM, several scholars have maintained adhering to an ‘absolute sample size’. In general,
many of the researchers agree that it is not suitable to perform SEM with fewer than 100
samples and a sample size of around 200 samples would provide adequate support for
accurate results (Byrne, 2010; Chou, Teng, & Lo, 2009; Gerbing, Hamilton, & Freeman,
1994; Kline, 2011).
Some researchers, on the other hand, depend on sample-variable ratios. For instance,
Bentler and Chou (1987) maintain the ratio should be five subjects per variable. Hair Jr et al.
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(2017) provide a rough guideline based on the 10-time rule: sample should be equal to the
larger of either (1) 10 times the largest number of formative indicators used to measure one
construct or (2) 10 times the largest number of structural paths directed at a particular latent
construct in the structural model. According to these criteria, there should be a minimum of
70 samples in this study.
Another method of selecting a sample size is G* power analysis (Faul, Erdfelder,
Buchner, & Lang, 2009; Faul, Erdfelder, Lang, & Buchner, 2007). It is based on effect size,
standard error, power, and the number of predictors of the study. Sample size was calculated
using G* power software (http://www.gpower.hhu.de/). With a statistical power of 95% and
5% probability of error, it is required to have a minimum of 146 samples (see Figure 4.4).
The final dataset of the study, after verifying quality and suitability (e.g., speeders, outliers)
consisted of 363 samples. This sample size is highly adequate compared to the minimum
sample size requirement suggested by PLS-SEM requirements or G* power analysis.
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Figure 4.4 Sample size calculation based on G* power

4.8 Time Horizon
Researchers select between two time horizon types: cross-sectional and longitudinal. Crosssectional studies collect data only once or in one wave and might last for days or weeks. It is
called a one-shot study, in which data is collected to provide a snapshot of a phenomenon of
interest at a specific time frame (Sekaran & Bougie, 2016). In contrast, longitudinal studies
are conducted at more than one point in time or in different waves. These aim to explore a
certain phenomenon over a certain period by repeatedly collecting data to identify changes
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(Sekaran & Bougie, 2016). Considering the nature of the study, a cross-sectional design was
preferred. Cross-sectional design is appropriate for reaching a large sample within a short
time span and it’s less expensive and easy to administer (Bordens & Abbott, 2017; Zikmund,
2003). This study used a survey strategy, and surveys are highly considered in cross-sectional
design (Easterby-Smith et al., 2015). However, there are some limitations in cross-sectional
studies. They are discussed in limitations of the study (section 6.6).

4.9 Deployment of Final Survey
As mentioned earlier, this study employed a self-administered online survey for data
collection. It was a decision taken based on the research philosophy, research design, sample
size, cost-effectiveness, convenience, and feasibility (Saunders et al., 2012). The final survey
was developed in the Qualtrics® online platform. Feedback received from the respondents in
previous data collection stages was accommodated to enhance the overall layout,
functionality, appearance, and accuracy of the final online survey.
The respondents were recruited from a third-party online research panel. Research
panels are considered valuable for internet-based surveys in which it is possible to obtain
random samples. These panels include “individuals pre-recruited via a probability-based
sampling methodology, from which sub-samples can be drawn according to a researcher’s
specification” (Fricker, 2008, p. 203). The data was collected in May, 2018.
The respondents were selected based on whether they are above the age of 18 years and
whether they have done online shopping within the last three months in Australia. The survey
started by briefly introducing the aims and requirements of the study. Detailed information
about the study was provided through a downloadable link. Initially, two questions verified
the age of the respondents and that they had done online shopping within the last three
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months. Survey questions were distributed into seven web pages and a progress bar indicated
the completion level.
To ensure the data quality, two attention-checking questions were included. Inability to
answer these questions correctly disqualified a respondent automatically. When a respondent
successfully completed the survey, a thanking message was displayed.

4.10 Preliminary Data Analysis
The aim of this section is to introduce preliminary data analyses techniques that were used
prior to the main data analysis using PLS-SEM. The preliminary analyses included data
screening to identify missing values and data quality, normality of data, outliers and linearity,
conducting factor analysis, and checking for non-response bias, common method bias, and
endogeneity bias. The study used IBM SPSS 21 software for preliminary data analysis.

4.10.1 Missing values and data quality
Data screening is an essential first step of data analysis. Missing data can cause serious
problems for data analysis and interpretation (Cohen & Cohen, 2009). In this study,
answering all questions/items was mandatory. In case a respondent missed answering an item
the online platform automatically highlights the relevant item and precludes moving to the
next section of the survey. This ensured that there are no missing values in the data set.
However, this was further verified by conducting descriptive statistics such as checking
minimum and maximum values and frequency distribution. Moreover, the study ensured data
quality by checking flatlines and speeders manually. This means that respondents who
provided the same answer to all items and completed the survey in less than five minutes
were excluded from the analysis.
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4.10.2 Outlier analysis
An outlier is defined as “a case with such an extreme value on one variable (a univariate
outlier) or such a strange combination of scores on two or more variables (multivariable
outlier)” (Tabachnick & Fidell, 2013, p. 72). Presence of outliers in a data set can negatively
affect data normality and can distort statistical results (Hair Jr, Black, et al., 2014). In this
study, outlier detection was conducted at two levels. For univariate outlier detection –
identifying extreme values on a single variable— boxplot analysis was conducted using SPSS
(Pallant, 2013). The boxplot indicates significant outliers using an asterisk (*) sign. For
multivariate outlier detection – combination of extreme values in two or more variables –
Mahalanobis distance statistic was used (Kline, 2011). It is considered that a Mahalanobis D2
distance value larger than 1 identifies potential outliers (Tabachnick & Fidell, 2013). The
study removed both univariate and multivariate outliers prior to remaining data analyses.

4.10.3 Assessment of normality
Normality measures whether the data is normally distributed among the sample without
having excess high or low scores (Hair Jr, Black, et al., 2014). Normality is a key assumption
in multivariate data analysis. Normality can be assessed using skewness and kurtosis.
Skewness is associated with the symmetry and kurtosis with the peakedness of a distribution.
Positive values of skewness indicate a pile-up of scores on the left of the distribution,
whereas negative values indicate a pile-up on the right. Positive values of kurtosis indicate a
pointy and heavy-tailed distribution, whereas negative values indicate a flat and light-tailed
distribution (Tabachnick & Fidell, 2013). High skewness or kurtosis influences data
normality and can have adverse effects on estimation and standard errors (Baumgartner &
Homburg, 1996; Hall & Wang, 2005). A skewness value within the range of -1 to +1 is
acceptable for normal distribution of data (Hair Jr et al., 2017). For kurtosis, some scholars
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maintain a value within the range of -3 to +3 is acceptable (DeCarlo, 1997; Kline, 2011). The
results of the normality tests are indicated in Chapter 5.

4.10.4 Assessment of multicollinearity
Multicollinearity occurs when there are two or more constructs highly correlated with each
other (Byrne, 2010). This causes confusion in understanding how a particular variable is
explained by another variable and specifying any variable’s effect becomes increasingly
difficult (Hair Jr, Black, et al., 2014). Therefore, multicollinearity can have harmful effects on
SEM results. Data can be assessed for multicollinearity using Variance Inflation Factor
scores (VIF). A VIF value above 5 is considered to reflect multicollinearity (Hair Jr, Sarstedt,
Hopkins, & Kuppelwieser, 2014). Similarly, a very high correlation between variables with a
value above 0.90 is an indicator of multicollinearity (Tabachnick & Fidell, 2013). The results
of multicollinearity are indicated in Chapter 5.

4.10.5 Exploratory factor analysis
An EFA was performed to examine the factor structure and unidimensionality of the
theoretical constructs. EFA does this by reducing and summarising unrelated items (Hair Jr,
Black, et al., 2014). EFA reduces variables by grouping correlated variables and by
identifying sub-factors that emphasise a set of items. Conducting an EFA is recommended for
new scale development and validation (Byrne, 2010).
This study conducted an EFA based on principal component analysis with Varimax
rotation and Kaiser Normalisation. Principal components method was chosen to maximise the
variance extracted and determine the most parsimonious set of items (Tabachnick & Fidell,
2013). On the other hand, results of orthogonal rotation methods such as varimax are
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considered straightforward to interpret and report (Pallant, 2013). The analysis extracted
seven components with an explained variance of 62.50 percent. The EFA rotated factor
matrix did not indicate factor loadings less than 0.40 on the relevant factor. Therefore, the
study did not drop any items from the survey instrument. Moreover, a Kaiser-Meyer-Olkin
Measure of Sampling Adequacy (KMO) (Kaiser, 1974) value over 0.60 and Bartlett’s Test of
sphericity (BTOS) (Bartlett, 1950) significance value less than 0.04 are the minimum cut-off
for ensuring data quality for factor analysis (Pallant, 2013). The results indicated that KMO
index of sampling adequacy was excellent (KMO = 0.948) and BTOS was significant (p =
0.000).

4.10.6 Assessment of common method variance (CMV)
Common method variance is concerned with measuring numbers of different constructs using
the same method (Podsakoff, MacKenzie, & Podsakoff, 2012). The covariance between
constructs may be attributable to the fact that those constructs share the same method of
measurement (Podsakoff, MacKenzie, Lee, & Podsakoff, 2003). Especially, this is a concern
when both dependent and independent measures are derived from the same respondents
(Chang, van Witteloostuijn, & Eden, 2010). CMV can bias parameter estimates of construct
relationships either by inflating, deflating, or showing no effect (Craighead, Ketchen, Dunn,
& Hult, 2011; Siemsen, Roth, & Oliveira, 2010).
The study controlled for CMV using ex ante and ex post measures (Chang et al., 2010).
Prior to the data collection, the study ensured the anonymity and confidentiality of responses
and communicated to respondents that the data is analysed at an aggregate level and used
only for research purposes. Post-data-collection, the Harman single-factor test (Podsakoff et
al., 2003) was used to check the influence of CMV. If this single factor explains more than
50% of the covariance in the independent and dependent variables, it reflects common
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method bias in the data (Podsakoff & Organ, 1986). The study found that the maximum
variance explained by any one factor was only 37.80%, an indication of an absence of
common method bias.

4.10.7 Assessment of non-response bias
Non-response bias is another concern for survey research. Non-response bias occurs when
“there is a fundamental difference between responders (i.e., people who complete the
instrument) and nonresponders (i.e., people who do not complete the instrument) that affects
the analysis and interpretation of results. In other words, specific types or groups of people
were less likely to complete the instrument” (Chin & Lee, 2008, p. 164). Therefore, certain
types of respondents maybe under-represented in the dataset.
The study checked for non-response bias following Armstrong and Overton’s (1977)
guidelines, by comparing early versus late responders. For this purpose, the study compared
the first and last twenty-percent of the respondents for each construct using t-test (Tsou &
Hsu, 2015). The results did not indicate significant difference and it was concluded that there
is no systematic response bias.

4.10.8 Assessment of endogeneity bias
Endogeneity bias is linked with model misspecification and/or the recursivity of a structural
model, mostly in cases of cross-sectional data (Lai, Sun, & Ren, 2018). According to Queiroz
and Wamba’s (2019, p. 75) view, endogeneity bias can occur as “cross-sectional data can
result in a misspecified model because the variance in an exogenous variable can be
endogenous to the model.” The study tested for endogeneity bias using Ramsey regression
equation specification error test (Lai et al., 2018; Queiroz & Wamba, 2019). The results
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indicated that there was no effect of endogeneity bias in the data as the result was not
significant (p > 0.05).

4.11 Main Data Analysis: Partial Least Squares Structural Equation
Modelling
This study tested the research model and hypotheses presented in Chapter 3 using PLS-SEM.
This section discusses the rationale for choosing PLS-SEM and how the a priori-developed
measurement and structural models were tested using PLS-SEM.
SEM is a second-generation multivariate analysis technique which can simultaneously
analyse relationships among multiple independent and dependent latent variables (Byrne,
2010). Compared to first generation techniques e.g., multiple regression or factor analysis,
which primarily examine single relationships, SEM is capable of accommodating multiple
variables and estimating causal relationships among them (Gefen, Straub, & Boudreau,
2000). SEM is increasingly being applied in complex causal modelling and has become
highly popular in several fields including marketing, information systems, and management
research (Hair Jr et al., 2017; Henseler et al., 2009). Fornell (1987) identifies that SEM is an
amalgamation of psychometric theory and econometric methods, namely confirmatory factor
analysis and structural equations modelling respectively. Therefore, SEM concurrently
assesses the measurement model— the relationship between a latent variable and observed
indicators, and the structural model— the relationship between latent constructs
(Diamantopoulos, 1994; Gerbing et al., 1994; Jöreskog & Sörbom, 1981). SEM includes two
approaches; namely covariance-based (CB-SEM) and partial least squares SEM (PLS-SEM).
This study employed PLS-SEM approach.
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4.11.1 Justification for using PLS-SEM
This section discusses the rationale for selecting PLS-SEM over CB-SEM. Both methods
serve different purposes, and therefore, their attributes and differences need to be clearly
identified to apply correct method and generate accurate results. From a broad philosophical
view, the aim of CB-SEM is theory testing, confirmation, or comparison while the aim of
PLS-SEM is prediction and theory extension or development (Hair Jr, Ringle, & Sarstedt,
2011; Hair Jr, Risher, Sarstedt, & Ringle, 2019). Hence, CB-SEM is more applicable where
prior theory is strong, and PLS-SEM where there is lack of theory or knowledge about
structural relationships, or otherwise when the research is exploratory in nature (Anderson &
Gerbing, 1988; Henseler et al., 2009). These two approaches also differ as, “PLS-SEM is a
causal modelling approach aimed at maximising the explained variance of the dependent
latent constructs. This is contrary to CB-SEM’s objective of reproducing the theoretical
covariance matrix, without focusing on explained variance” (Hair Jr et al., 2011, p. 139).
Hence, the underlying process of developing theory in the PLS-SEM is based on explaining
and predicting the variance in dependent variable(s) of the theoretical model (Hair Jr et al.,
2017; Rigdon, 2012).
Using PLS-SEM is a considered appropriate and advantageous for its ability to work
with either smaller or much larger samples. While some scholars have showed PLS can be
performed with a small sample size low as 50 (Chin, Marcolin, & Newsted, 2003; Chin &
Newsted, 1999), some scholars recommend using the 10-times rule (i.e., ten times the largest
number of formative indicators or number of structural paths directed at a construct) or using
power analyses (Hair Jr et al., 2017). PLS also displays greater flexibility with regard to the
distribution of data; robust model estimations can be achieved with normal as well as highly
non-normal data (Ringle, Götz, Wetzels, & Wilson, 2009). It should be noted that significant
outliers and collinearity issues, however, can negatively impact PLS results. PLS algorithm
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can be performed well with metric data on a ratio or interval scale. Use of Likert scale data,
that has high propensity for distribution issues, is a better choice when used with PLS than
CB-SEM. PLS can also accommodate ordinal data with equidistant data points and also
binary coded data such as categorical control variables (e.g., gender).
PLS overcomes some serious model complexity and measurement issues found in CBSEM. PLS can estimate highly complex models with multiple latent constructs and
indicators. According to Hair Jr et al. (2017, p. 28), when sample requirements are met,
“PLS-SEM can handle models of almost any size, including those with dozens of constructs
and hundreds of indicator variables.” PLS is considered the primary approach for dealing
with formative measurement models and it is also capable of simultaneously handling
formative and reflective variables easily (Hair Jr, Sarstedt, & Ringle, 2019; Mateos-Aparicio,
2011). Although CB-SEM too can handle formative measurements, it requires adhering to
distinct specifications, which limits its ability to perform (Rigdon, 2014). PLS is also capable
of dealing with latent constructs having a small number of indicators—even a single indicator
construct. However, it cannot handle circular relationships or causal loops (Hair Jr et al.,
2017).
Considering the differences of the two approaches, this study selected PLS-SEM for
following reasons:


Purpose and nature of the study: This study explores why consumers are
increasingly worried about their privacy and why they behave defensively by
extending the PRE framework of privacy. Therefore, the main objective of this study
involves prediction. This study is exploratory in nature as it integrates corporate
privacy responsibility, privacy empowerment, trust, and psychological distance of
privacy into the PRE framework of privacy. Also, this study involves development of
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new constructs and measurement models. In this background, PLS-SEM is the most
suitable method as it is appropriate for new theory development, theory extension, or
when there is lack of knowledge about the structural relationships and measurement
of the constructs. Also, PLS-SEM is considered suitable for both prediction and
explanatory research.


Model complexity: The proposed model of the study can be considered as complex.
The model includes 7 latent variables with 48 indicators and 9 control variables.
Further, the model includes direct, mediating, and moderating relationships. PLSSEM is highly recommended for complex modelling.



Measurement model specification: The latent constructs in this model are specified
as reflective. However, the control variables e.g., gender, education, employment
status, are specified as formative measures. PLS is suitable for this study as it can
easily handle reflective and formative constructs at the same time.



Data Distribution: In this study all the latent constructs are measured using Likert
scales. Likert scales are known for normality issues; due to most participants’
tendency to select the same response scale, it causes the score distribution to be highly
peaked (Byrne, 2010; Kaplan, 2009). Unlike in CB-SEM, which relies on the
multivariate normal distribution of data, PLS is very flexible in terms of data
distribution and error terms. PLS is the appropriate option for better parameter
estimation with non-normal data distributions as in Likert scales (Chin & Newsted,
1999; Hair Jr et al., 2011).



Sample size: As mentioned in the earlier discussion, PLS-SEM can handle both low
and higher sample sizes. This study includes 363 samples and PLS-SEM has no issues
in producing stable results.

139

Use of PLS is not without limitations (Hair Jr et al., 2017; Hair Jr et al., 2011). This
method’s focus over maximising partial model structures is considered unfavourable. PLS
algorithm initially optimises the measurement model and then estimates the path coefficients
in the structural model. Hence, findings can be interpreted only after assessing and dealing
with measurement model characteristics and issues. PLS also has limitations in theory testing
and confirmation as there is no agreement between scholars regarding the measures of global
goodness of fit. In addition, parameter estimation in PLS in terms of bias and consistency is
considered to be non-optimal. However, this issue is identified to be significantly
undifferentiated between CB-SEM and PLS (Reinartz, Haenlein, & Henseler, 2009). Also,
this issue has minor practical implications because a larger sample size and multiple
indicators per latent variable are able to correct consistency and bias issues (Kaplan, 2009;
Tabachnick & Fidell, 2013). Another limitation of PLS is that it cannot accommodate circular
relationships. However, this limitation has no relevance to this study.

4.11.2 PLS-SEM process and algorithm
Several steps are involved in the PLS-SEM analysis process (see Figure 4.5). PLS algorithm
follows a two-stage process which includes the evaluation of the measurement model and
structural model (Hair Jr et al., 2011; Henseler et al., 2009). The structural model, also known
as the inner model, is the relationship between latent constructs connected based on a relevant
theory. Measurement model, also known as the outer model, identifies the relationship
between a latent construct and its observable indicators. First, the algorithm standardises all
the variables. Then it uses the data for each indicator and iteratively determines the
measurement model and construct scores. In the next step, it calculates predictive power of
path coefficients or relationship between latent constructs along with R2 value—the explained
variance of all endogenous constructs (Hair Jr et al., 2017, p. 99).
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Moreover, researchers can use the bootstrapping procedure to identify whether the path
coefficients are significant. PLS-SEM is a non-parametric analysis method. Hence, it uses a
non-parametric bootstrapping procedure (Davison & Hinkley, 1997; Efron & Tibshirani,
1993). This approach employs repeated random sampling using replacement from the original
sample. The aim is to obtain standard errors to test hypotheses by enabling researchers to
determine the level of significance of path model relationships or path coefficients (Henseler
et al., 2009).
Evaluation procedures of the measurement and structural models are discussed in the
following sections. The results of the main data analysis, including the evaluation of
measurement and structural models, are discussed in Chapter 5.

Figure 4.5 PLS-SEM process (adapted from Hair Jr et al. (2017))
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4.11.3 Evaluation of measurement model
Latent or unobserved variables are measured using manifest or observed variables known as
indicators. The measurement model identifies the indicators for latent constructs in the path
diagram. PLS identifies two ways of modelling the relationship between construct and
indicators – reflective and formative. In the case of reflective measurement models, the latent
construct causes the indicators, and these indicators reflect the effects of the latent construct
(MacCallum & Browne, 1993). This relationship is identified as a ‘loading’. Reflective
indicators are highly correlative. Also, they are interchangeable and therefore any item can be
removed without changing the meaning of the construct. In the case of formative
measurement models, the latent construct is caused by the indicators and therefore the
construct becomes the ‘consequences’ of indicators (MacKenzie et al., 2005). Formative
indicators do not usually correlate and dropping one indicator can change the conceptual
domain of the construct (Henseler et al., 2009). This relationship is identified as a ‘weight’.
Whether it is a reflective model or a formative model, it is necessary to establish the validity
of the measurement model (Hair Jr, Sarstedt, et al., 2014). The assessment of the
measurement model takes the nature of a confirmatory factor analysis. Therefore, the
evaluation of the measurement model also finalises the scale development and validation
process.

4.11.3.1 Assessment of reflective measurement model
Assessment of the reflective measurement model includes evaluating internal consistency
reliability (i.e., Cronbach’s alpha, composite reliability) and validity (i.e., convergent and
discriminant validity) (Hair Jr et al., 2017; Hair Jr, Risher, et al., 2019).
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Internal consistency reliability
Reliability is concerned with the consistency, or the repeatability, of a measurement
(Hair Jr, Black, et al., 2014). Reliability provides a gauge of the random measurement
error inherent in a particular scale (Ruekert & Churchill Jr, 1984). Internal
consistency reliability can be measured using Cronbach’s alpha (CA) and composite
reliability (CR). CA estimates reliability based on intercorrelations of the indicators
and assumes all indicators have equal outer loadings on the constructs (Tenenhaus,
Vinzi, Chatelin, & Lauro, 2005). CR, on the contrary, prioritises indicators according
to their individual reliability and does not assume equal reliability. Moreover, CA is
highly sensitive to a number of indicators, especially a smaller number of items, and
in general, tends to underestimate reliability value (Henseler et al., 2009). CR and CA
value varies from 0 to 1 with a higher value representing higher reliability (Chin,
1998). For exploratory research purposes, a CR and CA value between 0.60 to 0.70 is
considered satisfactory and a value of less than 0.60 shows lack of consistency.
Values ranging from 0.70 to 0.90 are appropriate for more advanced stages of
research. Hair Jr et al. (2017) recommend reporting both CA and CR as CA tends to
indicate lower reliability while CR tends to overestimate reliability values.



Convergent validity
Convergent validity is a measure on the extent to which indicators of a certain
construct converge or positively correlate with each other (Petter, Straub, & Rai,
2007). Reflective indicators are considered different approaches for measuring the
same construct, and thereby, these indicators should share a high level of variance
(Hair Jr et al., 2017). Outer loadings of the indicators, and average variance extracted
(AVE), are key measures used to gauge convergent validity. When indicator outer
loading or indicator reliability is high, it reflects that the associated indicators share
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much in common. As a rule of thumb, a standardised outer loading should be 0.708 or
higher. The standardised indicator’s square root or the communality indicates how
much variance of an item is explained by the relevant construct. A variable should
explain at least 50% of an indicator, which on the other hand implies that the outer
loading should be 0.708 or higher (Hair Jr et al., 2017). It is recommended that items
with outer loadings between 0.40 to 0.70 should be removed only if it increases the
reliability or content validity of the construct. However, items with outer loadings
below 0.40 should always be removed from the construct. AVE is another measure of
convergent validity, which is the grand mean value of the item squared loadings or the
communality of the construct (Fornell & Larcker, 1981; Henseler et al., 2009). An
AVE more than 0.50 is required for appropriate convergent validity (Hair Jr et al.,
2017). In other words, the construct should explain at least half of the variance of its
measurement items.


Discriminant validity
Discriminant validity evaluates whether a measurement item correlates with any
construct from which it is intended to differ (Churchill Jr, 1979). It can be measured
in several ways. First, a researcher can check the cross-loadings; an indicator’s outer
loading of that particular construct should be higher than that of its cross-loadings on
other constructs (Hair Jr et al., 2017, p. 115). Second, a researcher can use the
Fornell-Larcker criterion that maintains that a construct should share more variance
with its items than with any other construct (Fornell & Larcker, 1981). Hence, the
square root of each construct’s AVE should be greater than its highest correlation
with any other construct (Hair Jr et al., 2017, p. 116). Third, a more effective measure
is the heterotrait-monotrait ratio (HTMT). HTMT estimates the true correlation
between two constructs if they are perfectly reliable (Hair Jr et al., 2017, p. 118). A
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HTMT value less than 0.90 is accepted for discriminant validity (Henseler, Ringle, &
Sarstedt, 2015). When discriminant validity is an issue, a researcher can either (a)
eliminate items that correlate strongly with items in another construct (b) if
theoretically valid, reassign the items to the other constructs or (c) merge highly
correlative constructs into a general construct (Hair Jr et al., 2017, p. 121). These
procedures, however, require reassessing theoretical and measurement theory
concerns.

4.11.3.2 Assessment of formative measurement model
For the formative measurement model evaluation, different parameters need to be followed.
Formative indicators represent a construct’s independent causes; thereby such indicators do
not correlate as in reflective models (Chin, 1998). Also, parameters such as internal
consistency reliability cannot be applied for formative indicators as they are error-free
(Edwards & Bagozzi, 2000). It is required to evaluate the collinearity issues, relevance and
significance of the formative measurement models. In this study, only the control variables
are modeled as formative. Therefore, other issues such as convergent validity are not a
problem.


Relevance and significance of formative indicators
Formative indicators should contribute to form the latent construct in accordance with
its intended contents. The relative importance of each measurement item can be
measured via indicator weight. Using the standardised weights, the contribution of
each item to form the construct can be compared. The bootstrapping procedure can be
followed to identify the significance (p-values) of loadings of the items and also of the
weights. If both item loading and item weights are non-significant, the researcher
must decide to retain or delete a specific item based on the theoretical underpinnings,
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and by considering other validity measures, such as face or expert validity (Henseler
et al., 2009; MacKenzie et al., 2005).


Assessing collinearity
High correlations are not expected among formative indicators. Such high correlation
between formative indicators, known as multicollinearity, can make an item
redundant and negatively affect the estimation of weights (e.g., incorrect estimation or
sign change) and their significance (Diamantopoulos & Winklhofer, 2001; Grewal,
Cote, & Baumgartner, 2004). The VIF is an indicator of collinearity. VIF is the
reciprocal of tolerance value – the amount of variance of a formative indicator not
explained by other formative indicators of the construct (Hair Jr et al., 2017, p. 143).
VIF value ranges from 1 to 10 and a VIF less than 5 is recommended to be safer from
collinearity issues (Diamantopoulos & Siguaw, 2006; Kock, 2011).

4.11.4 Evaluation of structural model
Once the reliability and validity of the measurement model is established, the next step is to
evaluate the structural model (Hair, Anderson et al. 2010). This includes estimating
predictive capabilities and linear relationships among exogenous and endogenous latent
constructs (Chin, 2010; Wong, 2013). Thereby, the structural model determines the extent to
which the empirical data supports the theoretical relationships and hypotheses proposed by
the study. PLS-SEM relies on its predictive capabilities and other non-parametric measures to
evaluate the overall model fitting (Henseler et al., 2014). This study uses several criteria,
including; estimation of path coefficients (β), coefficient of determination (R2), effect size
(f2), and predictive relevance (Q2) to measure the structural model. Further, the study relies
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on standardised root mean squared residual (SRMR) and normed fit index (NFI) to establish
model goodness of fit (Henseler, Hubona, & Ray, 2016).


Estimation of path coefficients and significance
Path coefficient (β) is associated with estimating the significance of path relations that
represent the hypothesised relationships among the constructs (Chin, 1998). The
structural model is based on ordinary least squares (OLS) regressions of each
exogenous and endogenous relationship. Path coefficient falls between the standard
values -1 and +1, where +1 indicates a strong positive relationship and -1 a strong
negative relationship, with values closer to 0 indicating a weak relationship
(Tabachnick & Fidell, 2013). The strength of path coefficients needs to consider both
direct and indirect effects and the ‘total effect’ between exogenous variable(s) and an
endogenous variable (Hair Jr et al., 2017). Especially, this situation is applicable
where mediating variables are involved in the model. The significance of the
coefficient can be estimated via the p-values and t-values, which is based on the
standard error obtained through the bootstrap procedure in PLS (Hair Jr et al., 2011).
When a t-value is larger than the critical value—for two-tailed test 1.96 with 95%
significance, it can be concluded that a relationship is significant. Another related
measure is the p-value, which is the “probability of erroneously rejecting a true null
hypothesis (i.e., assuming a significant path coefficient when in fact it is not
significant)” (Hair Jr et al., 2017, p. 195). Social sciences usually consider a
significance level of 5%, therefore the p-value should be smaller than 0.05 in order to
consider a relationship as significant (Henseler et al., 2009). The hypotheses of the
study are tested considering the sign (+/-), size, and statistical significance of the path
coefficients.
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Coefficient of determination (R2)
Coefficient of determination (R2) identifies the predictive power of the model
(Rigdon, 2012). It shows the amount of variance in the endogenous construct
explained by the exogenous construct(s) related to it (Chin, 2010). The R2 value can
range from 0 to 1, with values closer to 1 indicating higher levels of predictive
accuracy or strength. In general, business research considers an accepted rule of
thumb for strength of R2 of 0.7 for strong effect, 0.5 for a moderate effect, and 0.2 for
a weak effect (Zikmund, 2003). Some marketing scholars (e.g., Henseler et al., 2009)
maintain a R2 of 0.75, 0.50, and 0.25 as having substantial, moderate and weak effects
respectively. Hair Jr et al. (2017) argue that adding more exogenous variables (even
non-significant ones) can increase the R2 value of a target construct. However, the
authors claim that researchers should choose a model that produces a higher R2 value
but has fewer exogenous constructs. In other words, the model should be
parsimonious.



Effect size (f2)
The effect size can be used to determine whether an exogenous construct has a
substantive impact on endogenous constructs by evaluating the change in R2 after
omitting that particular exogenous construct from the model (Hair Jr et al., 2017). In
other words, it shows how much an exogenous construct contributes to the R2 value of
a particular endogenous construct. Cohen’s f2 can be used to evaluate the effect size
(Cohen, 1988; Cohen, Manion, & Morrison, 2013). The f2 value reflects the
proportion of unexplained variance accounted for by R2 change. An effect size of
0.02, 0.15 and 0.35 indicates that an exogenous construct has a small, medium, or
large effect on a target construct respectively (Cohen, 1988; Gefen et al., 2000).

148



Predictive relevance (Q2)
The Q2 statistic is a measure of a model’s predictive relevance or the out-of-sample
predictive power (Geisser, 1974). Simply, it assesses a model’s capability to predict.
The Q2 statistic can be obtained using a blindfolding procedure – “sample reuse
technique that omits every dth data point part and uses the resulting estimates to
predict the omitted part” (Hair Jr et al., 2011, p. 147). PLS-SEM recommends
calculation of Q2 using the cross-validated redundancy method that uses estimation of
both structural and measurement model to predict eliminated data points. Positive Q2
values indicate predictive relevance with regard to a particular construct and a value
below 0 indicates lack of relevance (Urbach & Ahlemann, 2010).



Model-fit in PLS-SEM
The global Goodness of Fit measures in PLS-SEM is a debated issue (Hair Jr, Risher,
et al., 2019; Henseler & Sarstedt, 2013). Based on Henseler et al. (2016), and a widely
emerging application in recent research (e.g., Latan, Ringle, & Jabbour, 2018;
Mikalef, Boura, Lekakos, & Krogstie, 2019), this study uses SRMR and NFI as
approximate fit indices. SRMR is the “the root mean square discrepancy between the
observed correlations and the model-implied correlations. Because the SRMR is an
absolute measure of fit, a value of zero indicates perfect fit” (Hair Jr et al., 2017, p.
193). NFI or the Bentler-Bonett index (Bentler & Bonett, 1980) is another suitable
approximate model fit criterion, which uses the chi-square (Chi²) value from the null
model as a benchmark. A SRMR value less than 0.08 and a NFI value over 0.80 is
considered acceptable to establish approximate fit of a model.
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4.12 Ethical Considerations
Ethical considerations are vital for any research project. It is important in terms of gaining
compliance from respondents, supporting collection of targeted amounts of data, and
avoiding any harm that can come to the respondent or the investigation (Zikmund, 2003).
Several ethical considerations need to be taken into consideration: voluntary participation of
respondents; clearly informing them of the purpose and objectives of the study; ensuring
privacy and anonymity; avoiding discriminatory or unacceptable language; protecting selfesteem and self-respect; and maintaining objectivity (Dudovskiy, 2016; Sekaran & Bougie,
2016).
When conducting research at the University of Wollongong, it is required to obtain
approval from the Human Resource Ethics Committee (HREC) prior to commencement of
the data collection. This process ensures the researcher follows the required ethical principles.
For this study, HREC approval was obtained twice; first, for the interview stage and second,
for the online survey stage. For both data collection stages, a participant information sheet
was provided to the respondents (see Appendix 1). This document clearly communicated the
purpose of the study and what was expected from the respondents.
For the interview study, written consent was taken from all the participants.
Participation in the study was voluntary and participants were given the option to withdraw
their involvement in the study at any time. Participants were also given three months to
withdraw their data. Participants were informed that non-participation or withdrawal would
not involve any disadvantage or prejudice. The study took strict measures to ensure
respondents’ anonymity. The study did not in any way disclose respondents’ identities. The
interviews were conducted in a place convenient to the participant, where he/she was able to
discuss freely and privately. When conducting interviews, the interviewer conducted himself
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in a respectful and impartial manner, and reacted thoughtfully, considering respondent’s
beliefs, perceptions and cultural heritage. A voice recorder was used to record the interview
and the use of the recorded data was restricted to the student and supervisory team.
In the online survey study, respondents were introduced to the study and the participant
information sheet was attached to the survey. After reading it, respondents had to give
consent (via clicking ‘I agree’ button) to continue with the survey. The survey did not have
any personally identifiable information such as respondents’ name. Therefore, once the
survey is submitted online, the researcher cannot personally identify a respondent. This
ensured the anonymity of the participant. Respondents were allowed to withdraw from the
study any time before the survey was submitted. After submission, it was not possible to
remove any data, as it is not feasible to identify a particular respondent’s submission
(responses are anonymous). Respondents were clearly informed their data will be used in the
student’s thesis and other publications; always anonymously.

4.13 Chapter Summary
This chapter introduced and justified the methodological choices employed to examine the
research questions and proposed research model. This study takes a positivist philosophical
standpoint. Given the aims of the study, principles of deductive approach are applicable to the
study. The research design of the study includes both explanatory and exploratory aspects.
The study employs a quantitative research strategy based on a self-administered online survey
questionnaire. The instruments of the survey questionnaire, when possible, were selected
from literature and developed newly when necessary. To conduct the survey, random
sampling technique was used. The respondents were approached via a third-party online
research panel. In terms of time horizon, the study is cross-sectional as it focuses on one point
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of time only. Prior to the main data analysis using PLS-SEM, the study also conducted
preliminary analyses, which were introduced in this chapter. The chapter finally introduced
the ethical considerations relevant to the study. In the next chapter, the study provides the
findings of the main data analysis of the study.
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Chapter 5: Data Analysis and Results

5.1 Chapter Overview
The aim of this chapter is to present the results of the data analysis of the main study. The
results were obtained through the methods explained in the previous chapter (Chapter 4). The
results presented in this chapter aim to answer the research questions identified in Chapter 1
and verify the research hypotheses presented in Chapter 3. This chapter focuses on analysing
the data obtained through the main survey, which is based on a sample of 363 online
shopping consumers. The study employed PLS-SEM to establish the measurement model and
the structural model. The data analyses were conducted using SmartPLS 3.2 computer
software.
The chapter begins with presenting descriptive statistics of the sample demographics
and constructs used in the study (Section 5.2). Then the chapter presents findings of the
measurement model and validates whether all the constructs are suitable for making
inferences (Section 5.3). Next, the chapter provides analyses of the structural model and tests
the hypotheses (Section 5.4). The structural model includes direct linear relationships as well
as moderating relationships. Apart from hypotheses testing, the chapter provides the results of
the mediation analysis to generate additional insights from the data (Section 5.5).

5.2 Descriptive Statistics
5.2.1 Sample characteristics
As indicated in Table 5.1, the sample of the study was diverse in terms of demographics and
user internet experience and online shopping frequency.
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Table 5.1 Sample demographic profile
Dimension

Category

Percentage

Age

18 – 24 years

12.4

25 - 34 years

18.2

35 - 44 years

17.6

45 – 54 years

15.2

55 – 64 years

16.5

65 years and over

20.1

Male

50.7

Female

49.3

Employed full-time

36.9

Employed part-time

8.5

Casual Work

3.3

Self-employed

6.6

Student

7.2

Carer

2.5

Unemployed/unable to work

9.1

Retired

25.9

School certificate (Year 10)

10.7

High school certificate (HSC Year 12)

15.4

Trade/technical training (e.g. TAFE)

19.8

Some university completed

10.7

Undergraduate degree (e.g. Bachelors)

27.5

Postgraduate degree (e.g. Masters/PhD)

14.0

Other

1.9

Caucasian/White

83.5

Asian

11.3

Other

5.2

3 - 4 years

0.6

5 - 6 years

3.9

7 - 8 years

6.3

9 - 10 years

9.4

More than 10 years

79.8

Gender
Employment

Education

Ethnic Group

Internet Use
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Online Shopping Frequency

1-2 times per year

3.9

1-2 times per half year

11.0

1-2 times per three months

30.0

1-2 times per month

40.8

1-2 times per week

13.2

Almost everyday

1.1

5.2.2 Descriptive statistics of the constructs
As a measure of central tendency, the mean value of each construct was measured. As a
measure of dispersion, standard deviation (SD) was calculated. The z-scores of skewness and
kurtosis were calculated to verify whether the data is normally distributed. Table 5.2 provides
the descriptive statistics of the constructs. A skewness value within the range of -1 to +1 is
acceptable for normal distribution of data (Hair Jr et al., 2017). For kurtosis, a value within
the range of -3 to +3 is considered acceptable (Kline, 2011). Therefore, it can be considered
that all the variables are approximately normally distributed.
Table 5.2 Descriptive statistics
Construct

Mean

SD

Skewness

Kurtosis

Defensive Behaviour

4.343

1.201

-.682

-.532

Corporate Privacy

3.510

1.170

.121

-.315

Privacy Concerns

5.096

1.390

-.590

-.557

Psychological

3.217

1.238

.145

-.819

3.414

1.260

.366

-.722

3.369

1.277

.031

-.498

3.593

1.213

.379

-.395

Responsibility

Distance of Privacy
Privacy
Empowerment
Regulatory
Protection
Trust
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5.3 Assessment of the Measurement Model
5.3.1 Assessment of the measurement model of the main variables
All the constructs in the main model are reflective. The quality of the measurement model
was evaluated considering the scale reliability and convergent and discriminant validity.
Chapter 4 of the thesis explained these criteria in detail. Table 5.3 summarises the criteria and
their benchmarks to assess the measurement model.

Table 5.3 Criteria and benchmarks to assess measurement model
Criteria

Benchmark

Internal consistency reliability

CA / CR: >0.70

Convergent validity

Outer loadings: >0.7
AVE: >0.5

Discriminant validity

Cross-loadings: indicator’s outer loading of that
particular construct should be higher than that of
its cross-loadings on other constructs.
Fornell-Larcker criterion: the square root of each
construct’s AVE should be greater than its highest
correlation with any other construct.
HTMT: <0.90

Multicollinearity

VIF: <0.50

The internal consistency reliability was measured using CA and CR values and they
were above the recommended value of 0.7 for all constructs (DeVellis, 2017; Hair Jr et al.,
2017). Convergent validity was established by first calculating the item outer loadings. Outer
loadings of all constructs exceeded the cut-off value of 0.7 at significance level p <.001 (Hair
Jr et al., 2017). Second, AVE values were above the recommended value of 0.50, reconfirming convergent validity of all constructs (Hair Jr et al., 2017). The reliability
measures, outer loadings, and AVE values of the constructs are indicated in Table 5.4.
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Table 5.4 Item loadings, reliability measures, and AVE values
Construct

Item

Loadings

Cronbach's Composite Average
Alpha (CA) Reliability
(CR)

Variance
Extracted
(AVE)

Defensive

BEH1

0.771

Behaviour

BEH2

0.806

(BEH)

BEH3

0.791

BEH4

0.716

BEH5

0.775

BEH6

0.773

Corporate

C_RES1

0.724

Privacy

C_RES2

0.706

Responsibility

C_RES3

0.745

(C_RES)

C_RES4

0.751

C_RES5

0.783

C_RES6

0.847

Privacy

P_CON1

0.810

Concerns

P_CON2

0.822

(P_CON)

P_CON3

0.740

P_CON4

0.768

P_CON5

0.772

P_CON6

0.817

Psychological

P_DIS1

0.798

Distance of

P_DIS2

0.763

Privacy

P_DIS3

0.720

(P_DIS)

P_DIS4

0.785

P_DIS5

0.851

Privacy

P_EMP1

0.758

Empowerment

P_EMP2

0.751

(P_EMP)

P_EMP3

0.752

P_EMP4

0.743
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0.865

0.899

0.597

0.853

0.891

0.579

0.878

0.908

0.622

0.848

0.889

0.616

0.854

0.892

0.579

P_EMP5

0.748

P_EMP6

0.810

Regulatory

R_PRO1

0.856

Protection

R_PRO2

0.758

(R_PRO)

R_PRO3

0.733

R_PRO4

0.854

R_PRO5

0.777

TRS1

0.813

TRS2

0.817

TRS3

0.821

TRS4

0.735

TRS5

0.812

Trust (TRS)

0.856

0.897

0.636

0.860

0.899

0.641

The discriminant validity was first checked using cross-loadings; an indicator’s outer
loading of that particular construct should be higher than that of its cross-loadings on other
constructs. This was confirmed using the cross-loadings indicated in Table 5.5. Second,
discriminant validity was examined through the Fornell-Larcker criteria. As indicated in
Table 5.6, the square root of AVE for all the constructs was higher than the inter-construct
correlations, confirming discriminant validity (Fornell & Larcker, 1981). Third, the
Heterotrait-Monotrait ratio of correlations (HTMT) provides a more robust measure of
discriminant validity (Hair Jr, Risher, et al., 2019). All the HTMT values were below the
threshold of 0.90 as indicated in Table 5.7.
Overall, the evaluation of the measurement model justifies the utilisation of all the
constructs in the hypothesised model.
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Table 5.5 Item cross-loadings
BEH

C_RES P_CON P_DIS P_EMP R_PRO TRS

BEH1

0.771

-0.448

0.517

-0.207

-0.507

-0.421

-0.491

BEH2

0.806

-0.463

0.529

-0.275

-0.548

-0.427

-0.483

BEH3

0.791

-0.428

0.529

-0.265

-0.467

-0.462

-0.492

BEH4

0.716

-0.355

0.464

-0.268

-0.440

-0.406

-0.446

BEH5

0.775

-0.482

0.572

-0.214

-0.507

-0.522

-0.541

BEH6

0.773

-0.435

0.549

-0.193

-0.529

-0.455

-0.521

C_RES1

-0.409 0.724

-0.484

-0.001

0.437

0.524

0.487

C_RES2

-0.333 0.706

-0.481

0.005

0.457

0.444

0.461

C_RES3

-0.410 0.745

-0.525

0.037

0.520

0.524

0.505

C_RES4

-0.432 0.751

-0.503

0.070

0.486

0.532

0.535

C_RES5

-0.477 0.783

-0.556

0.042

0.492

0.498

0.532

C_RES6

-0.504 0.847

-0.580

0.035

0.540

0.607

0.594

P_CON1

0.556

-0.552

0.810

0.068

-0.539

-0.538

-0.553

P_CON2

0.566

-0.532

0.822

0.005

-0.571

-0.507

-0.557

P_CON3

0.511

-0.519

0.740

0.047

-0.500

-0.500

-0.488

P_CON4

0.475

-0.544

0.768

0.012

-0.527

-0.534

-0.566

P_CON5

0.550

-0.551

0.772

-0.041

-0.554

-0.539

-0.576

P_CON6

0.569

-0.555

0.817

0.054

-0.581

-0.518

-0.522

P_DIS1

-0.171 -0.055

0.077

0.798

-0.022

0.035

-0.003

P_DIS2

-0.232 0.057

-0.048

0.763

0.092

0.116

0.089

P_DIS3

-0.184 0.001

0.092

0.720

0.008

0.015

0.039

P_DIS4

-0.333 0.112

-0.033

0.785

0.118

0.154

0.177

P_DIS5

-0.208 -0.019

0.090

0.851

0.008

0.023

0.046

P_EMP1

-0.505 0.506

-0.542

0.046

0.758

0.484

0.526

P_EMP2

-0.507 0.446

-0.517

0.082

0.751

0.492

0.530

P_EMP3

-0.470 0.458

-0.470

0.043

0.752

0.402

0.450

P_EMP4

-0.444 0.489

-0.459

0.014

0.743

0.441

0.511

P_EMP5

-0.489 0.496

-0.530

0.127

0.748

0.502

0.505

P_EMP6

-0.536 0.538

-0.624

0.000

0.810

0.493

0.519

R_PRO1

-0.550 0.609

-0.589

0.110

0.531

0.856

0.599

R_PRO2

-0.466 0.532

-0.540

0.092

0.522

0.758

0.541
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R_PRO3

-0.345 0.466

-0.462

0.022

0.435

0.733

0.424

R_PRO4

-0.503 0.602

-0.548

0.100

0.530

0.854

0.577

R_PRO5

-0.428 0.514

-0.488

0.077

0.432

0.777

0.441

TRS1

-0.545 0.525

-0.527

0.139

0.562

0.498

0.813

TRS2

-0.534 0.566

-0.560

0.138

0.541

0.553

0.817

TRS3

-0.538 0.574

-0.580

0.087

0.551

0.529

0.821

TRS4

-0.418 0.480

-0.458

0.021

0.431

0.439

0.735

TRS5

-0.525 0.583

-0.618

0.040

0.569

0.588

0.812

Table 5.6 Discriminant validity: Fornell-Larcker criteria
BEH
BEH

C_RES P_CON P_DIS P_EMP R_PRO TRS

0.773

C_RES

-0.565

0.761

P_CON

0.683

-0.687

0.789

P_DIS

-0.306

0.043

0.030

0.785

P_EMP

-0.648

0.644

-0.692

0.068

0.761

R_PRO

-0.582

0.687

-0.662

0.104

0.619

0.797

TRS

-0.643

0.684

-0.689

0.108

0.667

0.655

0.801

*Diagonal values (in bold) are the square root AVE.

Table 5.7 Discriminant validity: Heterotrait-Monotrait Ratio (HTMT) statistic
BEH

C_RES P_CON P_DIS P_EMP R_PRO TRS

BEH
C_RES

0.653

P_CON

0.782

0.794

P_DIS

0.335

0.087

0.107

P_EMP

0.751

0.752

0.794

0.107

R_PRO

0.669

0.799

0.761

0.116

0.718

TRS

0.742

0.795

0.789

0.125

0.774
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0.752

Some scholars maintain that multicollinearity causes confusion in understanding how a
particular variable is explained by other variable(s) and can have harmful effects on SEM
results (Hair Jr, Black, et al., 2014). A VIF value of less than 5 is considered safe to avoid
possible multicollinearity (Hair Jr, Sarstedt, et al., 2014). As indicated in Table 6.6,
constructs did not indicate multicollinearity.

Table 5.8 Inner VIF values
BEH
BEH
C_RES
P_CON
P_DIS
P_EMP
R_PRO
TRS

2.401
1.038
2.221
2.241

P_CON

P_EMP

TRS

2.459

1.896

1.896

2.134
2.252
2.405

1.896

1.896

5.3.2 Assessment of the measurement model of the control variables
The factor weights were considered instead of factor loadings due the formative nature of
control variables (Chin, 1998). The factor weights show the contribution of each indicator to
the respective construct. As indicated in Table 5.9, age, information sensitivity, internet
experience, and past privacy experience contributed to the construct as they are significant at
p < 0.05 (Chin, 1998). The VIF values for all items were below the cut-off value of 5,
indicating lack of high collinearity issues (Diamantopoulos & Siguaw, 2006). Therefore, all
items in the control variable show adequate reliability and validity.
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Table 5.9 Measurement model of control variables
Control
Variable
(formative
items)
Age
Education
Gender
Information
sensitivity
Internet
experience
Past privacy
experience
Online shopping
frequency

Weight

Standard
Error

t-value

p-value

VIF

0.525
0.100
-0.091
0.416

0.126
0.133
0.143
0.129

4.402
0.775
0.660
3.420

0.000
0.438
0.509
0.001

1.161
1.057
1.129
1.130

0.333

0.148

2.386

0.017

1.053

0.495

0.121

4.297

0.000

1.163

-0.111

0.127

0.923

0.356

1.048

5.4 Assessment of the Structural Model
The structural model was examined to test the statistical significance of the hypothesised
relationships and the predictive power of the model. The structural model estimated
relationships between corporate privacy responsibility, regulatory protection, privacy
empowerment, trust, privacy concerns, psychological distance of privacy, and defensive
behaviours. The study consists of the main effects model that estimates direct linear
relationships, three interaction effect models and a control effects model. The structural
model was estimated using PLS-SEM algorithm and bias-corrected and accelerated
bootstrapping with 5000 resamples. There are several criteria to assess the structural model.
They were discussed in Chapter 4. A summary of the evaluation criteria and their
benchmarks is presented in Table 5.10.
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Table 5.10 Criteria and benchmarks to assess structural model
Criteria

Benchmark

Path coefficients and significance

β: p-value <0.05, t-value >1.96

Coefficient of determination (R2)

A R2 value of 0.75, 0.50, and 0.25 shows substantial,
moderate and weak effects respectively.

2

Effect size (f )

A f2 size of 0.02, 0.15 and 0.35 indicates a small,
medium, or large effect size respectively.

Predictive relevance (Q2)

Q2 >0

Model-fit

SRMR <0.08, NFI >0.80

5.4.1 The main effects model
Table 5.11 presents a summary of the main effects model, including hypotheses results. The
standardised β coefficient estimates the strength of the path relations and the t-values and pvalues identify the level of significance. Results showed that all hypothesised causal paths in
the main effects model were significant.
Positive perceptions about corporate privacy responsibility showed a significant
negative association with consumer privacy concerns (C_RES → P_CON β = -0.222, p =
0.000). Corporate privacy responsibility indicated a positive association between both trust
(C_RES → TRS β = 0.446, p = 0.000) and privacy empowerment (C_RES → P_EMP β =
0.417, p = 0.000). Hence, hypotheses H1 to H3 were supported.
Positive perceptions about regulatory protection showed a negative association with
privacy concerns (R_PRO → P_CON β = -0.186, p = 0.000). Regulatory protection indicated
a positive association between both trust (R_PRO → TRS β = 0.348, p = 0.000) and privacy
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empowerment (R_PRO → P_EMP β = 0.333, p = 0.000). Hence, hypotheses H4 to H6 were
supported.
Trust was found to negatively influence privacy concerns (TRS → P_CON β = -0.225,
p = 0.000) as hypothesised in H7 and negatively influence defensive behaviour (TRS → BEH
β = -0.237, p = 0.000) as hypothesised in H8. Similarly, privacy empowerment negatively
influenced privacy concerns (P_EMP → P_CON β = -0.285, p = 0.000) and also defensive
behaviours (P_EMP → BEH β = -0.249, p = 0.000) supporting H9 and H10. Finally, privacy
concerns positively influenced defensive behaviour (P_CON → BEH β = 0.349, p = 0.000) as
hypothesised in H11.

Table 5.11 Structural estimates of the main model and hypotheses results
Path

β /path

Standar

t-statistics

p-value

Hypotheses

coefficient d error
C_RES → P_CON

-0.222

0.053

4.218

0.000

H1: Supported

C_RES → TRS

0.446

0.054

8.196

0.000

H2: Supported

C_RES → P_EMP

0.417

0.057

7.309

0.000

H3: Supported

R_PRO → P_CON

-0.186

0.050

3.739

0.000

H4: Supported

R_PRO → TRS

0.348

0.051

6.807

0.000

H5: Supported

R_PRO → P_EMP

0.333

0.054

6.145

0.000

H6: Supported

TRS → P_CON

-0.225

0.049

4.643

0.000

H7: Supported

TRS → BEH

-0.237

0.054

4.435

0.000

H8: Supported

P_EMP → P_CON

-0.285

0.051

5.511

0.000

H9: Supported

P_EMP → BEH

-0.249

0.055

4.515

0.000

H10: Supported

P_CON → BEH

0.349

0.057

6.057

0.000

H11: Supported

Next, the study examined the explanatory power of the research model based on the
amount of variance (R2) in the endogenous construct explained by the exogenous
construct(s). The proposed model accounted for 55.3% of the variance in defensive behaviour
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(R2 = 0.553, p = 0.000). Moreover, the model explained 63.3% variance in privacy concerns
(R2 = 0.633, p = 0.000), 53.7% variance in trust (R2 = 0.537, p = 0.000), and 47.8% variance
in privacy empowerment (R2 = 0.478, p = 0.000).
Further, to evaluate the model’s capability to predict, the blindfolding procedure was
performed (with omission distance = 7) to obtain cross-validated redundancy measures based
on Stone-Geisser’s Q². The results showed Q² values for defensive behaviour (0.307), trust
(0.317), privacy concerns (0.362), and privacy empowerment (0.256), which are greater than
zero, indicating acceptable predictive relevance (Hair Jr, Risher, et al., 2019; Hair Jr,
Sarstedt, et al., 2019). The findings of the structural model, including path coefficient
estimates (β), explained variance (R2), and predictive ability (Q2) are shown in Figure 5.1.
In addition, the effect size was examined using Cohen’s f2 formula. An effect size of
0.02, 0.15 and 0.35 indicates that an exogenous construct has a small, medium, or large effect
on a target construct respectively (Cohen, 1988). The results revealed that all the exogenous
constructs have an effect on the respective endogenous construct. Table 5.12 presents the R2,
prediction, and effect sizes of the main model.
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Figure 5.1 Structural model of the main effects model

Table 5.12 R2, prediction, and effect sizes of the main model
Dependent

R2

Q2

Construct
BEH

0.553

0.307

TRS

0.537

0.317

P_CON

0.633

0.362

P_EMP

0.478

0.256

f2 in relation to
P_CON

P_EMP

TRS

0.121

0.067

0.061

0.107

0.060

C_RES

R_PRO

0.231

0.142

0.057

0.045

0.179

0.116

5.4.2 The interaction effect models
In addition to the linear relationships, this study examined the moderating effect of
psychological distance of privacy. The study conducted the moderation analysis using the
orthogonalisation approach. This approach is recommended because “it produces an accurate
estimate, has a high predictive accuracy, and is able to minimise collinearity problem” (Latan
et al., 2018, p. 584).
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The first interaction model examined whether psychological distance of privacy
moderates the relationship between privacy concerns and defensive behaviour (H12a). The
second interaction model explored whether psychological distance of privacy moderates the
relationship between privacy empowerment and defensive behaviour (H12b). The third
interaction model was based on the moderation of psychological distance of privacy between
trust and defensive behaviour (H12c).
The results revealed that H12a was accepted (P_CON x P_DIST → BEH β = -0.118, p
= 0.000). However, the second interaction model based on H12b (P_EMP x P_DIST → BEH
β = 0.014, p = 0.451) and third interaction model based on H12c (TRS x P_DIST → BEH β =
-0.010, p = 0.396) were rejected. Therefore, psychological distance of privacy moderates the
relationship between privacy concerns and behaviour, but does not moderate the relationships
between privacy empowerment and behaviour and trust and behaviour. The summary of the
path coefficients and hypotheses results of the interaction models are presented in Table 5.13.

Table 5.13 Structural estimates of the interaction models and hypotheses results
Path

β /path

Standar

t-

p-value

Hypotheses

coefficient d error

statistics

P_DIS → BEH

-0.288

0.036

8.020

0.000

Not applicable

P_CON x P_DIS → BEH

-0.118

0.024

4.084

0.000

H12a: Supported

P_DIS → BEH

-0.284

0.036

7.842

0.000

Not applicable

P_EMP x P_DIS → BEH

0.014

0.120

0.754

0.451

H12b: Rejected

P_DIS → BEH

-0.285

0.035

8.034

0.000

Not applicable

P_TRS x P_DIS → BEH

-0.010

0.108

0.850

0.396

H12c: Rejected

Interaction Model 1

Interaction Model 2

Interaction Model 3
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The first interaction model explained 65.1% of the variance in defensive behaviour (R2
= 0.651, p = 0.000). The second interaction model explained 64.9% of the variance in
defensive behaviour (R2 = 0.649, p = 0.000). The third interaction model explained 64.7% of
the variance in defensive behaviour (R2 = 0.647, p = 0.000). The results also showed Q²
values for all three models are greater than zero, indicating acceptable predictive relevance.
Table 5.14 presents the R2, prediction, and effect sizes of the interaction models.

Table 5.14 R2, prediction, and effect sizes of the interaction models
Dependent

R2

Q2

Construct

f2 in relation to
P_DIS

P_CON x

P_EMP x

TRS x

P_DIS

P_DIS

P_DIS

Interaction Model 1
BEH

0.651

0.355

0.231

0.649

0.351

0.223

0.647

0.349

0.224

0.042

Interaction Model 2
BEH

0.038

Interaction Model 3
BEH

0.032

5.4.3 The control effect model
The study investigated the impact of several control variables (i.e. demographic and
situational characteristics) on the ultimate outcome construct (i.e. defensive behaviour).
Overall, the results indicated that control variable has no impact on defensive behaviour. The
path coefficient between control variable and defensive behaviour was not significant
(CNTRL → BEH β = 0.089, p = 0.076). The control model explained 56.6 percent of the
variance in defensive behaviour (R2 = 0.566, p = 0.000). There was adequate predictive
relevance in the control model (Q² = 0.308).
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5.4.4 The model fit
The model goodness of fit was established using SRMR and NFI. As indicated in Table 5.15,
the main model and interaction models showed goodness of fit as the SRMR (< 0.080) and
NFI (> 0.800) values were within the threshold (Henseler et al., 2016).

Table 5.15 Estimated model fit
Model

SRMR

NFI

Main Model

0.056

0.833

Interaction 1

0.054

0.820

Interaction 2

0.059

0.816

Interaction 3

0.059

0.816

5.5 Additional Analyses: Mediation Analysis
Apart from the hypotheses testing, the study conducted mediation analysis to generate
additional insights on privacy concerns. Mediation analysis was conducted by following the
guidelines of Hayes (2017) and Preacher and Hayes (2008). In this approach, both direct and
indirect effects were considered. The bootstrapping in PLS-SEM yields the direct and indirect
effects to evaluate mediation. The direct effects were identified previously based on
hypotheses testing. The indirect effects and total effects are identified in Table 5.16.
Moreover, specific indirect relationships between the variables are identified in Table 5.17.
The focus of the mediation analysis was on privacy concerns. Results revealed that privacy
concerns mediate the relationship between; corporate privacy responsibility and defensive
behaviour, regulatory protection and defensive behaviour; privacy empowerment and
defensive behaviour, and trust and defensive behaviour. The analysis also found trust and
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privacy empowerment as mediators. These additional findings are used to develop a more
comprehensive discussion on the hypothesised relationships in the next chapter.

Table 5.16 Mediation analysis
Relationship

C_RES → BEH

C_RES → P_CON

P_EMP → BEH

R_PRO → BEH

R_PRO → P_CON

TRS → BEH

Effect

β /Path

Standard

t-statistics

p-value

coefficients

error

Indirect Effect

-0.364

0.036

10.025

0.000

Total Effect

Same above

Indirect Effect

-0.219

0.036

6.093

0.000

Total Effect

-0.441

0.048

9.101

0.000

Indirect Effect

-0.100

0.025

3.954

0.000

Total Effect

-0.349

0.049

7.055

0.000

Indirect Effect

-0.292

0.034

8.535

0.000

Total Effect

Same above

Indirect Effect

-0.174

0.031

5.541

0.000

Total Effect

-0.360

0.048

7.542

0.000

Indirect Effect

-0.079

0.022

3.545

0.000

Total Effect

-0.316

0.051

6.252

0.000
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Table 5.17 Specific indirect effects
Relationship

β /Path

Standard

t-statistics

p-value

coefficients

error

C_RES → P_CON → BEH

-0.077

0.022

3.506

0.000

P_EMP → P_CON →BEH

-0.100

0.025

3.954

0.000

R_PRO → P_CON → BEH

-0.065

0.021

3.131

0.002

TRS → P_CON→ BEH

-0.079

0.022

3.545

0.000

C_RES → P_EMP → BEH

-0.103

0.025

4.098

0.000

R_PRO → P_EMP → BEH

-0.084

0.024

3.404

0.001

C_RES → TRS → BEH

-0.106

0.028

3.708

0.000

R_PRO → TRS → BEH

-0.082

0.022

3.788

0.000

C_RES → P_EMP → P_CON

-0.119

0.027

4.273

0.000

R_PRO → P_EMP → P_CON

-0.095

0.024

3.969

0.000

C_RES → TRS → P_CON

-0.100

0.024

4.134

0.000

R_PRO → TRS → P_CON

-0.079

0.021

3.716

0.000

5.6 Chapter Summary
The main objective of this chapter was to test the hypotheses proposed in the study. First, the
descriptive analysis was conducted to describe the measure of central tendency, dispersions,
and normality. All the constructs were approximately normally distributed. Next, the
measurement model was evaluated. The validity and reliability of both main model constructs
(reflective constructs) and control model construct (formative construct) were established.
Therefore, it was possible to proceed to the estimation of the structural model. All the
hypotheses, 11 in total (H1 – H11) were supported through the findings of the main effects
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model. Apart from that, three interaction models were tested. However, only the first
interaction model supporting H12a was supported, H12b-H12c were not supported by the
findings. Moreover, the control effects model revealed that control variables have no effect
on the outcome variable. The goodness of fit of all the models was also established. Apart
from the hypotheses testing, mediation analysis was conducted to generate additional insights
on the mediating effect of privacy concerns, trust, and privacy empowerment. An in-depth
discussion of these results in terms of their implications for theory and practice is presented
in the next chapter.
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Chapter 6: Discussion and Conclusions

6.1 Chapter Overview
The aim of this chapter is to discuss the results and findings identified in the previous
chapter. The discussion is structured around the theoretical contributions, methodological
rigour, and practical use of the findings of the study. It aims to answer the main two research
questions identified in Chapter 1 in relation to their hypotheses and results. The chapter also
discusses how the findings of the study fill existing knowledge gaps in the e-commerce
privacy context. Especially, the unique theoretical contributions are woven around the
extension of the PRE framework of privacy, introduction of corporate privacy responsibility
and psychological distance of privacy constructs, and exploring antecedents and outcomes of
privacy empowerment. The chapter also presents how the unique model introduced to
estimate privacy defensive behaviours contributes methodologically. Further, it discusses
several practical implications for consumers, managers, and regulators. This study is not
without limitations and they are also discussed in amalgamation with future research avenues
based on study findings.
This chapter is structured as follows. Section 6.2 provides a summary of the findings
based on the research questions and relevant hypotheses. Sections 6.3 to 6.5 discuss
contributions of the study in terms of theory, method and practice. Next, section 6.6 identifies
the limitations of the study followed by future research avenues in section 6.7. Finally, the
chapter provides concluding remarks for the entire study.
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6.2 Summary of Findings
The following sections provide a summary of the findings. This study addressed two research
questions under 12 hypotheses. The discussion is developed based on the results of the
proposed hypotheses to answer specific research questions.

6.2.1 Research question 1: What are the determinants of consumer privacy concerns
and privacy related defensive behaviours?
This research question is examined under four sub questions. First, the study explored the
impact of perceived corporate privacy responsibility on consumers’ privacy concerns, trust
and privacy empowerment. Second, the study examined the impact of perceived regulatory
protection on consumers’ privacy concerns, trust and privacy empowerment. Third, the study
examined the influence of trust and privacy empowerment on consumer privacy concerns.
Finally, the study explored the influence of privacy concerns, trust, and privacy
empowerment on defensive behaviours. These questions are discussed in detail in the
following sections.

6.2.1.1 Research question 1a: Is there any influence of perceived corporate privacy
responsibility on consumers’ privacy concerns, trust, and privacy empowerment?
To answer this research question, this study modelled the impact of corporate privacy
responsibility on three endogenous constructs, that is, privacy concerns, trust, and privacy
empowerment. The results of the structural model confirmed strong and significant
associations among these latent variables. The results of hypotheses H1 to H3 are related to
this research question and the findings are discussed in detail in the following sections.
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6.2.1.1.1 The influence of corporate privacy responsibility on consumer privacy concerns
As hypothesised in H1, corporate privacy responsibility showed a significant negative impact
on consumer privacy concerns (β = -0.222, p = 0.000). The implication is that when
consumers perceive online companies are responsible in their privacy practices, they feel at
less threat and are less worried about their privacy. On the other hand, lack of responsibility
intensifies privacy concerns. The indirect effects found through mediation analysis revealed
that higher corporate privacy responsibility can also reduce privacy concerns by increasing
trust (C_RES → TRS → P_CON β = -0.100, p = 0.000) and increasing privacy
empowerment (C_RES → P_EMP → P_CON β = -0.119, p = 0.000). This implies that when
companies establish an environment of trust and increase the level of consumer
empowerment, it can further lessen privacy concerns in the online shopping context. Overall,
the findings support the PRE contention that the imbalance of corporate power and
responsibility will induce worries over consumer privacy (Lwin et al., 2007).

6.2.1.1.2 The influence of corporate privacy responsibility on trust
Confirming H2, the results revealed that corporate privacy responsibility has significant
direct positive impact on consumer trust (β = 0.446, p = 0.000). Online sellers are the
custodians of consumer data and have unremitting responsibility towards the protection of
consumer privacy. Trust reflects consumer intentions to accept vulnerability based upon
positive expectations about sellers’ privacy practices. As the results indicated, consumers are
prone to become vulnerable due to positive perceptions of corporate privacy responsibility.
On the other hand, sellers’ failure to fulfil their obligations to consumer privacy is a breach of
social contract that results in erosion of trust. This implies that companies who are able to
showcase responsible handling of consumer data by being informative and transparent, fair,
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and ethical can evoke positive perceptions about their reliability, competency, and
benevolence toward protection of consumers, and thereby establish trust.

6.2.1.1.3 The influence of corporate privacy responsibility on privacy empowerment
As hypothesised in H3, the study found a significant direct positive impact of corporate
privacy responsibility on consumer privacy empowerment (β = 0.417, p = 0.000). This shows
that when corporations are responsible in their privacy practices, it will increase the level of
privacy empowerment of consumers. The implication is that by being responsible in their
information practices, companies are able to shift or share their power with consumers. In
general, research shows that companies who share power with their stakeholders are able to
develop long lasting relationships by gaining trust and empowering stakeholders (Kucuk,
2009). This is necessarily the case when it comes to privacy empowerment. Shift of corporate
power via responsible measures of privacy protection induces consumers to feel empowered
as they gain better awareness, control, and choices that assure safe information sharing and
the ability to protect themselves.

6.2.1.2 Research question 1b: Is there any influence of perceived regulatory protection on
consumers’ privacy concerns, trust, and privacy empowerment?
This research question was answered by modelling the direct effect of regulatory protection
on three endogenous constructs. That is, privacy concerns, trust, and privacy empowerment.
The results of the structural model confirmed strong significant associations among these
latent variables, supporting H4 to H6 in the study.
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6.2.1.2.1 The influence of regulatory protection on consumer privacy concerns
The findings confirmed H4 by revealing the significant direct negative impact of regulatory
protection on consumer privacy concerns (β = -0.186, p = 0.000). This finding corroborates a
key contention of the PRE framework of privacy (Lwin et al., 2007) and other similar studies
(Dinev et al., 2008; Xu et al., 2012). Regulatory protection stimulated by legislative and
industry self-regulation control corporate market power and bind corporations to be
responsible in their data practices. The mediation analysis showed that regulatory protection
reduces privacy concerns by establishing trust (R_PRO → TRS → P_CON β = -0.079, p =
0.000). Regulations provide a safety net that guarantees that companies will be held
responsible and this results in reducing perceived threat level. On the other hand, regulatory
protection reduces privacy concerns by enhancing privacy empowerment (R_PRO → P_EMP
→ P_CON β = -0.095, p = 0.000). Regulations empower consumers by providing choices
over their data, forcing companies to be transparent and fair in their data practices, and
overall granting more power to consumers. Empowered consumers show lack of privacy
concerns (van Dyke et al., 2007).

6.2.1.2.2 The influence of regulatory protection on consumer trust
As hypothesised in H5, the study found a significant direct positive impact of regulatory
protection on consumer trust (β = 0.348, p = 0.000). When consumers have positive views of
regulatory protection, it induces perceptions of trust. Especially, regulatory protection can
lessen risks and thereby reduce consumer vulnerability (Dinev et al., 2008; Xu, 2010).
Industry self-regulations substitute and complement government regulations to build a
trusting market environment. Third-party industry mechanisms (e.g. privacy seals and
certificates) ensure that companies comply with certain standards of privacy protection and
they can be sanctioned over privacy violations (Kim, Steinfield, et al., 2008). The implication
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is that consumers have confidence and trust when there are effective regulations and
procedures to ensure that companies play by the rules and enforce punishment when they do
not adhere to established laws and standards.

6.2.1.2.3 The influence of regulatory protection on consumer privacy empowerment
The study found a significant positive direct impact of regulatory protection on consumer
privacy empowerment confirming H6 (β = 0.333, p = 0.000). This implies that effective
privacy regulations enable consumers to achieve a desired level of privacy and avoid
undesirable outcomes. According to the PRE framework, regulations offset power imbalances
and can shift power to the consumer (Caudill & Murphy, 2000). Regulations do this by
curtailing information asymmetries, reducing seller opportunism, and delegating control over
information to consumers. This finding can be validated by related research. For instance,
government and third-party industry regulations influence consumer ability to control
information (Xu, 2010; Xu et al., 2011; Xu & Teo, 2004). Hence, consumers’ overall privacy
empowerment is significantly determined by regulatory protection.

6.2.1.3 Research question 1c: Is there any influence of trust and privacy empowerment on
privacy concerns?
To answer this question, the study positioned trust and privacy empowerment as determinants
of privacy concerns. The structural model revealed significant impact of trust and privacy
empowerment, confirming H7 and H9, respectively.
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6.2.1.3.1 The influence of trust on privacy concerns
As hypothesised in H7, the study found a significant direct negative impact of trust on
consumer privacy concerns (β = -0.225, p = 0.000). The nature of trust-privacy concerns
relationship is contentious (Mou et al., 2017). This study aligns with scholars who posit trust
as a solution to lessen risk perceptions, especially privacy concerns (Pavlou et al., 2006;
Taylor et al., 2009). This is important as privacy concerns have become one of the greatest
impediments for the growth of e-commerce. Therefore, it is important to understand factors
that contribute to such concerns. Due to physical and temporal distance, many consumers do
not trust the internet and online technologies to facilitate secure transactions. Nor do they
trust their personal data with online sellers (Mou et al., 2017; van Dyke et al., 2007). This
implies that establishing trust is critical, and as discussed before, this study identifies the role
of power holders in guaranteeing an environment of trust.

6.2.1.3.2 The influence of privacy empowerment on privacy concerns
The findings supported H9 by revealing the direct negative impact of privacy empowerment
on privacy concerns (β = -0.285, p = 0.000). This finding implies that consumers who can
produce desired outcomes and prevent undesired outcomes related to the use of their
information do not necessarily worry about privacy. Consumers experience a state of
empowerment when they have adequate control and choices over their data, possess
knowledge and awareness about privacy, and can protect privacy. Therefore, empowered
consumers have fewer worries, while lack of privacy empowerment can lead to a state of
learned helplessness and more concerns over privacy (Midha, 2012; van Dyke et al., 2007).
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6.2.1.4 Research question 1d: Is there any influence of trust, privacy empowerment, and
privacy concerns on privacy behaviour?
To answer this question, this study proposed trust, privacy empowerment, and privacy
concerns as determinants of defensive privacy behaviour. The structural model revealed
significant impact of these three determinants confirming H8, H10, and H11, respectively.

6.2.1.4.1 The influence of trust on privacy behaviour
As hypothesised in H8, the study found a significant direct negative impact of trust on
defensive behaviour (β = -0.237, p = 0.000). This implies that when consumers have positive
perceptions about online sellers’ benevolence, integrity, competence and predictability, and
the dependability of the enabling technological environment (i.e., the internet) to meet their
privacy expectations, they will engage in fewer defensive behaviours. On the other hand, lack
of trust can lead consumers to fabricate their data or refrain from sharing information with
sellers. The findings of mediation analysis indicate that trust can reduce privacy concerns and
thereby indirectly lessen defensive actions (TRS → P_CON→ BEH β = -0.079, p = 0.000).
Moreover, the mediation analysis found trust as a mediator. Trust mediates the relationship
between corporate privacy responsibility and consumer defensive behaviour (C_RES → TRS
→ BEH β = -0.106, p = 0.000) and between regulatory protection and consumer defensive
behaviour (R_PRO → TRS → BEH β = -0.082, p = 0.000). Therefore, this study highlights
direct, indirect and mediation effects of trust on defensive behaviours.

6.2.1.4.2 The influence of privacy empowerment on privacy behaviour
As hypothesised in H10, privacy empowerment showed a significant negative impact on
defensive behaviour (β = -0.249, p = 0.000). The implication is that privacy empowerment
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leads consumers to take less defensive behaviours. This is also true considering the mediating
effect – privacy empowerment reduces privacy concerns and thereby further reduces
defensive actions (P_EMP → P_CON → BEH β = -0.100, p = 0.000). Moreover, the
mediation analysis found privacy empowerment as a mediator. Privacy empowerment
mediates the relationship between corporate privacy responsibility and consumer defensive
behaviour (C_RES → P_EMP → BEH β = -0.103, p = 0.000) and between regulatory
protection and consumer defensive behaviour (R_PRO → P_EMP → BEH β = -0.084, p =
0.000). Lack of empowerment is a reflection of consumer power. According to the PRE
framework of privacy, consumers resort to defensive actions over perceived power
deficiencies. These actions are hence ‘power-balancing operations’ (Emerson, 1962).
Previous research identifies that lack of information control (Yun et al., 2018) and lack of
choices or autonomy (Feng & Xie, 2019; Limpf & Voorveld, 2015) can lead consumers to
engage in prevention-focused behaviours. Capturing these effects, this study identifies a
similar effect of privacy empowerment on privacy behaviour.

6.2.1.4.3 The influence of privacy concerns on privacy behaviour
Confirming H11 of the study, the results found that privacy concerns have a significant direct
positive impact on defensive behaviours (β = 0.349, p = 0.000). This shows that consumers
will follow different defensive strategies including protection, fabrication of information and
withholding information to tackle privacy concerns. The findings align with the PRE
framework of privacy and other studies that have focused on the relationship between privacy
concerns and prevention-focused behaviours (Lwin et al., 2016; Mousavizadeh et al., 2016;
Xu et al., 2011). The mediation analysis revealed that corporate privacy responsibility
(C_RES → P_CON → BEH β = -0.077, p = 0.000) and regulatory protection (R_PRO →
P_CON → BEH β = -0.065, p = 0.002) impact defensive behaviour through the mediation
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role of privacy concerns. Therefore, lack of corporate privacy responsibility and regulatory
protection can indirectly influence consumers to act defensively due to heightened privacy
concerns. The implication is that when power holders are unable to maintain power and
responsibility equally, it will cause more concerns for privacy, prompting consumers to take
counteractions.

6.2.2 Research question 2: Is there any moderating influence of psychological distance
of privacy?
This study investigated the moderating effect of psychological distance of privacy on the
relationship between (1) privacy concerns and privacy behaviour (H12a), (2) privacy
empowerment and privacy behaviour (H12b), and (3) trust and privacy behaviour (H12c).
Hence, three moderating effect models were proposed to answer this question.

6.2.2.1 The moderating effect of psychological distance of privacy on the relationship
between privacy concerns and privacy behaviour.
Psychological distance of privacy involves perceptions about the subjective distance of
privacy from an individual’s direct experience or reality driven by temporal, spatial, social,
and hypothetical distances. The study argued that higher psychological distance of privacy
will influence consumers to take less defensive actions. The results confirmed this negative
direct impact (β = -0.288, p = 0.000). As hypothesised in H12a, psychological distance
moderated the relationship between privacy concerns and defensive privacy behaviours (β = 0.118, p = 0.000). The results showed a negative moderation effect, implying that when
psychological distance increases, it weakens or dampens the positive relationship between the
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two constructs. In other words, consumers who are concerned about their privacy will not
behave defensively as expected when the psychological distance of privacy is high.

6.2.2.2 The moderating effect of psychological distance of privacy on the relationship
between privacy empowerment and privacy behaviour.
Based on the second moderating effects model, the study examined the above relationship to
verify H12b. The model found psychological distance of privacy to negatively impact
defensive behaviours (β = -0.284, p = 0.000) but did not find any significant moderating
effect of psychological distance of privacy on the relationship between privacy empowerment
and defensive privacy behaviour (β = 0.014, p = 0.451). This result indicates that when
psychological distance of privacy increases, it does not impact the relationship between
privacy empowerment and behaviour. The implication is that despite the level of
psychological distance of privacy, empowered consumers will take less defensive actions.
Research on other disciplines has found, for instance, that low control leads to increased
psychological distance (Wakslak & Kim, 2015). However, this study found no significant
interaction between privacy empowerment and psychological distance. A possible reason
could be empowered individuals in general are active, engaged, and make informed
decisions. Therefore, it can be assumed that consumers in such a psychological state are not
influenced by psychological distance and they continue to commit to their decisions.

6.2.2.3 The moderating effect of psychological distance of privacy on the relationship
between trust and privacy behaviour.
Based on the third moderating effects model, the study examined whether psychological
distance of privacy moderates the relationship between trust and defensive behaviour to
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verify H12c. The model revealed that psychological distance of privacy has a negative impact
on defensive behaviours (β = -0.285, p = 0.000) but did not indicate any significant
moderating effect (β = -0.010, p = 0.396). This result indicates that when psychological
distance of privacy increases it does not impact the relationship between trust and behaviour.
The implication is that despite the level of psychological distance of privacy, consumers who
trust online sellers will take fewer defensive actions or consumers who distrust sellers will
continue to take more defensive actions. Darke et al. (2016) found that higher physical
psychological distance increases consumer distrust with unfamiliar online sellers. Contrary to
this finding, psychological distance of privacy showed no interaction with trust to explain
behaviour. A possible reason is that, unlike the effect of physicality (online vs physical
shops), privacy as a psychological construct may not significantly influence a positive mental
state such as trust. As found earlier, psychological distance of privacy did not interact with
privacy empowerment, which is also a positive state of mind. It did interact with privacy
concerns, which is a negative condition instigated by perceptions of threat and vulnerability.

6.2.3 Other findings of the study
The study was able to establish an extended PRE model of privacy that explains 55.3 percent
of the variance in privacy behaviour (R2 = 0.553). Corporate privacy responsibility,
regulatory protection, trust, privacy empowerment, and privacy concerns act as significant
predictors of defensive behaviour (Q2 = 0.307). Moreover, corporate privacy responsibility,
regulatory protection, trust, and privacy empowerment explained 63.3 percent of the variance
in privacy concerns (R2 = 0.633) with a significant predictive power (Q2 = 0.362). Further,
the study was able to predict trust (Q2 = 0.317) with corporate privacy responsibility and
regulatory protection explaining 53.7 percent of its variance (R2 = 0.537). Similarly,
corporate privacy responsibility and regulatory protection also predicted consumer privacy
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empowerment (Q2 = 0.256) explaining 47.8 variance (R2 = 0.478). The results also revealed
that all the exogenous constructs had an effect (f2) on the respective endogenous construct.
Overall, the model fit was good, further indicating the validity of the proposed model (SRMR
= 0.056, NFI = 0.833).
The study makes a significant contribution to the privacy literature by introducing
psychological distance of privacy. Inclusion of psychological distance of privacy in the
model drastically increased the explanatory power of the model. The interaction model 1
accounted for 65.1 percent variance in behaviour (R2 = 0.651) compared to 55.8 percent in
the main model. Psychological distance of privacy can be established as a significant
predictor of defensive behaviour, and among all exogenous variables, it has the strongest
effect on behaviour (f2 = 0.231). The control effects model was not significant. Overall, the
results indicated that control variable has no impact on defensive behaviour. The control
model explained 56.6 percent of the variance in defensive behaviour (R2 = 0.566). However,
the explanatory power did not increase significantly from the main model (R2 = 0.558).

6.3 Theoretical Contributions
With rising contentions and controversies surrounding online privacy, the importance of
ethical and social responsibility approaches to understanding contemporary privacy issues is
increasingly discussed (Allen & Peloza, 2015; Martin & Murphy, 2017; Noorman, 2018;
Pollach, 2011; Zwitter, 2014). For instance, Martin and Murphy (2017) emphasise that ethical
theory development and analysis to explicate contemporary privacy issues are needed. This is
important because privacy scholars have mainly used economic theories to investigate
privacy concerns and privacy behaviour. For example, privacy calculus theory dominates
privacy literature: privacy decisions are based upon a cost-benefit calculation. All the same,
some scholars (e.g., Krishen et al., 2017; Martin & Murphy, 2017) noted power-responsibility
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equilibrium as a useful ethical framework to investigate privacy issues. However, its
empirical application in the privacy context currently remains largely limited. To the best of
the author’s knowledge only two empirical studies exist (i.e., Krishen et al., 2017; Lwin et al.,
2007). Using power-responsibility equilibrium theory, this study contributes to the privacy
and business ethics literature by empirically establishing a comprehensive, theory-based
ethical and social responsibility model to explicate data privacy issues.
Understanding of privacy is incomplete unless both determinants and outcomes of
privacy concerns are identified. Most privacy studies focus on either the determinants or else
the outcomes in their work. This study addresses this limitation and provides an integrated
view on privacy. By using PRE, this study establishes the impact of power holders on
consumer privacy and consumers’ subsequent privacy behaviour. This approach enables
researchers to understand consumer-business and citizen-government privacy relationships
within the same framework and to develop an integrated-systems view of privacy. Such
efforts are limited in the literature (Lwin et al., 2007).
Lwin et al. (2007) developed the PRE framework of privacy. This study is an extension
of this framework. The inclusion of three new psychological constructs, namely privacy
empowerment, trust and psychological distance, to the framework helps to advance the
knowledge on consumers’ privacy behaviour. As discussed earlier, inclusion of these
constructs has increased the explanatory power of the PRE privacy framework to explain why
consumers engage in prevention-focused defensive behaviours. This is important given that
researchers identify the substance of discerning consumers’ defensive and deterrence
behaviours, churn, and disincentive factors in the face of concerns over privacy (Holtrop,
Wieringa, Gijsenberg, & Verhoef, 2017; Lwin et al., 2016; Martin et al., 2017). The extended
PRE privacy model presented in this study uniquely contributes to this gap identified in the
literature.
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Corporations have an inherent responsibility to protect the data privacy of their
customers due to the size of and asymmetric nature of the power firms have over consumers.
The theory lacks adequate conceptualisation to capture corporate responsibility to consumer
privacy. Most of the studies, including the PRE framework of privacy, focus on consumer
perceptions of the privacy policy to conceptualise or measure how corporations exercise
power and responsibility (e.g., Lwin et al., 2007; Wu et al., 2012). However, privacy policies
(e.g., privacy notices) are less targeted toward consumers, include misleading information
and are hardly understood by consumers (Leon et al., 2012). Therefore, relying on policy
does not provide ample conceptualisation of corporate responsibilities. This study introduced
the concept of corporate privacy responsibility to capture corporate obligations to consumer
privacy protection. This construct helps to coalesce different aspects of responsibility, which
to date were loosely bound into a single notion. This study identifies using this construct as a
more constructive way to capture corporate responsibility when compared to using the
construct corporate policy as in previous studies. This is a significant contribution to
management and marketing literature. There is an extensive management scholarship on
corporate responsibility. This study provides a narrow focus of corporate responsibility but
shows the very significant obligation of companies who deal with consumer data. This study
also substantiates the construct’s impact on consumer privacy concerns, trust and privacy
empowerment. Hence, all the findings related to these established relationships are novel to
the privacy scholarship.
Trust has been widely investigated in relation to consumer privacy in the online
shopping context. However, there has been little attention paid to understanding the impact of
power holder initiatives that enhance trust among consumers, especially of regulations. This
study identifies the need for both responsible corporate privacy practices and effective
regulatory mechanisms to strengthen trust perceptions to minimise consumer privacy
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concerns as well as power-balancing defensive responses. In addition, most trust studies
focus on the impact of trust on promotion-focused behaviours such as online purchasing (e.g.,
Lian & Lin, 2008) and disclosing information (e.g., Zorotheos & Kafeza, 2009). There is a
paucity of literature concerning the relationship between trust and prevention-focused
behaviours. The study findings confirm that ensuring trust is a useful course of action to
mitigate defensive consumer responses. The findings are also important as scholars have
highlighted the necessity of studies to inquire trust and privacy beliefs together to accurately
understand their combined effect on consumer behaviour (Pappas, 2018).
The discourse on consumer power and empowerment in the online context is growing
(Amichai-Hamburger et al., 2008; Yeh, 2018). This study makes a considerable contribution
to this discourse by exploring consumer privacy empowerment, which is a nascent concept in
the privacy scholarship. The study employed the psychological empowerment theory
(Spreitzer, 1995; Zimmerman, 1995) to provide a comprehensive view of privacy
empowerment. To date, privacy empowerment remains under-theorised, and as a result its
scope is narrowly conceived as ‘having control’ (van Dyke et al., 2007). Although having
control is a critical condition to feeling empowered, it is not adequate—it requires consumers
to have fulfilled several other cognitions including critical awareness, autonomy, and selfefficacy. Although previous studies have identified the significance of these aspects
individually, this study establishes privacy empowerment as an overarching concept using
psychological empowerment theory. The study contributes immensely to theory as this is one
of the first studies to investigate both antecedents and outcomes; i.e., the mediating effect of
privacy empowerment— and thereby provides several new findings. This study theoretically
and empirically established that privacy empowerment is determined by corporate privacy
responsibility and regulatory protection and it determines privacy concerns and privacy
behaviour. Given the scant attention on privacy empowerment in empirical research, this
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study informs privacy theory, especially power-relations and user-control focused theories, to
consider privacy empowerment as useful to address power deficits in terms of user privacy.
There is a growing demand in information systems and privacy research to understand
the cognitive, psychological, and social determinants that can impede rationality in privacy
decisions (Dinev et al., 2015; Kokolakis, 2017; Li et al., 2017). Based on construal level
theory, this study provides a significant novel contribution by introducing the concept
psychological distance of privacy (Bandara et al., 2017, 2018a, 2020). While the interest is
growing continuously around the ways in which online shopping experiences are becoming
increasingly proximal to consumers, the ways under which the same mechanisms lead to
distant thinking and behaviour remains largely underexplored. This study contributes to the
literature by revealing the direct and moderating effects of psychological distance of privacy.
Apart from Hallam and Zanella’s (2017) study on privacy in social networking, this is the
only study to apply construal level theory in the privacy context. The exploration of
psychological distance of privacy is important, given that several scholars argue that mere
privacy concerns cannot explain privacy behaviour (i.e., the privacy paradox; Barth & de
Jong, 2017; Kokolakis, 2017). These researchers call for research to understand
psychological, cognitive, and extraneous factors that modify privacy behaviours. Hence, the
introduction of psychological distance of privacy construct opens new directions for privacy
research.

6.4 Methodological Contributions
Besides the theoretical contributions discussed above, the study offers methodological
contributions to explain the underlying mechanisms of consumer privacy behaviour. First, the
key methodological contribution of this study emanates from the unique structural model

189

employed to test the antecedents and consequences of consumer privacy concerns. The model
provides a methodology to examine a new set of variables modeled on a specific pattern
including direct, mediating, and moderating relationships. The complex model presented in
the study contributes to the emerging complex modelling paradigm in social science and
business research by using PLS-SEM technique.
Second, the study establishes three mediating variables to predict privacy defensive
behaviours. This is the first study to explore the interplay between trust, privacy concerns,
and privacy empowerment as mediators to determine why consumers behave defensively.
Third, this study introduces a new construct; namely psychological distance of privacy. The
study establishes the construct’s theoretical basis as well as methodological rigour by
validating the construct as a reflective construct. In a similar vein, this study empirically
validated the construct corporate privacy responsibility. This construct is validated as a
reflective construct to reflect corporate responsibility to consumer privacy.
Finally, beyond estimating the path relationships and variance explained (R2), this study
also identified how to use predictive relevance (Q2) to establish the predictive validity of a
large complex model using the blindfolding procedure. In addition, f2 values were also
discussed to show the effect size of exogenous constructs. Moreover, the study presented the
goodness of fit of the estimated model using SRMR and NFI. Using these additional
assessment techniques, the study contributes to the methodological rigour and advances PLS
as a robust and real-world complex modelling technique.

6.5 Practical Implications
The study has practical contributions for managers and companies, regulators, and
consumers. Integration of the study findings can help to develop privacy-preserving e190

commerce systems, establish sustainable consumer relationships, maintain a healthy online
marketplace, and ensure growth of the industry.

6.5.1 Implications for managers and organisations
An important implication of this research is to explain privacy behaviour better concerning
why consumers engage in preventive and defensive behaviours. This is important as the
findings could be used to understand and prevent the privacy issues which prevail to
discourage e-commerce and hinder growth in the industry (Holtrop et al., 2017; Petrescu &
Krishen, 2018). Especially, companies increasingly depend on collecting valuable and
accurate information about consumers. These efforts can be in vain if consumers decide to
withhold or fabricate their information. Consumers remain a pillar in the information supply
chain (Martin, 2015, 2016a), and therefore a fairly functioning and a balanced-market
approach is essential to protect privacy rights and the rights of companies to collect, use, and
share consumer information for commercial purposes (King & Forder, 2016). The key
implication of the study is that corporations need to balance their power with equal
responsibility. Hence, the study findings suggest that companies need to comprehensively
review their privacy management policies and approaches to avoid defensive backlash from
consumers.
Companies need to understand that consumers view their privacy as a social contract,
which has embedded expectations regarding what is collected, and how, and by whom,
information is used. Breach of privacy means a violation of psychological contract that can
result in negative outcomes such as erosion of trust and consumers taking defensive actions
or withdrawing from the contractual agreement. For instance, a consumer might not
necessarily disable cookies in a website but might trust the company to not install third-party
cookies to collect his/her data. Therefore, it is paramount that companies address the
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procedural, hypothetical, and moral norms and expectations in the information exchange
process.
Consumer privacy concerns are directly driven by corporate privacy practices. The
study also identified that privacy concerns are heavily influenced by how corporations
establish a trusting online environment and to what extent consumers are empowered.
Therefore, ensuring trust and empowering consumers are two fundamental strategies that
could be used by managers to effectively reduce privacy concerns as well as consumer
defensive responses against companies. The study especially highlights the need for
corporations to focus on empowering consumers by re-evaluating their privacy practices. For
instance, research continuously shows the shortcomings of privacy notices such as
complexity and lengthiness (Leon et al., 2012), which inhibits consumers from developing a
fundamental awareness about how their information is collected and used. Similarly, the use
of big data and data analytics has blurred data collecting structures; thereby lack of
transparency has become a threat to making informed choices and to properly controlling the
information flow (Arli et al., 2018; Petrescu & Krishen, 2018; Yun et al., 2018). Thus, such
corporate practices violate the most critical aspects of consumer privacy empowerment and
lead to consumers taking defensive actions such as withdrawing from transacting or
fabricating their real information. Research shows individuals experiencing lack of
empowerment or experiencing learned helplessness are passive, withdrawn, and dissatisfied
(Martinko & Gardner, 1982). Organisations thus need to understand the role of privacy
empowerment in consumer relationship management. These practices were found to have a
similar effect on trust where consumers end up responding defensively due to their
perceptions of online sellers’ lack of benevolence, integrity, competence and predictability.
The knowledge and insights from this study can be used to develop tools, systems,
mechanisms, and policies to battle privacy issues. Companies need to design comprehensive
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privacy empowering systems (e.g., online platforms) with adequate control, choice, and
power given to consumers. These systems should be comprehensive rather than focusing on
one aspect e.g., providing some degree of control. For instance, as argued by Tene and
Polonetsky (2012, p. 243), companies can follow processes such as featurisation that allow
“individuals to declare their own policies, preferences and terms of engagement, and do it in
ways that can be automated both for them and for the companies they engage.” This will not
only empower consumers but also to build trust and reduce the psychological distance of
privacy. Further, actions are required to make privacy a more proximal experience in the
online shopping context. For instance, companies need to clearly communicate the current
level of privacy using dashboards or real time privacy index. This will make privacy more
immediate, closer to the user and more realistic. This cannot be done by merely providing a
privacy policy, which often is not read and understood by consumers or a cookie notice.
More effective methods to increase consumer alertness and awareness of actual risks are
required. For instance, research shows how nudging techniques can be utilised to manipulate
the level of construal to improve more desirable, stronger, password use for improved
security (Kaleta, Lee, & Yoo, 2019). Such techniques should be integrated to designing new
e-commerce systems for proximal privacy experiences.
Taking a consumer-centric approach to privacy will benefit companies in the long run
with increased consumer trust and loyalty, enabling companies to establish privacy as a
competitive advantage (Martin et al., 2017). For instance, data analytics are widely used to
provide highly-personalised services to consumers. However, privacy issues can create a
personalisation-privacy paradox leading consumers to leave (Aguirre, Mahr, Grewal, de
Ruyter, & Wetzels, 2015; Pappas, 2018). The latest research recommends various consumercentric privacy-protective data analytics methods that will sustain consumer-vendor
relationships (Wieringa et al., 2019). In a similar way, companies might benefit in the short
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run from exploiting consumers’ psychological distance of privacy. Nevertheless, they must
be aware that safeguarding consumer privacy can be beneficial in the long run due to the
competitive advantage it can offer.

6.5.2 Implications for regulators
The study findings verify that regulations play a paramount role in maintaining ‘market
equalisation’ in terms of information exchange for both privacy protection and fair use of
consumer information for commercial purposes. Both the public pressure and regulatory
mechanisms persuade companies to self-policing their privacy practices (Holtrop et al., 2017;
West, 2019). Especially, stringent regulations are required to maintain a trusting informationexchange environment.
Regulatory provisions that can tackle consumer vulnerabilities in digital markets are
vital for ameliorating social welfare concerns (Kucuk, 2016). The study specifically identifies
the role that regulations and social policy can play in enhancing privacy empowerment of
individuals—or rather, emancipating them from the state of helplessness. Regulatory
initiatives are required to ensure individuals have control and choice over their information,
and policy interventions such as privacy education and social dialogues will be effective in
improving awareness and the ability to protect privacy. As argued by Rheingold (2012, p. 3),
“today’s digital literacies can make the difference between being empowered or manipulated,
serene or frenetic.”
The adequacy, ability, and availability of current regulations proportionate to the
advances in the market are questionable. Current regulations are most often based on the
assumption that data should be collected directly from the subject and used for the primary
purposes of its collection (King & Forder, 2016). However, this assumption is dramatically
challenged by the pervasive and ubiquitous nature of new technologies such as big data
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analytics. Some scholars argue that consumers’ overall privacy will decline over time as
maintaining their privacy would be costly to consumers (Kannan, 2017). Therefore,
substantial regulations that can deal with escalating technological changes, consumer
vulnerabilities, market inequalities, and marketing malpractices are required. For instance, the
General Data Protection Regulation (GDPR) has forced companies to be more transparent as
well as to further consumer control over data (Terpstra, Schouten, de Rooij, & Leenes, 2019).
This study contends that such efforts are essential to safeguard consumers from developing a
state of learned helplessness and to minimize the psychological distance of privacy. Thirdparty watchdogs also need to intervene when regulatory provisions are outmatched.

6.5.3 Implications for consumers
The key implication of the findings is to inform consumers on the detrimental effects of
psychological distance of privacy. Perceiving privacy as psychologically distant can
discourage consumers from protecting their privacy and often disregarding privacy as
important relative to more immediate, lifelike, and proximal shopping benefits and
gratification. Consumers need to be aware that behaviour which reflects less consideration for
protecting one’s privacy can end up in further exploitation of consumer data and enactment of
relaxed privacy protection mechanisms (Martin & Nissenbaum, 2016). Therefore, consumers
need to be aware of the depth and consequences of their privacy behaviour. Their voice and
reactiveness against threats to privacy is critical. Especially, this is a challenge as privacy is
overwhelmed by other values in the online context due to new technologies and tools such as
data analytics, profiling, and targeted advertising. Consumers need to be cautious and need to
make informed decisions about their privacy.
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Consumers should also consider the importance of privacy empowerment. It was found
that consumers who have higher privacy empowerment have fewer privacy concerns and also
engage in fewer defensive behaviours. Further, they were found to be less affected by
psychological distance of privacy. Hence, consumers need to enhance their privacy
empowerment. This can be challenging as current corporate privacy practices and
government regulations have not reached a level that can sufficiently empower consumers in
terms of privacy. As discussed earlier, the level of information control or choices of privacy
can be minimal. However, consumers can take certain measures themselves to enhance their
knowledge, awareness, and competency in dealing with privacy threats – the aspects of
privacy empowerment that is under the purview of consumers. For instance, consumers can
get educated about trending technologies and their effect on privacy, or new tools (e.g.,
software and apps) that can minimise threats.
According to the PRE framework of privacy, consumers can combat corporate power
with power-balancing operations to overcome privacy issues. Consumers need to know there
are multiple actions available to deal with threats to privacy. These include adopting
protective behaviours, fabricating or withholding their information or quitting the
relationship. By adopting these measures, consumers can exert pressure on companies not
adhering to reasonable privacy standards.

6.5.4 Implications for wider stakeholders
The findings have implications for the wider society. Although the study is based on the ecommerce context, it provides insights about how the rapidly changing technologies have
transformed power relations in society. The emergence of data capitalism has resulted in
asymmetric redistribution of power toward corporations, leading to discrimination and
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restricted freedoms of individuals. Individuals, knowingly or unknowingly contribute to a
larger data ecosystem of which a few online giants get to reap unprecedented profits to the
detriment of the masses. The societal stakeholders should be more aware and mindful about
the ripple effects of their online activities and should demand stringent regulations and
responsible corporate practices.

6.6 Limitations of the Study
This study is not without limitations. First, the study was conducted within the specific
domain of e-commerce and in a single country. As privacy concerns are context dependent,
generalisation of the findings to other contexts can be problematic. For instance, power
dynamics regarding privacy in social networking or e-health can be completely different to
the study context. Also, based on the country, power-relations of privacy can significantly
differ e.g., in the extent of regulatory impact on privacy concerns. Other researchers should
be careful when replicating the model in other contexts and other countries.
Second, related to the above concern, the sample of the study limits the generalisability
of the findings. The sample represents only consumers from a developed country. The sample
can be high in internet and technology literacy, comfortable doing online shopping, and have
different views about what privacy is compared to consumers from developing countries.
Moreover, a research panel was used to recruit participants for the study. Although this
method has several advantages such as feasibility of collecting large number of samples and
being time-saving and economical, the research panel may not represent all types of
consumers. For instance, it is very unlikely that an individual who is less literate about the
internet or highly concerned about sharing views online would become a member of any
research panel.
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Third, the study employed a cross-sectional design to reach study objectives. There are
inherent limitations in this research design. The study includes only a snapshot of consumer
views about the study constructs and the findings are confined to a single point of time.
Power-relations, privacy concerns, and consumer behaviour can evolve over time.
Technologies, regulations, and company practices related to e-commerce and privacy,
especially, change rapidly. Therefore, this research design does not address the evolving
nature of consumer perceptions in this regard.
Finally, the study was based on self-reported data. Therefore, social desirability bias
can exist in the dataset. The study took efforts to minimise social desirability bias by
communicating that the responses are anonymous and that the study conducts only
aggregated data analysis. However, it is impossible to completely eliminate social desirability
bias in survey responses.

6.7 Future Research
This study was conducted within a specific scope based on certain objectives using a specific
methodology. Therefore, a number of alternative research avenues can be recommended for
future research.


Future research can investigate the present study in cross-cultural settings. A culture
reflects the beliefs closely held by individuals in a society that direct their attitudes
and behaviour (Hofstede, 1984). Several scholars have found that privacy attitudes
and behaviour vary across different countries and cultures (Hsu, 2006; Kim, Yim, et
al., 2016; Miltgen & Peyrat-Guillard, 2014). Therefore, consumers can vary in terms
of how they perceive privacy issues and how they respond to these concerns. A cross-
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cultural study can generate valuable insights into power-relations of consumer online
privacy.


The current study focused only on specific roles and the impact of the power holders
on consumer privacy. Future research can probe into depths and the changing nature
of power holders in the marketplace. For instance, research can explore how ‘extraterritorial’ legislations such as European Union’s GDPR (Yoo, Yao, Sun, & Du,
2019) could impact consumer privacy. Also, research can examine other emerging
powers in the online context. As argued by Ferrell (2017, pp. 160-162), “[m]ost data
piracy comes from the external environment beyond the direct control of consumers,
organisations, and regulators… criminal activities that constantly attack both
consumer and organisational data are not included in data privacy research in
marketing.” Future research can embed these aspects into research models.



This study was based on consumer perceptions only. Future work could provide a
more comprehensive picture of privacy concerns and outcomes by integrating views
of the companies and regulators. This will help to generate additional insights into
how corporate privacy responsibility and regulatory protection works beyond
consumer perceptions about the power holders.



This is the first study to introduce, operationalise, and test psychological distance of
privacy. Future work can benefit the privacy literature by understating antecedents
and outcomes of psychological distance of privacy.



Considering the methodological limitations identified in the previous section, some
alternative can be suggested. A longitudinal study on this research model will help
researchers to capture evolving nature of privacy concerns, behaviours, and the
environment (e.g., technology, regulations). This is more beneficial compared to the
current study design. In addition, experimental design can be used to avoid certain
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biases inherent in self-reported surveys. Future work can employ these alternatives
based on their objectives and resource availability.

6.8 Concluding Remarks
The necessity of advancing the knowledge regarding consumer privacy protection has never
become so critical as in this age of big data. Based on the power-responsibility equilibrium
theory, the aim of this study was to understand the impact of power holders on consumer
privacy concerns and the behaviours resulting from this. The study developed a research
model with a set of hypotheses to model the impact of corporate privacy responsibility and
regulatory protection on consumer trust, privacy concerns, and privacy empowerment, and
consumers’ subsequent behaviours. As a secondary objective, the study introduced and
explored the significance of psychological distance of privacy concept. Data was collected
using an online survey questionnaire to verify the hypotheses. The sample included 363
online shopping consumers from Australia. This study employed PLS-SEM technique to
empirically estimate the proposed model. The study found adequate measurement and
structural properties of the research model as well as a good fit of the model.
Findings revealed that lack of corporate privacy responsibility and regulatory protection
can deprive consumers of privacy empowerment and damage consumer trust, thus triggering
privacy concerns and subsequent defensive responses. Psychological distance of privacy was
found to negatively impact privacy behaviours and negatively influence the relationship
between privacy concerns and privacy behaviours. However, psychological distance did not
have any interaction with trust or privacy empowerment.
A key contribution of the study emanates from extending and establishing a theorybased ethical and social responsibility approach to understanding consumer privacy based on
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power-responsibility equilibrium. The study also conceptualises and empirically validates
two reflective constructs; namely corporate privacy responsibility and psychological distance
of privacy. Furthermore, study explores privacy empowerment which is nascent in the
privacy literature. The study contributes to the literature by revealing numerous direct,
indirect (mediating), and moderating relationships among the constructs included in the
study. Moreover, the study has several practical implications. Especially, there are several
implications to develop privacy-preserving e-commerce systems and policies to ensure
consumer privacy and wellbeing. For companies, the findings suggest that protection of
privacy can be a competitive advantage or a strategic differentiator. The study informs
regulators about their role to establishing an environment of trust and empowering consumers
to reduce privacy issues in the online context. Overall, the study highlights that ensuring
consumer privacy can be beneficial for consumers, companies, and to the e-commerce
industry.
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Appendices
Appendix 1: Participant Information Sheet
Qualitative Study
PARTICIPANTS INFORMATION SHEET FOR ONLINE CONSUMERS
TITLE: The privacy paradox and information disclosure in digital marketplaces: the moderating role of
psychological distance
PURPOSE OF THE RESEARCH
This is an invitation to participate in a study conducted by researchers at the University of Wollongong. The aim
of this study is to investigate the information privacy concerns and privacy decision making of online consumers
in the current data-driven online marketplaces in Australia. The study will mainly focus on privacy concerns, its
determinants, and related consumer behaviour in the online shopping context. In addition, the study probes into
any discrepancy between consumers’ privacy related thinking and behaviour by understanding their
psychological distance with online vendors.
INVESTIGATORS
Mr. Ruwan Bandara
PhD Student
Faculty of Business
UOW
M: +61481393488
hmrjb180@uowmail.edu.au

A/Prof. Mario Fernando
Principal Supervisor
Faculty of Business
UOW
P: +61242214053
mariof@uow.edu.au

Dr. Shahriar Akter
Second Supervisor
Faculty of Business
UOW
P: +61242213377
sakter@uow.edu.au

METHODS AND DEMANDS ON PARTICIPANTS
If you decide to participate in this project, you will be asked to participate in an interview, which is not expected
to exceed an hour’s time. The interview will be audio-recorded and if you have any objection, interview notes
will be taken on a paper. Some examples of the interview questions include: In general how concerned are you
about online information privacy? Why?; do you feel you know how the businesses you deal with use your
personal information?; how does reputation of vendors influence your propensity to disclose information?
POSSIBLE RISKS, INCONVENIENCES AND DISCOMFORTS
Apart from the time spent on the interview, we can foresee no risks for you. Your involvement in the study is
voluntary and you may withdraw your participation from the study at any time and withdraw any data that you
have provided to that point. However, the time limit for the withdrawal of the data after the interview is
completed is 3 months from the date the consent form is signed. The information will be kept secure and
confidential in electronic format on the university computers of the research team for a minimum period of five
years, after which the data will be disposed. Access to the data will be restricted to the student, the principal and
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the second supervisor. Your identity will not be disclosed at any time and you will be referred through
pseudonyms in the researcher’s writing.
BENEFITS OF THE RESEARCH
This project will contribute to our understanding of privacy concerns, its determinants, and related behaviour in
the online shopping context. In practice, the valuable information generated by the study will enable privacy
practitioners and researchers to develop systems, platforms, guidelines, and materials for Australian businesses,
and develop policies and regulations that can countervail privacy issues at a national level. The primary use of
this data collection is to be used in a Doctoral thesis. However, we wish to inform you that the data may be used
in the student’s future publications in the form of: journal articles, conference papers or books / book chapters.
Nonetheless, your details will remain private.
ETHICS REVIEW AND COMPLAINTS
The Human Research Ethics Committee (Social Sciences) of the University of Wollongong has approved this
research. Ongoing monitoring of the research is the responsibility of the researchers listed above, and annual
progress reports are submitted by the researchers to the UOW Research Ethics Unit. If you have any concerns or
complaints regarding the manner this research is conducted, you can contact the UOW Ethics Officer on (02)
4221 3386 or email rso-ethics@uow.edu.au.
CONTACT DETAILS
If you have any questions about this research please contact Mr. Ruwan Bandara, A/Prof. Mario Fernando, or
Dr. Shahriar Akter.

Thank you for your interest in this study.
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Survey Study

PARTICIPANT INFORMATION SHEET FOR ONLINE CONSUMERS
TITLE: Consumer privacy in the digital marketplace: A power-responsibility approach
PURPOSE OF THE RESEARCH
This is an invitation to participate in a study conducted by researchers at the University of Wollongong. This
study is a requirement for the award of a Doctor of Philosophy degree of a research student at University of
Wollongong (UOW). The aim of this study is to investigate online shopping consumers’ privacy concerns and
resulting behaviours in the Australian context. The study also aims to understand how consumers will respond
differently based on their level of privacy concerns, trust towards online sellers, and their level of power in the
digital marketplace.
INVESTIGATORS
Mr. Ruwan Bandara
PhD Student
Faculty of Business
M: +61481393488
hmrjb180@uowmail.edu.au

A/Prof. Mario Fernando
Principal Supervisor
Faculty of Business
P: +61242214053
mariof@uow.edu.au

Dr. Shahriar Akter
Second Supervisor
Faculty of Business
P: +61242213377
sakter@uow.edu.au

METHODS AND DEMANDS ON PARTICIPANTS
If you agree to participate in this study, you will be asked to complete an anonymous online survey. The first
few questions in the survey will be used to assess your eligibility for participation in the study. If you are
eligible to participate, the survey will take approximately 10 minutes to complete. You will be asked questions
regarding your online shopping and privacy experiences such as “how concerned are you about collecting
personally identifiable information without permission?” and “how often do you shop online?” You will also be
asked some basic demographic details such as gender, age, and education. The site we are using is
qualtrics.com. You will be provided with a link to complete the online survey. You may access the survey at a
time convenient to you. The survey is designed to ensure that you remain completely anonymous and
unidentifiable to the investigator team and UOW. The responses you provide to the questionnaire will be stored
on a host server that is used by qualtrics.com. Once we have completed our data collection and analysis, we will
import the data we collect to the UOW server. The data on the qualtrics.com server will then be deleted.
POSSIBLE RISKS, INCONVENIENCES AND DISCOMFORTS
Apart from your time spent on the survey, we do not foresee any risk or inconvenience by participating in this
study. Your involvement in the study is voluntary. You are allowed to withdraw from the study at any point
prior to submitting your completed questionnaire, all collected data from you until that point will be destroyed
and omitted from any analyses or reporting. Once you have submitted the survey, your responses cannot be
withdrawn because the surveys are anonymous and therefore we will not be able to identify your survey.
Through the submission of the completed survey questionnaire, you will be providing your tacit consent. The
decision not to participate, or to withdraw from the study, will not affect any current or future relationship with
the research team or UOW.
FUNDING AND BENEFITS OF THE RESEARCH
The research is partially funded by a UOW research student grant. This project will contribute to our
understanding of consumer privacy concerns, its determinants, and related behaviour in the online shopping
context. The study findings will enable to develop systems, guidelines, and materials for businesses, and
develop regulations that can protect consumer privacy at a national level. The data will be used in a Doctoral
thesis. However, research findings from the collected data may be included in publications in the form of journal
articles, conference papers or books / book chapters. Nonetheless, your details will remain private.
FOR FURTHER INFORMATION OR CLARIFICATIONS
For further inquiries about this research please contact Mr. Ruwan Bandara or A/Prof. Mario Fernando.
ETHICS REVIEW AND COMPLAINTS
The Human Research Ethics Committee (Social Sciences) of the University of Wollongong has approved this
research (Ethics Number: 2017/579). Ongoing monitoring of the research is the responsibility of the researchers
listed above, and annual progress reports are submitted by the researchers to the UOW Research Ethics Unit. If
you have any concerns or complaints regarding the manner this research is conducted, you can contact the UOW
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Ethics Officer on (02) 4221 3386 or email rso-ethics@uow.edu.au.
Thank you for your interest and participation in this study.
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Other Supplementary Materials
Supplementary Material A: Semi-structured Interview Guide

A Semi-Structured Interview on: The Privacy Paradox and Information Disclosure in
Digital Marketplaces: The Moderating Role of Psychological Distance
Part I: Introduction
1. Greet the respondent.
2. Provide a copy of the Participant Information Sheet to the respondent.
3. Ask the respondent if s/he has any questions. If everything is agreed, then get the
respondent’s signature on two consent forms: give one for the respondent and retain the
other.
4. Assure the respondent that their privacy, confidentiality and their beliefs, values and
perceptions are respected.
5. Let the respondent know that the interviewer will use a smart phone or audio recorder to
record the interview data; however, if the respondent would prefer that a recording device
should not be used, the interviewer will make notes on paper.
6. Provide assurance that his/her opinions are valued, there is no right or wrong answer, it is
their insights in the incidents, events or experiences of privacy that the interviewer is
interested in.

Part II: Interview Questions
A. General
Date:

Interview #:

Venue:

Start Time:

End Time:

Duration:

B. General Inquiry on Online Shopping and Privacy






What is your overall experience when you shop online?
Do you know how the businesses you deal with use your personal information?
What do you understand by online privacy?
Is online privacy a real issue or is it something exaggerated?
Do you think privacy concerns will be higher in future than now?
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C. Individual Level Factors






In general, how concerned are you about online information privacy? Why?
Compared to others how sensitive are you about disclosing information to online
retailers?
Have you recently heard about privacy violations or experienced a privacy violation
yourself?
What steps have you taken to protect privacy when you shop online?
Do you think you will be affected by privacy violations compared to other Australian
consumers?

D. Information Contingency Factors



How does the sensitivity of information requested by online vendors impact your
privacy and security?
What are your thoughts on the relevance of the information that are being requested
by online vendors?

E. Macro level factors



In your opinion to what extent do Australian consumers care about online privacy?
Are there any systemic issues related to online privacy in Australia?

F. Perception-based factors
 How trustworthy and predictable are online vendors in handling your personal
information?
 When you shop online what are the risks involved in disclosing information to online
companies?
 What benefits are there when you shop online?
 Do you have control over the collection and utilisation of your personal information
by the online companies?
G. Organisational & Task Environmental Factors
 When you shop online what security and privacy features do you look for?
 How does reputation of vendors influence your propensity to disclose information?
 To what extent does the familiarity with online vendors affect your decisions to
disclose information?
H. Privacy Paradox
 In your opinion, why do people disclose their personal information when they are
concerned about privacy?
 Do you think consumers ignore privacy concerns over immediate benefits when
buying online?
I. Demographic Factors


Age Group: 18-25 | 26-35 | 36-45 | 46-55 | > 55
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How long have you been in Australia?
Education Level: HSC | Undergraduate | Postgraduate | Doctorate | Other
What religious faith do you follow?
For how long have you been engaged in online shopping?
How often do you shop online?

J. Interview feedback
 Would you like to have a transcript of this interview? (If a respondent requires a
transcript s/he will be provided one via email)
Debrief and Thank the Respondent
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Supplementary Material B: Sample Characteristics of the Qualitative
Study

Percentage
Gender

Percentage
Internet Experience

Male

46

6-10 years

13

Female

54

11-15 years

40

16-20 years

37

Age (years)
Group 1 (18-24)

20

Group 2 (25-34)

20

1-4 years

10

Group 3 (35-44)

20

5-8 years

40

Group 4 (45-54)

20

More than 8 years

50

Group 5 (55 above)

20

Online Shopping Experience

Education
HSC

7

Degree

33

Postgraduate

60
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